
TOWN OF WOODSIDE 
   

Report to Town Council                                   Agenda Item A  
Prepared by: Melissa Cardinale, Asst to the Town Mgr.    June 14, 2022 
Approved by: Kevin Bryant, Town Manager                    
  
SUBJECT: CONSIDERATION OF AND DIRECTION TO STAFF REGARDING AN 

AUTOMATIC LICENSE PLATE READER POLICY AND DISCUSSION 
REGARDING ENTERING INTO AN AGREEMENT WITH A VENDOR TO 
PROCURE AUTOMATIC LICENSE PLATE READERS 

  
RECOMMENDATION 
  
It is recommended that the Town Council consider the potential use of 
Automatic License Plate Readers (ALPRs) in Town, provide staff 
direction on the attached draft ALPR policy, and provide direction on 
whether to enter into an agreement with a vendor to procure ALPR 
cameras which will be installed at certain locations in Town. 
  
BACKGROUND AND DISCUSSION 
  
ALPRs are computer-controlled, high-speed camera systems, generally 
mounted on police cars or on fixed objects, that automatically capture 
images of license plates and potentially other vehicle characteristics 
that come into its view.  In addition, ALPRs record the precise time, 
date and place a vehicle was encountered.  ALPRs are investigative 
tools for law enforcement, as the data allow law enforcement agencies 
to compare plate numbers and vehicle characteristics against those of 
stolen cars or cars driven by people suspected of being involved in 
criminal activities.  ALPRs are not a tool that can be used for 
traffic enforcement.   
 
The Town Council held a study session on July 27, 2021 to discuss the 
possible implementation of ALPRs within the Town of Woodside.  The 
staff report for that study session is included as part of Attachment 
K.  At the conclusion of the study session, the Council expressed 
interest in revisiting the topic after conducting outreach to 
encourage resident participation. 
 
On September 28, 2021, the Town Council held a second study session 
regarding ALPRs. The staff report for that study session is included 
as Attachment K. The staff report included the results of a community 
survey about ALPRs.  117 residents had responded to the survey and 84% 
of respondents chose either the statement that they “strongly support” 
or “strongly oppose” implementation of ALPRs within the Town.  Those 
respondents were evenly split, with 50 indicating they “strongly 
support” and 48 indicating that they “strongly oppose” implementation 
of ALPRs.  At the meeting, six members of the public spoke on the 
item: three in favor, 2 against, and one in favor of something that is 
not automated. At the conclusion of the meeting, the Town Council 
moved to draft a privacy and usage policy and prepare a Request for 
Proposals (RFP) for vendors of ALPRs.  
 
California Civil Code Section 1798.90.5 (Attachment B) requires 
agencies that collect data using ALPRs or access ALPR data to publish 
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their privacy and usage policies.  Specifically, such policies shall 
be available to the public in writing and posted conspicuously on 
their website.  
 
In an analysis cited by the San Mateo County Grand Jury in its 2016-17 
report, A Delicate Balance: Privacy vs. Protection (Attachment A.2 to 
the July 27, 2021 staff report), cities that use ALPRs must provide 
the following information: 
 

• The authorized purposes for using the ALPR system and collecting 
ALPR information. 

• A description of the job title or other designation of the 
employees and independent contractors who are authorized to use 
or access the ALPR system, or to collect ALPR information.  The 
policy shall identify the training requirements necessary for 
those authorized employees and independent contractors. 

• A description of how the ALPR system will be monitored to ensure 
the security of the information and compliance with applicable 
privacy laws. 

• The purposes of, process for, and restrictions on the sale, 
sharing, or transfer of ALPR information to other persons. 

• The title of the official custodian, or owner, of the ALPR system 
responsible for implementing this section. 

• A description of the reasonable measures that will be used to 
ensure the accuracy of ALPR information and correct data errors. 

• The length of time ALPR information will be retained and the 
process the ALPR operator will utilize to determine if and when 
to destroy retained information. 

 
Thirteen of the cities and towns in San Mateo County utilize ALPRs, 
and five do not currently use ALPRs.  
 

SAN MATEO COUNTY CITIES AND TOWNS 
Use ALPRs Do Not Use ALPRs 
Atherton 
Brisbane (mobile only but 
discussing installing in City) 
Colma  
Daly City 
Hillsborough 
Menlo Park 
Millbrae 
Portola Valley 
Redwood City 
San Bruno 
San Carlos 
San Mateo 
South San Francisco (mobile 
only) 

Belmont 
Burlingame 
East Palo Alto 
Half Moon Bay 
Pacifica 
 

 
Policies for Atherton and Portola Valley are attached to the September 
28, 2021 staff report as Attachments D and F, along with the policies 
for the San Mateo County Sheriff’s Office and the Piedmont Police 
Department. The San Mateo County Sheriff’s Office also monitors the 
ALPRs for San Carlos.  
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Brisbane, Colma, Hillsborough, Redwood City, and South San Francisco 
use the Northern California Regional Intelligence Center’s (NCRIC) 
Automated License Plate Reader Policy because their data is uploaded 
and retained by NCRIC. The NCRIC policy and Frequently Asked Questions 
regarding Automated License Plate Readers are attached hereto as 
Attachment C.  
 
Policies for Daly City, Menlo Park, Redwood City, San Bruno, San 
Mateo, and BART are attached hereto as Attachment D. 
 
Litigation Regarding ALPRs 
The Council asked the Town Attorney to provide information on 
litigation regarding ALPRs. The Town Attorney provided the following 
information:  
 
Over the last eight years, appellate courts in several states have 
issued rulings regarding ALPRs. In these cases, courts have declined 
to find that the use of ALPRs violates the Fourth Amendment of the 
United States Constitution based on the specific fact patterns 
presented, but in doing so, the courts have expressed concerns about 
the proliferation of ALPRs and the impact of this proliferation on the 
right to privacy.    
 
The Fourth Amendment protects individuals from unreasonable searches 
and seizures. The United States Supreme Court (USSC) has held that the 
Amendment’s purpose is to safeguard the privacy and security of 
individuals against arbitrary invasive actions by the government and 
its agents. Prior to 1967, the USSC’s opinions established that the 
Fourth Amendment applies to searches and seizure of tangible property. 
In 1967, the USSC ruled in Katz v. U.S. that the Fourth Amendment 
protects people, not places, and the government is prohibited from 
intruding on a person’s reasonable expectation of privacy.  
 
The question presented in cases challenging the use of ALPRs then 
becomes whether or not individuals have a reasonable expectation of 
privacy while operating their motor vehicles. Defendants in these 
cases argued that there can be no reasonable expectation of privacy 
when operating a motor vehicle for two reasons. First, the government 
requires drivers to have a valid state issued license, the car must be 
registered with the state, and display a state issued license plate. 
All of these regulations demonstrate that drivers should have no 
reasonable expectation of privacy. Second, while on public roads, 
drivers cannot expect their movements to be private because they are 
observed by members of the public, including the police.  
 
While no court has yet held that ALPR searches violate the Fourth 
Amendment, courts have discussed their concerns regarding the 
potential for Fourth Amendment violations given the increasing number 
of ALPR devices being implemented in the U.S. In these opinions, the 
courts have noted that as far back as 1979, the USSC ruled that 
drivers do not lose all reasonable expectations of privacy simply by 
operating a motor vehicle. In 2001, the USSC ruled that a warrant was 
needed before police could use a thermal imager to detect heat coming 
from a garage so as to ensure that the request was not “at the mercy 
of advancing technology.” Kyles v. U.S. (2001). This reasoning was 

Item A Page 3

Town Council Meeting June 14, 2022



expanded by the court’s rulings regarding a warrant before searching a 
suspect’s cell phone, before installing a GPS tracker on an automobile 
for long term monitoring of a vehicle’s movements (U.S. v. Jones), and 
before obtaining cell site location information revealing where an 
individual had traveled (Carpenter v. U.S. (2018)).  
 
The most recent ALPR ruling comes from the Ninth Circuit in U.S. v. 
Yang. In this case, Yang argued that his Fourth Amendment rights were 
violated when ALPR data was collected during his use of a rental car. 
The court declined to address whether or not collection of ALPR data 
constitutes an illegal search under the Fourth Amendment because Yang 
was operating the vehicle under an expired rental agreement. Because 
the agreement had expired, the court held that he had no reasonable 
expectation of privacy. This opinion comes one month after the 
Massachusetts Supreme Court held that while the widespread use of 
ALPRs raise concerns about individual drivers’ privacy interests, the 
defendant in Commonwealth v. McCarthy had not established sufficient 
facts to demonstrate a Fourth Amendment violation because the 
surveillance undertaken in that instance was limited to tracking 
defendant’s movements as he traveled over 2 specific bridges. The 
court said this limited tracking did not raise a privacy concern but 
acknowledged that “with enough cameras in enough locations, the 
historic location data from an ALPR system in Massachusetts would 
invade a reasonable expectation of privacy and constitute a search for 
constitutional purposes.”  
 
In addition to alleged violations of the Fourth Amendment, cases have 
also been filed alleging privacy violations under state law. The 
Virginia Supreme Court is currently considering whether or not law 
enforcements tracking of vehicles not on a “hot list” violates 
Virginia statutes. In Kansas v. Glover, the Kansas Supreme Court 
recently ruled that an ALPR search indicating that a car’s registered 
owner was operating the vehicle while his license was suspended gave 
the police reasonable suspicion to perform a traffic stop.   
 
While no court has, to date, ruled that the collection of ALPR data 
violates the Fourth Amendment, courts have declined to do so based on 
the fact patterns presented in each case and, in so ruling, 
acknowledged that a Fourth Amendment violation may be stated in a 
future case given the threat to expectations of privacy due to the 
potentially indefinite duration of data collection and retention, the 
surreptitiousness of ALPR technology which is collected by private 
companies and then shared with law enforcement, and the increasing 
scale and categories of information on which data is being collected.  
 
Marin County recently settled a case involving those issues. The 
County of Marin and the Marin Sheriff were sued by three local 
residents, the American Civil Liberties Union (ACLU), and the 
Electronic Frontier Foundation. Plaintiffs alleged that the Sheriff’s 
Office was sharing ALPR data with out of state law enforcement 
agencies. These agencies, approved by the Federal Bureau of 
Investigation (FBI), included the US Immigration and Customs 
Enforcement and Border Patrol Agency along with 17 other federal 
agencies and 42 out of state law enforcement agencies. Plaintiffs 
alleged that this broad sharing of ALPR data violated California 
Senate Bill 34 which prohibits sharing of data with out of state 
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agencies and the California Values Act, Government Code Section 7284, 
which limits the use of state and local funds to assist federal 
immigration enforcement activities. In settling this case, Marin 
County agreed to limit its data sharing to in state law enforcement 
agencies. In addition, Marin agreed to pay the ACLU’s legal fees as 
provided for by SB 34.  
 
Automatic License Plate Reader (ALPR) Policy 
Town staff has drafted a a resolution and an ALPR policy (Attachment 
A) that has been adapted from the Town of Los Altos Hills and the Town 
of Portola Valley’s policies (Attachments E and F). The Town Council 
is asked to provide direction to staff on the draft ALPR policy and 
indicate if there is additional language it wishes to be included. If 
no additional language is to be recommended, staff recommends the Town 
Council adopt the resolution approving the policy as drafted.  
 
Town-Wide vs. Neighborhood Deployment 
If the Council would like to implement ALPRs, it could be accomplished 
using a phased approach or over the entire Town at the same time.  The 
advantages of a phased approach would be to have what is essentially a 
pilot program that would allow the Sheriff’s Department, residents, 
and the Town Council to obtain some data over a specific period, which 
may be inform any future implementation. 
 
If there is interest in a phased approach, staff would recommend 
starting with implementation at and east of I-280. 
 
The Sheriff’s Office and Town Manager have collaborated to identify 
the following potential locations for installation of ALPRs Town-wide:  
 

1. Canada Road @ Town Limits 
2. Jefferson Avenue @ Town Limits 
3. Farm Hill Boulevard @ Town Limits 
4. Woodside Drive @ Fernside 
5. Harcross @ Fernside  
6. Woodside Road (84) @ Churchill  
7. High Road @ 84 
8. Northgate @ 84 
9. Southgate @84  
10. Stockbridge @ Alameda de las Pulgas 
11. Whiskey Hill Road @ Sandhill Road 
12. Portola Road @ Town Limits 
13. Old La Honda Road @ Town Limits 
14. La Honda Road (84) @ Skyline Boulevard (35) 
15. Kings Mountain Road @ Town Limits 
16. 84 @ Hobart Heights 

 
Staff seeks Town Council direction on if ALPRs should be installed 
and, if so, where those would be installed. A map showing the proposed 
locations listed above is attached hereto as Attachment G.  
 
If ALPRs are installed, after three months from installation, staff 
and the Sheriff’s Office would provide the Town Council with data to 
evaluate the use of ALPRs within areas of Town. The Town Council could 
then review additional locations to install ALPRs throughout Town as 
outlined on the list of potential locations noted above.  

Item A Page 5

Town Council Meeting June 14, 2022



 
Privacy Concerns 
During the study sessions with Town Council, residents raised privacy 
concerns with the use of ALPRs. ALPRs collect and store an image of 
the vehicle, the scanned license plate, and the location of where 
images were taken. ALPRs do not collect personally identifiable 
information, such as birth dates, names, or criminal history.  
 
Portola Valley has indicated that they have not had any issues with 
privacy.  
 
Atherton provided educational information to their community about how 
ALPRs work and that they only take photographs and do not act as 
surveillance cameras.  
 
Piedmont utilizes the transparency portal provided by Flock, 
https://transparency.flocksafety.com/piedmont-ca-pd.  Through this 
portal, the public can see the policies in place and usage statistics. 
A search audit can also be downloaded which shows the date the data 
was searched and the reason for the search. The Police Department also 
provides quarterly updates to its council on ALPRs and crime 
statistics.  
 
Morgan Hill also uses the transparency portal provided by Flock.  
 
Value of ALPRs 
Staff spoke with neighboring cities/police departments about the value 
of installing ALPRs. Portola Valley installed cameras in 2017 and 
therefore their equipment is older and needs continuing maintenance. 
Portola Valley has an MOU with the San Mateo County Sheriff’s Office. 
When a search is conducted for a license plate, and/or partial license 
plate, the cameras from Portola Valley are automatically included in 
the search. An annual report is provided to the Portola Valley Town 
Council.  
 
Atherton had 28 cameras installed (both with public and private funds) 
and in April 2021, purchased 10 additional cameras. In Atherton’s 
April 21, 2021 staff report, it states: “Staff believes that 
additional Flock ALPR cameras at strategic locations around Town will 
add a significant investigative option that will help solve/deter 
crime in Atherton’s neighborhoods.  The additional Flock ALPR cameras 
will provide law enforcement investigators with a pointer system that 
can help to identify vehicles associated with suspects, witnesses, or 
victims, and to develop exculpatory information that assists them with 
focusing their investigative resources.  The data also allows law 
enforcement to connect serial criminal activities that may have 
occurred in disconnected law enforcement jurisdictions.” 
 
Piedmont indicated that the ALPRs installed in their community in 2012 
have served them well. When an ALPR hit comes in, their dispatchers 
receive the alert, confirm the image and the vehicle is on the wanted 
list, and then send out officers to respond rather than officers 
reviewing information while they are out on duty and driving. 
Quarterly reports are provided to the Piedmont City Council. Piedmont 
also suggested beta testing in one area of Woodside could be 

Item A Page 6

Town Council Meeting June 14, 2022

https://transparency.flocksafety.com/piedmont-ca-pd
https://transparency.flocksafety.com/piedmont-ca-pd


beneficial, both for learning the system and obtaining information on 
how useful the ALPRs could be.  
 
The San Mateo County Sheriff’s Office monitors the ALPRs for Portola 
Valley and San Carlos. Staff in the Sheriff’s Office indicates ALPRs 
are a good tool when there is a crime and there are no leads. The 
Sheriff’s Office will be attending the Town Council meeting on June 
14th to answer any questions the Town Council may have regarding ALPRs.  
 
Communication with Social Justice Non-Profit 
Staff spoke with the Executive Director of Social Justice, a non-
profit organization which, in part, “strives to create municipal 
civilian oversight frameworks that provide the community with a 
meaningful voice and a seat at the table when crafting rules for the 
use of surveillance technologies, and the data collected from such 
use.” 
  
The Executive Director shared a paper published in November 2021 
titled Efficacy of Automated License Plate Reader Hits in Piedmont, 
California (Attachment H).  The paper acknowledges that “despite the 
surge in [the popularity of ALPRs], the efficacy of ALPRs has largely 
evaded serious inquiry.” (p. 5)  The paper “reviewed the investigative 
leads generated by ALPRs and the recovery of stolen cars in the City 
of Piedmont between the years 2013-2019, while comparing occurrences 
of motor vehicle theft before and after the ALPRs, between 2004-2020.” 
(p. 5) 
 
The paper reports the following observations (p.5): 
 

• There is an absence of evidence suggesting Piedmont’s ALPRs 
are an effective treatment for deterring vehicle thefts; 

• The ratio of Piedmont’s ALPR systems license plate hits-to-
investigative leads for law enforcement is subjectively low, 
less than 0.3% of hits equate to leads; 

• The positive correlation between license plate hits and 
investigative leads is weak;  

• The positive correlation of plate “hits” and stolen vehicle 
recoveries is weak, indicating more plate hits does not 
necessarily entail more vehicle recoveries; and 

• The market value of recovered stolen vehicles during the years 
observed exceeds the city’s costs to purchase the cameras, but 
given the absence of evidence of a casual relationship between 
ALPRs and recovered vehicles, it is not suggested that the 
costs to the city have been recuperated. 

 
The Executive Director also indicated a preference for Flock Safety’s 
technology, citing their 30-day retention limit as their best feature 
and citing the transparency portal they have developed and is now 
being utilized in Piedmont and Morgan Hill. 
 
The Executive Director also pointed staff to BART’s ALPR policy 
(Attachment D) as a model and which was reviewed by staff. 
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Vendors Who Provide ALPRs 
There are two ALPR vendors local entities use and the Sheriff’s 
Department is familiar with – Flock Safety and Motorola Solutions 
(previously Vigilant Solutions). Staff has reached out to both 
companies and asked questions to better understand the products 
offered and cost of these products. Below is a chart outlining their 
responses.  
 
Flock Safety Motorola Solutions 
Pricing Options: 

• Subscription is $2,500/camera 
per year 

• Cannot purchase cameras 
 
 
 
 
Can cameras be added: 

• Yes, and depending on the 
Town’s budget, Flock will 
assist in creating a full 
deployment or phased 
approach.  

 
What information is captured and 
cataloged: 

• License plates, state 
recognition, vehicle color, 
vehicle type, vehicle make 
and objects (roof rack, 
bumper stickers, etc.) based 
on image analytics (not car 
registration data) 

 
 
Data storage: 

• Data is encrypted from the 
camera to the cloud, in 
transit, and at rest.  

 
Do the cameras require power or is 
there a solar power option:  

• AC and solar power; Flock is 
familiar with tree-covered 
residential communities (Los 
Altos Hills, Atherton, and 
Piedmont) 
 

Are there alternatives to cellular 
for connectivity: 

• The systems support LTE and 
multiple carriers. An 
assessment is made prior to 
installation for LTE 
coverage.  

Pricing Options: 
• Purchase cameras or have a 

subscription; volume 
discounts are offered 

• To date no pricing has been 
provided 

 
 
Can cameras be added: 

• Yes, cameras can be added and 
they are designed to be 
installed without technical 
expertise 

 
 
What information is captured and 
cataloged: 

• License plates, overview 
images of the field of view, 
GPS, time/date, speed, 
direction of travel 

• Additional information is 
classified in the cloud – 
vehicle type, make, model, 
color 

 
Data storage: 

• Data is encrypted from the 
camera to the cloud, in 
transit, and at rest. 

 
Do the cameras require power or is 
there a solar power option: 

• AC/DC and solar power 
 
 
 
 
 
Are there alternatives to cellular 
for connectivity: 

• The systems support multiple 
carriers, as well as WiFi 
(radio, fiber) 

 

Item A Page 8

Town Council Meeting June 14, 2022



 
Dimensions of the camera and all 
necessary equipment required to 
make the camera functional: 

• Falcon ALPR Overview sheet 
attached as Attachment I 

 
 
 
 
 
 
Additional installation costs: 

• Installation on standard 
right-of-way owned by the 
Town: $350 per camera 

• Installation on CalTrans 
right-of-way: $750 per camera 
(new pole installation only 
for areas such as HWY 84) 

• Flock does not provide 
electrical services, so if 
the Town chooses to use AC 
power at some locations, the 
Town is responsible for 
installation of power to the 
poles. Flock provides the AC 
power kit. 

 
Tools available to provide 
transparency to the public about 
the collection and use of data: 

• Transparency portal with 
public facing web page 
showing the information 
gathered, who the data is 
shared with, the Town’s 
policy, retention times, etc.  

 
Training and support for end 
users: 

• Customer Service Manager 
provided who helps set up the 
portal, assigns 
administrative functionality, 
trains staff, sets up the 
transparency portal, and 
holds quarterly meetings 

 
 
Dimensions of the camera and all 
necessary equipment required to 
make the camera functional: 

• Camera recommendations are 
based on location 

• L6Q Data Sheet and L5F Fixed 
LPR Camera System Data Sheet 
(high traffic volume/long 
range locations) are attached 
as Attachment J 

 
Additional installation costs: 

• Depending on the camera type, 
they can be installed by the 
Town or Vigilant can provide 
installation through an 
authorized installation 
partner 

 
 
 
 
 
 
 
 
 
 
Tools available to provide 
transparency to the public about 
the collection and use of data: 

• Webinars are provided for law 
enforcement agencies to 
attend 

 
 
 
 
Training and support for end 
users: 

• Remote and onsite training 
 

 
Representatives from Flock Safety and Motorola Solutions will be 
attending the Town Council meeting on June 14th and answer any 
questions the Town Council has.  
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Based on the information provided by both vendors, and the advanced 
privacy tools available, staff would recommend Flock Safety if the 
Town Council elects to implement ALPRs. 
 
CONCLUSION 
Staff is seeking Town Council direction on the following items:  
 

1. Does the Town Council wish to adopt the Automatic License Plate 
Reader (ALPR) Policy (Attachment A)? If so, the Town Council 
should adopt the attached resolution approving the policy, with 
any amendments.  

2. Is the Town Council interested in installing ALPRs in Woodside? 
If so, the Town Council should identify locations for 
installation of ALPRs in town.  

3. If the Town Council is interested in installing ALPRs in 
Woodside, should a pilot program be initiated first and, if so, 
for what period of time?  

4. If the Town Council is interested in installing ALPRs, does the 
Town Council wish to move forward with negotiating a contract 
with Flock Safety? If so, the Town Council should direct staff to 
negotiate a contract with Flock Safety to be reviewed by the Town 
Council at an upcoming meeting.  

 
ATTACHMENTS 

A. Draft Resolution and Automated License Plate Reader (ALPR) Policy 
B. California Civil Code Section 1798.90.5  
C. NCRIC Automated License Plate Reader Policy and Frequently Asked 

Questions regarding Automated License Plate Readers 
D. Policies from Daly City, Menlo Park, Redwood City, San Bruno, and 

San Mateo, and BART 
E. Town of Los Altos Hills ALPR Policy 
F. Portola Valley ALPR Policy 
G. Map of Proposed Locations for ALPRs in Woodside 
H. “Efficacy of Automated License Plate Reader Hits in Piedmont, 

California”  
I. Flock Safety – Falcon ALPR Overview 
J. Motorola Solutions - L6Q Data Sheet and L5F Fixed LPR Camera 

System Data Sheet 
K. September 28, 2021 Woodside Town Council Staff Report (with 

attachments) 
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RESOLUTION NO. 2022 - 

A RESOLUTION OF THE TOWN COUNCIL OF THE 
TOWN OF WOODSIDE ADOPTING AN AUTOMATED LICENSE PLATE READER (ALPR) 

POLICY IN THE TOWN OF WOODSIDE 

WHEREAS, Automatic License Plate Reader (ALPR) cameras are used by 
police departments across the United States to instantly capture license 
information and compare it against lists of license plates associated 
with stolen vehicles, people that have committed a crime, and for other 
investigative purposes; and 

WHEREAS, California Civil Code section 1798.90.51 requires that 
public agencies with ALPRs must adopt and implement a usage and privacy 
policy that identifies the individuals who will have access to ALPR 
data, describes how the ALPR system will be monitored, lists parameters 
for sharing of ALPR data, describes measures that will be taken to 
protect the accuracy of ALPR data, and specifies the retention period 
for ALPR data; and 

WHEREAS, the Town Council has discussed the terms of an ALPR 
Policy for the Town of Woodside. 

NOW, THEREFORE, IT IS HEREBY RESOLVED that the Town Council of the 
Town of Woodside does hereby adopt the attached Automatic License Plate 
Reader Policy for the use of ALPR cameras in Town.  

* * * * * * 

Passed and adopted by the Town Council of the Town of Woodside, 
California, at a meeting thereof held on the 14th day of June 2022, by 
the following vote of the members thereof: 

AYES, and in favor thereof, Councilmembers: 
NOES, Councilmembers:  
ABSENT, Councilmembers:  
ABSTAIN, Councilmembers:  

_____________________________ 
Mayor of the Town of Woodside 

ATTEST: 

_____________________________ 
Clerk of the Town of Woodside 
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ATTACHMENT A



 

 
 
DRAFT Automated License Plate Reader (ALPR) Policy 
 
1. Purpose 
 

The Town of Woodside owns Automated License Plate Readers (ALPR) at fixed 
locations within the Town for certain law enforcement and public safety purposes. 
ALPRs use high speed cameras to photograph vehicle license plates. The Town 
procures the ALPRs from certain Town Council-approved vendor(s) and contracts 
with such vendor for maintenance and repair of the ALPR system on an as-need 
basis. Town ALPRs are intended only to be used for authorized law enforcement 
and public safety purposes and its data are only intended to be accessed by 
authorized users. 
 
California Civil Code section 1798.90.51 requires public agencies operating 
ALPRs to adopt and implement a usage and privacy policy in order to ensure that 
the collection, use, maintenance, sharing, and dissemination of information 
collected pursuant to such system protects individual privacy and civil liberties. 
Consistent with the state law mandate, the Town has adopted this Automatic 
License Plate Reader Policy (“Policy”) to regulate the use, management, retention 
and other aspects of Town ALPRs. This Policy shall be made available to the public 
in writing and posted on the Town’s website.      

 
2. Definitions 

 
A. “Automated License Plate Reader” or “ALPR” means the technology, also 

known as License Plate Recognition, which provides automated detection of 
license plates.  

 

B. “Data” means the information gathered by an Automated License Plate Reader 
in the form of license plates and metadata (location and time license plate was 
viewed), as well as access records, searches, and any other operational data 
collected by the software system used to store, index, and access the 
information gathered by an ALPR.  

 

TOWN OF WOODSIDE 
2955 Woodside Road 
Woodside, CA 94062 
Phone: (650) 851-6790 
www.woodsidetown.org 
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C. “Hot List” includes license plate(s) associated with vehicles of interest from an 
associated database, including but not limited to National Crime Information 
Center (NCIC), Department of Motor Vehicles (DMV), and local Be On the 
Lookouts (BOLOs).  

 
D. “Law Enforcement” or “Law Enforcement Agency” refers to the San Mateo 

County Sheriff or Northern California Regional Intelligence Center (NCRIC).  
 

3. Authorized and Prohibited Uses 
 

Town ALPRs are installed at fixed locations in Woodside and shall only be utilized 
for the following purposes: 
 

a. To protect individuals or property that are the subject of a credible threat. 
b. To assist in an investigation into a felony. 
c. To locate stolen vehicles or wanted persons, including a vehicle on a hot 

list. 
d. To assist in the recovery of missing persons, including but not limited to 

missing children (Amber Alert) or the elderly (Silver Alert). 
e. To conduct a grid search of the area around a crime scene. 
f. Any other purpose deemed appropriate by a majority of the Town Council 

upon the request of law enforcement.  
 
Any data obtained from Town ALPRs shall be used and handled pursuant to this 
Policy and applicable state and federal law. All other uses not referenced above 
shall be prohibited. ALPR data should under no circumstances be used for 
personal or purposes nor specifically authorized herein. Possession of ALPR data 
does not negate the need to comply with other laws or regulations including the 
requirement to obtain a search warrant when legally required. 
 

4. Data Collection 
 
Digital images of vehicle license plates and their associated license plate numbers 
shall be collected by Town ALPRs. The ALPR system shall collect the date and 
time that the license plate passes a digital-image site where an ALPR is located. 
 

5. Data Storage/Protection 
 
Data collected by ALPRs are automatically uploaded to the ALPR system’s 
associated cloud storage at the time of capture. Cloud storage and server capacity 
shall be provided for and maintained by the Town’s contracted ALPR vendor as a 
part of the scope of services. The Town shall confirm that the contracted vendor 
installs and implements appropriate security measures for such storage including 
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encryption, firewalls, authentication, and other reasonable data protection 
measures.  
 
Data stored in the ALPR system cloud space shall not be downloaded to a local 
server, stored locally on a hard drive or portable device, or produced in a physical 
printout, except in the following two cases:  
 

1) Where vehicle license plate image and numbers have been flagged by 
the ALPR system as a match to a stolen vehicle or other law 
enforcement registry; or  
 

2) Where data retrieval is necessary for conducting or assisting with a 
criminal investigation, or to facilitate an authorized use identified in 
Section 3 above.  

 
Only personnel from the law enforcement agency may download ALPR data for 
local storage or printout for authorized purposes stated herein. ALPR data may not 
otherwise be downloaded for any other purpose by authorized personnel or by 
Town staff and other unauthorized individuals or entities.  
 
Downloaded, copied, and printed data shall be maintained in accordance with 
applicable state and federal evidentiary laws and maintain appropriate chain of 
custody. Additionally, the law enforcement agency shall implement physical 
security, encryption, firewalls, authentication, and other reasonable security 
measures to protect ALPRs data: 
 

• All ALPR data downloaded to the mobile workstation or in storage shall be 
accessible only through a login/password-protected system capable of 
documenting all access of information by name, date, and time. 

• Only those employees of the law enforcement agency working in an 
investigative or enforcement function shall access ALPR data. 

• Law enforcement agency employees approved to access ALPR data under 
these guidelines shall be permitted to access the data for the specific 
purposes outlined in Section 3 above. 

 
6. Data Access 

 
The Town’s ALPR system may only be used by, and data collected thereunder 
shall be accessible only by, personnel of the law enforcement agency pursuant to 
a contract providing law enforcement services to the Town. While the Town 
contracts with certain vendor(s) for maintenance and repair of the ALPR system 
on an as-need basis, such vendors shall only be tasked with the inspection, 
troubleshooting, and maintenance of the ALPR system hardware and software 
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configuration, associated cloud storage mechanism and server, as necessary. 
Vendors are not authorized to access data collected by ALPRs under any 
circumstances.  
 
In addition to this Policy, law enforcement agency personnel shall observe and 
comply with their Automated License Plate Readers (ALPRs) Policies and any 
additional guidelines and regulations that are in place governing ALPR use and 
access.  

 
7. Data Retention 

 
Data stored in the ALPR cloud system shall be purged after thirty (30) days from 
the date it was uploaded to the cloud system unless otherwise flagged by the ALPR 
system or downloaded locally pursuant to Section 5 above.  
 
Data that is flagged by the ALPR system, or otherwise downloaded and stored 
pursuant to Section 5 above shall be purged no later than six (6) months from the 
date it was flagged or downloaded for local storage, unless the data thereafter 
becomes associated with a criminal investigation or an ongoing case for an 
authorized purpose identified in Section 3 above. In the latter case, the data shall 
be purged no later than one (1) year from the date it was collected. 

 
8. Public Access 

 
ALPR data shall not be sold, shared, or transferred unless otherwise specified 
under this Policy. ALPR data shall not be made public unless specifically required 
by state or federal law, or by court order. If a public request for data is received by 
the Town or the Town becomes aware of such request to personnel authorized for 
data access hereunder, the Town shall confer with its Town Attorney’s Office to 
determine whether the requested data is exempt from disclosure pursuant to the 
California Public Records Act or other state or federal law provisions, and whether 
any additional steps are required in response to such request for data. 
 

9. Third-Party Data-Sharing 
 
Data-sharing from Town ALPRs shall be limited to only the following: 
 

• District Attorney's Office for use as evidence to aid in prosecution, in 
accordance with laws governing evidence; 

• Public Defender's Office or criminal defense attorney via the District 
Attorney's Office in accordance with California criminal discovery laws; 

• Other law enforcement offices as part of a formal criminal or administrative 
investigation; 
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• Parties to civil litigation, or other third parties, in response to a valid court 
order only. 

 
10. Training 
 

Data may only be accessed by law enforcement personnel, who are authorized to 
access such data and who have undergone the requisite training, and the access 
is only for legitimate law enforcement purposes, such as when the data relates to 
a specific criminal investigation or department-related civil or administrative action. 
 

11. Automated License Plate Reader Reporting and Maintenance 
 
The Town Manager will give a quarterly report to the Town Council on the number 
of times data was accessed by law enforcement, including but not limited to a 
report from the law enforcement agency as to how many of the license plates 
included in the data accessed were “hits” (on an active wanted list), the number of 
inquiries made by law enforcement personnel relative to the data, the 
justification(s) for those inquiries, and information on any data retained beyond 
retention periods described in Section 7 and the reasons for such retention.  
 
The Town shall regularly inspect and adequately maintain the ALPR equipment in 
proper working order and shall ensure that the ALPRs continue to function as 
provided for in this Policy.  
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Code: Select Code Section: 1 or 2 or 1001 Search

1798.90.5.

1798.90.51.

Up^ Add To My Favorites
CIVIL CODE - CIV

DIVISION 3. OBLIGATIONS [1427 - 3273.16]  ( Heading of Division 3 amended by Stats. 1988, Ch. 160, Sec. 14. )
PART 4. OBLIGATIONS ARISING FROM PARTICULAR TRANSACTIONS [1738 - 3273.16]  ( Part 4 enacted 1872. )

TITLE 1.81.23. COLLECTION OF LICENSE PLATE INFORMATION [1798.90.5 - 1798.90.55]  ( Title 1.81.23 added by Stats.
2015, Ch. 532, Sec. 3. )

  The following definitions shall apply for purposes of this title:

(a) “Automated license plate recognition end-user” or “ALPR end-user” means a person that accesses or uses an
ALPR system, but does not include any of the following:

(1) A transportation agency when subject to Section 31490 of the Streets and Highways Code.

(2) A person that is subject to Sections 6801 to 6809, inclusive, of Title 15 of the United States Code and state or
federal statutes or regulations implementing those sections, if the person is subject to compliance oversight by a
state or federal regulatory agency with respect to those sections.

(3) A person, other than a law enforcement agency, to whom information may be disclosed as a permissible use
pursuant to Section 2721 of Title 18 of the United States Code.

(b) “Automated license plate recognition information,” or “ALPR information” means information or data collected
through the use of an ALPR system.

(c) “Automated license plate recognition operator” or “ALPR operator” means a person that operates an ALPR
system, but does not include a transportation agency when subject to Section 31490 of the Streets and Highways
Code.

(d) “Automated license plate recognition system” or “ALPR system” means a searchable computerized database
resulting from the operation of one or more mobile or fixed cameras combined with computer algorithms to read
and convert images of registration plates and the characters they contain into computer-readable data.

(e) “Person” means any natural person, public agency, partnership, firm, association, corporation, limited liability
company, or other legal entity.

(f) “Public agency” means the state, any city, county, or city and county, or any agency or political subdivision of
the state or a city, county, or city and county, including, but not limited to, a law enforcement agency.

(Added by Stats. 2015, Ch. 532, Sec. 3. (SB 34) Effective January 1, 2016.)

  An ALPR operator shall do all of the following:

(a) Maintain reasonable security procedures and practices, including operational, administrative, technical, and
physical safeguards, to protect ALPR information from unauthorized access, destruction, use, modification, or
disclosure.

(b) (1) Implement a usage and privacy policy in order to ensure that the collection, use, maintenance, sharing, and
dissemination of ALPR information is consistent with respect for individuals’ privacy and civil liberties. The usage
and privacy policy shall be available to the public in writing, and, if the ALPR operator has an Internet Web site, the
usage and privacy policy shall be posted conspicuously on that Internet Web site.

(2) The usage and privacy policy shall, at a minimum, include all of the following:

(A) The authorized purposes for using the ALPR system and collecting ALPR information.

(B) A description of the job title or other designation of the employees and independent contractors who are
authorized to use or access the ALPR system, or to collect ALPR information. The policy shall identify the training
requirements necessary for those authorized employees and independent contractors.

Home Bill Information California Law Publications Other Resources My Subscriptions My Favorites
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1798.90.52.

1798.90.53.

1798.90.54.

(C) A description of how the ALPR system will be monitored to ensure the security of the information and
compliance with applicable privacy laws.

(D) The purposes of, process for, and restrictions on, the sale, sharing, or transfer of ALPR information to other
persons.

(E) The title of the official custodian, or owner, of the ALPR system responsible for implementing this section.

(F) A description of the reasonable measures that will be used to ensure the accuracy of ALPR information and
correct data errors.

(G) The length of time ALPR information will be retained, and the process the ALPR operator will utilize to
determine if and when to destroy retained ALPR information.

(Added by Stats. 2015, Ch. 532, Sec. 3. (SB 34) Effective January 1, 2016.)

  If an ALPR operator accesses or provides access to ALPR information, the ALPR operator shall do both of
the following:

(a) Maintain a record of that access. At a minimum, the record shall include all of the following:

(1) The date and time the information is accessed.

(2) The license plate number or other data elements used to query the ALPR system.

(3) The username of the person who accesses the information, and, as applicable, the organization or entity with
whom the person is affiliated.

(4) The purpose for accessing the information.

(b) Require that ALPR information only be used for the authorized purposes described in the usage and privacy
policy required by subdivision (b) of Section 1798.90.51.

(Added by Stats. 2015, Ch. 532, Sec. 3. (SB 34) Effective January 1, 2016.)

  An ALPR end-user shall do all of the following:

(a) Maintain reasonable security procedures and practices, including operational, administrative, technical, and
physical safeguards, to protect ALPR information from unauthorized access, destruction, use, modification, or
disclosure.

(b) (1) Implement a usage and privacy policy in order to ensure that the access, use, sharing, and dissemination of
ALPR information is consistent with respect for individuals’ privacy and civil liberties. The usage and privacy policy
shall be available to the public in writing, and, if the ALPR end-user has an Internet Web site, the usage and privacy
policy shall be posted conspicuously on that Internet Web site.

(2) The usage and privacy policy shall, at a minimum, include all of the following:

(A) The authorized purposes for accessing and using ALPR information.

(B) A description of the job title or other designation of the employees and independent contractors who are
authorized to access and use ALPR information. The policy shall identify the training requirements necessary for
those authorized employees and independent contractors.

(C) A description of how the ALPR system will be monitored to ensure the security of the information accessed or
used, and compliance with all applicable privacy laws and a process for periodic system audits.

(D) The purposes of, process for, and restrictions on, the sale, sharing, or transfer of ALPR information to other
persons.

(E) The title of the official custodian, or owner, of the ALPR information responsible for implementing this section.

(F) A description of the reasonable measures that will be used to ensure the accuracy of ALPR information and
correct data errors.

(G) The length of time ALPR information will be retained, and the process the ALPR end-user will utilize to
determine if and when to destroy retained ALPR information.

(Added by Stats. 2015, Ch. 532, Sec. 3. (SB 34) Effective January 1, 2016.)

  (a) In addition to any other sanctions, penalties, or remedies provided by law, an individual who has
been harmed by a violation of this title, including, but not limited to, unauthorized access or use of ALPR
information or a breach of security of an ALPR system, may bring a civil action in any court of competent
jurisdiction against a person who knowingly caused the harm.
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1798.90.55.

(b) The court may award a combination of any one or more of the following:

(1) Actual damages, but not less than liquidated damages in the amount of two thousand five hundred dollars
($2,500).

(2) Punitive damages upon proof of willful or reckless disregard of the law.

(3) Reasonable attorney’s fees and other litigation costs reasonably incurred.

(4) Other preliminary and equitable relief as the court determines to be appropriate.

(Added by Stats. 2015, Ch. 532, Sec. 3. (SB 34) Effective January 1, 2016.)

  Notwithstanding any other law or regulation:

(a) A public agency that operates or intends to operate an ALPR system shall provide an opportunity for public
comment at a regularly scheduled public meeting of the governing body of the public agency before implementing
the program.

(b) A public agency shall not sell, share, or transfer ALPR information, except to another public agency, and only as
otherwise permitted by law. For purposes of this section, the provision of data hosting or towing services shall not
be considered the sale, sharing, or transferring of ALPR information.

(Added by Stats. 2015, Ch. 532, Sec. 3. (SB 34) Effective January 1, 2016.)
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California ALPR FAQs 
 

Page 1 of 5 
 

 

How do Automated License Plate Recognition (ALPR) Systems work? 
 
Automated License Plate Recognition (ALPR) systems function to automatically capture an image 
of a vehicle and the vehicle’s license plate, transform the plate image into alphanumeric 
characters using optical character recognition, compare the plate number acquired to one or 
more databases (also known as “hot lists”) of vehicles of interest to law enforcement, and then 
alert law enforcement officers when a vehicle of interest has been observed.  
 
The stored license plate data also provides law enforcement investigators with a pointer system 
that may help them identify vehicles associated with suspects, witnesses, or victims, and to 
develop exculpatory information that assists them with focusing their investigative resources. 
The data also allows law enforcement to connect serial criminal activities that may have occurred 
in disconnected law enforcement jurisdictions. 
 
https://www.theiacp.org/projects/automated-license-plate-recognition 
 
How do California Law Enforcement Agencies use ALPR? 
 
Law enforcement agencies use ALPR systems for the authorized law enforcement purpose of 
rapidly identifying and locating vehicles of legitimate interest to law enforcement.  
 
In one common use of ALPR technology, license plate encounters are compared against law 
enforcement databases, also known as “hot lists”.  The lists contain the license plate numbers 
and letters of vehicles associated with active investigations, such as those related to Amber Alerts 
or other missing persons, stolen vehicles, or stolen license plates. The information is also retained 
for a fixed retention period, though it is only re-accessible by law enforcement given a legitimate 
law enforcement purpose.  
 
A second common use of ALPR technology is to canvas license plates around any crime scene to 
assist in the identification of suspects, victims, and witnesses. ALPR technology only acts as a 
pointer system that allows law enforcement to conduct searches with limited information, 
including partial license plate information.  
 
Where is ALPR data stored? 
 
ALPR data resides in a secure facility with 24/7 security measures in place.  

 
Who has access to the ALPR database? 
 
Only law enforcement personnel that have: 
 

1. An official and legitimate law enforcement purpose for accessing the system. 
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California ALPR FAQs 
 

Page 2 of 5 
 

2. A criminal case or incident number/name. 
3. A lawful purpose with a need to know and right to know the information. 

 
What is a lawful purpose? 
 
The lawful purposes required for users to access the system are 
 

1. Locate Stolen, Wanted, or Suspect Vehicles. 
2. Locate Suspect(s) of Criminal Investigation or Arrest Warrant. 
3. Locate Witnesses or Victims of Violent Crime. 
4. Locate Missing Children and Elderly individuals (Amber / Silver Alerts). 
5. Protect the Public during Special Events / Situational Awareness. 
6. Protect Critical Infrastructure. 

 
What is a need to know? 
 
This standard is established when the requested information is pertinent and necessary to the 
requesting agency in initiating, furthering, or completing the performance of a law enforcement 
activity. 
 
What is a right to know? 
 
This standard is established when the requester is acting in an official capacity and has statutory 
authority to obtain the information being sought. 
 
How are personnel vetted to have access to the system? 
 
Law enforcement agency personnel must be approved to have access to the system by their 
agency.  
 
Once a law enforcement or public safety agency employee is approved to use the system how 
do they access the data? 
 
Approved law enforcement agency employees access the system with a unique username and 
login.  
 
Does the ALPR system collect my personal identifying information? 
 
The ALPR system does not contain personal identifying information associated with data 
collected through ALPR devices. The system only contains the data sets of license plate numbers, 
photos of the vehicles, and geospatial locations from where the images were captured. There is 
no connectivity in the ALPR system to the vehicle’s registration information or the driver's license 
information of the owner.  
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How accurate is the ALPR technology? 
 
As ALPR technology is translating optical characters to digital data there is a small error rate in 
translation of alphanumeric characters that are similar in shape. ALPR operators must recognize 
that the data collected from the ALPR device, and the content of referenced hot lists, consists of 
data that may or may not be accurate, despite ongoing efforts to maximize the currency and 
accuracy of such data. To the greatest extent possible, law enforcement agencies request that 
vehicle and subject information be verified from separate Law Enforcement information sources 
to confirm the vehicle or subject’s identity and justification for law enforcement contact. Law 
enforcement users of ALPR Data must, to the fullest extent possible, visually confirm that the 
plate characters generated by the ALPR readers correspond with the digital image of the license 
plate in question. 
 
Can members of the public request the images of where their vehicle has been seen by ALPR? 
 
No, the ALPR systems are restricted to law enforcement personnel with a lawful purpose for 
searching the system. If a member of the public’s vehicle or license plate is stolen, law 
enforcement agencies with a case number may search the database to search for the stolen 
vehicle or license plate and establish an alert to notify them if the license plate is encountered. 
 
How many alerts occur each month for wanted vehicles? 
 
Approximately 1 to 2 vehicles out of 1000 initiate an alert in the system. 
 
How is the system audited? 
 
The system logs each user’s activity by agency, name, date, time, and purpose of search. 
Designated law enforcement personnel may perform sample audits to the system to confirm that 
it is functioning properly, and that required data is being appropriately submitted.  
 
Is vehicle information shared with private sector companies? 
 
No, the law enforcement ALPR systems are restricted to law enforcement personnel with a lawful 
purpose for using the system.  
 
 
Where are ALPR cameras located? 
 
ALPR units are attached to law enforcement vehicles or deployed at fixed locations, where they 
collect license plate information from vehicles on public roadways, public property and vehicles 
that are within public view. As the ALPR devices are a law enforcement investigative tool we do 
not provide the locations of the cameras. If subjects engaged in violent and/or serial criminal 
activities are made aware of the location of the devices, they could take measures to avoid 
detection. 
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How long are ALPR records maintained? 
 
Most ALPR records are maintained for a set period within California that ranges by jurisdiction 
from sixty (60) days to five (5) years with records purged unless the data has become, or it is 
reasonable to believed that it will become, evidence in a criminal or civil action or is subject to a 
lawful action to produce records. The Northern California Regional Intelligence Center/High 
Intensity Drug Trafficking Area (NCRIC/HIDTA) has a one (1) year retention period for ALPR 
records, unless the information is collected from a local agency ALPR in an area wherein the local 
government has requested a shorter retention period for their agency’s ALPRs. 
 
Why are records maintained for any specific time? 
 
The retention of records allow time for witnesses and victims of crime to report incidents to law 
enforcement. It also allows law enforcement to connect serial criminal activities that occur in 
disconnected law enforcement jurisdictions. The greatest potential value of an ALPR system is in 
identifying vehicles associated with the investigation of violent and serial criminal events.  In this 
capacity the ALPR system aids law enforcement investigators by providing a pointer system that 
may help them identify vehicles associated with suspects, witnesses, victims and to develop 
exculpatory information that assists them with focusing their investigative resources.  
 
Do ALPR systems provide constant surveillance of the location of members of the public? 
 
No, ALPR systems only provide authorized law enforcement personnel with a pointer for one 
moment in time and location where a vehicle was located to provide potential leads to support 
criminal investigations.  
 
Can ALPR devices see into my vehicle? 
 
Unlike red light cameras, ALPR devices do not have illumination to aid in identifying the driver of 
the vehicle. The purpose of the ALPR is to identify the vehicle, not the occupants. If ambient 
lighting is sufficient or a subject is outside and near the vehicle their image may be captured. 
 
Is every ALPR image reviewed? 
 
No, images are only reviewed by law enforcement personnel when required and based upon the 
need to: 
 

1. Locate stolen, wanted, and subject of investigation vehicles. 
2. Locate and apprehend individuals subject to arrest warrants or otherwise lawfully sought 

by law enforcement. 
3. Locate witnesses and victims of violent crime.  

4. Locate missing children and elderly individuals, including responding to Amber and Silver 
Alerts. 
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5. Support local, state, federal, and tribal public safety departments in the identification of 
vehicles associated with targets of criminal investigations, including investigations of 
serial crimes.  

6. Protect participants at special events. 

7. Protect critical infrastructure sites.  
 
What laws are there regarding the use ALPR devices? 
 
After California Senate Bill 34 became law, it required transparency of ALPR implementation, 
policies, security, and notifications of any data breach. The law also requires law enforcement 
agency ALPR system operators to have and post ALPR usage and privacy policies to ensure that 
the collection, use, maintenance, sharing, and dissemination of the information is consistent with 
respect for individuals’ privacy and civil liberties.   
 
(https://leginfo.legislature.ca.gov/faces/billCompareClient.xhtml?bill_id=201520160SB34&showamends

=false in SEC. 3. Title 1.81.23 (commencing with Section 1798.90.5) Part 4 of Division 3 of the Civil 
Code) 
 
Is ALPR data shared for the purpose of immigration enforcement? 
 
No authorized law enforcement user or agency may access California ALPR databases for the 
sole purpose of immigration enforcement. In gathering, sharing, and storing information, 
California law enforcement agencies comply with all applicable laws, rules, and regulations, 
including but not limited to, to the extent applicable, the California Values Act (Government 
Code Section 7284 et seq.). Each California law enforcement agency, consistent with California 
Government Code Sections 7282, 7282.5, and 7284.8 (b), works to ensure that databases are 
governed in a manner that limits the availability of information therein to the fullest extent 
practicable and consistent with federal and state law, to anyone or any entity for the purpose 
of immigration enforcement. 
 

What is the privacy impact of ALPR? 
 
To learn more about the privacy impact of ALPR please read the NCRIC privacy impact assessment 
at https://ncric.org/html/NCRIC%20ALPR%20PIA.PDF. Comments or questions regarding the 

ALPR impact assessment may be directed to privacyofficer@ncric.ca.gov. 
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461
Daly City Police Department

Policy Manual

Automated License Plate Readers (ALPRs) - 1
Adoption Date: 2016/04/04
© 1995-2016 Lexipol, LLC

Automated License Plate Readers (ALPRs)
461.1   PURPOSE AND SCOPE
Automated License Plate Reader (ALPR) technology, also known as License Plate Recognition,
provides automated detection of license plates. ALPRs are used by the Daly City Police
Department to convert data associated with vehicle license plates for official law enforcement
purposes, including identifying stolen or wanted vehicles, stolen license plates and missing
persons. ALPRs may also be used to gather information related to active warrants, homeland
security, electronic surveillance, suspect interdiction and stolen property recovery.

461.2   ADMINISTRATION OF ALPR DATA
All installation and maintenance of ALPR equipment, as well as ALPR access shall be managed
by the Operations Support Bureau Commander. The Operations Support Bureau Commander
will assign personnel under his/her command to administer the day-to-day operation of the ALPR
equipment and data.

All data collected by ALPR technology is downloaded to a server housed and maintained by the
Northern California Regional Intelligence Center (NCRIC).  In compliance with SB 34 refer to the
attached policy of the NCRIC: 

http://www.dalycity.org/City_Hall/Departments/police_department/
Automated_License_Plate_Reader.htm

461.3   ALPR OPERATION
Use of an ALPR is restricted to the purposes outlined below. Department personnel shall not use,
or allow others to use the equipment or database records for any unauthorized purpose.

(a) An ALPR shall only be used for official and legitimate law enforcement business.

(b) An ALPR may be used in conjunction with any routine patrol operation or criminal
investigation. Reasonable suspicion or probable cause is not required before using an
ALPR.

(c) While an ALPR may be used to canvass license plates around any crime scene, particular
consideration should be given to using ALPR-equipped cars to canvass areas around
homicides, shootings and other major incidents. Partial license plates reported during major
crimes should be entered into the ALPR system in an attempt to identify suspect vehicles.

(d) No member of this department shall operate ALPR equipment or access ALPR data without
first completing department-approved training.

(e) No ALPR operator may access California Law Enforcement Telecommunications System
(CLETS) data unless otherwise authorized to do so.

(f) If practicable, the officer should verify an ALPR response through CLETS before taking
enforcement action that is based solely on an ALPR alert.
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Automated License Plate Readers (ALPRs) - 2
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461.4   ALPR DATA COLLECTION AND RETENTION
All data and images gathered by an ALPR are for the official use of the Daly City Police Department
and because such data may contain confidential CLETS information, it is not open to public review.
Refer to below NCRIC policy on retention of ALPR data:

http://www.dalycity.org/City_Hall/Departments/police_department/
Automated_License_Plate_Reader.htm

461.5   ACCOUNTABILITY AND SAFEGUARDS
All data will be closely safeguarded and protected by both procedural and technological means.
The Daly City Police Department will observe the following safeguards regarding access to and
use of the data:

(a) All non-law enforcement requests for access to stored ALPR data shall be referred to the
Records Supervisor and processed in accordance with applicable law.

(b) All ALPR data downloaded to the mobile workstation and server shall be accessible
only through a login/password-protected system capable of documenting all access of
information by name, date and time.

(c) Persons approved to access ALPR data under these guidelines are permitted to access the
data for legitimate law enforcement purposes only, such as when the data relate to a specific
criminal investigation or department-related civil or administrative action.

(d) Such ALPR data may be released to other authorized and verified law enforcement officials
and agencies at any time for legitimate law enforcement purposes.

(e) ALPR system audits should be conducted on a regular basis.

461.6   RELEASING ALPR DATA
The ALPR data may be shared only with other law enforcement or prosecutorial agencies
for official law enforcement purposes or as otherwise permitted by law, using the following
procedures:

(a) The agency makes a written request for the ALPR data that includes:

1. The name of the agency.

2. The name of the person requesting.

3. The intended purpose of obtaining the information.

(b) The request is reviewed by the Operations Support Bureau Commander or the authorized
designee and approved before the request is fulfilled.

(c) Forwarded to NCRIC for review.

Requests for ALPR data by non-law enforcement or non-prosecutorial agencies will be processed
as provided in the Records Maintenance and Release Policy (Civil Code § 1798.90.55).
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Automated License Plate Readers (ALPRs)
462.1   PURPOSE AND SCOPE
The purpose of this policy is to provide guidance for the capture, storage and use of digital data
obtained through the use of Automated License Plate Reader (ALPR) technology.

462.2   ADMINISTRATION
The ALPR technology, also known as License Plate Recognition (LPR), allows for the automated
detection of license plates. It is used by the Menlo Park Police Department to convert data
associated with vehicle license plates for official law enforcement purposes, including identifying
stolen or wanted vehicles, stolen license plates and missing persons. It may also be used to
gather information related to active warrants, homeland security, electronic surveillance, suspect
interdiction and stolen property recovery.

All installation and maintenance of ALPR equipment, as well as ALPR data retention and
access, shall be managed by the Administration Division Commander. The Administration Division
Commander will assign members under his/her command to administer the day-to-day operation
of the ALPR equipment and data.

462.2.1   ALPR ADMINISTRATOR
The Administration Division Commander shall be responsible for developing guidelines and
procedures to comply with the requirements of Menlo Park's Municipal Code § 2.56 - Public Safety
Information and Civil Code § 1798.90.5 et seq. This includes, but is not limited to (Civil Code §
1798.90.51; Civil Code § 1798.90.53):

(a) A description of the job title or other designation of the members and independent
contractors who are authorized to use or access the ALPR system or to collect ALPR
information.

(b) Training requirements for authorized users.

(c) A description of how the ALPR system will be monitored to ensure the security of the
information and compliance with applicable privacy laws in compliance with Municipal
Code § 2.56.

(d) Procedures for system operators to maintain records of access in compliance with
Civil Code § 1798.90.52 and in compliance with Municipal Code § 2.56.

(e) The title and name of the current designee in overseeing the ALPR operation.

(f) Working with the Custodian of Records on the retention and destruction of ALPR data
in compliance with Municipal Code § 2.56.030.

(g) Ensuring this policy and related procedures are conspicuously posted on the
department’s website.
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462.3   OPERATIONS
Use of an ALPR is restricted to the purposes outlined below. Department members shall not use,
or allow others to use the equipment or database records for any unauthorized purpose (Civil
Code § 1798.90.51; Civil Code § 1798.90.53; Municipal Code § 2.56).

(a) An ALPR shall only be used for official law enforcement business.

(b) An ALPR may be used in conjunction with any routine patrol operation or criminal
investigation. Reasonable suspicion or probable cause is not required before using
an ALPR.

(c) While an ALPR may be used to canvass license plates around any crime scene,
particular consideration should be given to using ALPR-equipped cars to canvass
areas around homicides, shootings and other major incidents. Partial license plates
reported during major crimes should be entered into the ALPR system in an attempt
to identify suspect vehicles.

(d) No member of this department shall operate ALPR equipment or access ALPR data
without first completing department-approved training.

(e) No ALPR operator may access department, state or federal data unless otherwise
authorized to do so.

(f) If practicable, the officer should verify an ALPR response through the California Law
Enforcement Telecommunications System (CLETS) before taking enforcement action
that is based solely on an ALPR alert.

462.4   DATA COLLECTION AND RETENTION
The Administration Division Commander is responsible for ensuring systems and processes are
in place for the proper collection and retention of ALPR data. Data will be transferred from vehicles
to the designated storage in accordance with department procedures. Data will be securely
transmitted to the Northern California Regional Intelligence Center (NCRIC) as part of a multi-
jurisdictional public safety program (Municipal Code § 2.56.030.)

Data transmitted to NCRIC from the police department shall be kept no more than six (6) months,
and then destroyed (Municipal Code § 2.56.030.) Thereafter, ALPR data should be purged unless
it has become, or it is reasonable to believe it will become, evidence in a criminal or civil action or
is subject to a discovery request or other lawful action to produce records. In those circumstances
the applicable data should be downloaded from the server onto portable media and booked into
evidence.

462.5   ACCOUNTABILITY
All data will be closely safeguarded and protected by both procedural and technological means.
The Menlo Park Police Department will observe the following safeguards regarding access to and
use of stored data (Civil Code § 1798.90.51; Civil Code § 1798.90.53; Municipal Code § 2.56.030):

(a) All ALPR data downloaded to the mobile workstation and in storage shall be accessible
only through a login/password-protected system capable of documenting all access
of information by name, date and time (Civil Code § 1798.90.52).
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(b) Members approved to access ALPR data under these guidelines are permitted to
access the data for legitimate law enforcement purposes only, such as when the data
relate to a specific criminal investigation or department-related civil or administrative
action.

(c) ALPR system audits should be conducted on a regular basis.

For security or data breaches, see the Records Release and Maintenance Policy.

462.6   POLICY
The policy of the Menlo Park Police Department is to utilize ALPR technology to capture and store
digital license plate data and images while recognizing the established privacy rights of the public.

All data and images gathered by the ALPR are for the official use of this department. Because
such data may contain confidential information, it is not open to public review.

462.7   RELEASING ALPR DATA
The ALPR data may be shared only with other law enforcement or prosecutorial agencies for
official law enforcement purposes or as otherwise permitted by law, using the following procedures
(Municipal Code § 2.56.030):

(a) The agency makes a written request for the ALPR data that includes:

1. The name of the agency.

2. The name of the person requesting.

3. The intended purpose of obtaining the information.

(b) The request is reviewed by the Administration Division Commander or the authorized
designee and approved before the request is fulfilled.

(c) The approved request is retained on file.

Requests for ALPR data by non-law enforcement or non-prosecutorial agencies will be processed
as provided in the Records Maintenance and Release Policy (Civil Code § 1798.90.55).

462.8   TRAINING
The Training Manager should ensure that members receive department-approved training for
those authorized to use or access the ALPR system (Civil Code § 1798.90.51; Civil Code §
1798.90.53).

462.9   AUDITING AND REPORTING
NCRIC will give a quarterly report to the police department (Municipal Code § 2.56.050.) The
police department will provide an information report to the City Council following NCRIC's reports.

ALPR system audits will be randomly conducted by the California Department of Justice and in
conjunction with yearly CLETS audits.
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Chapter 2.56
 PUBLIC SAFETY INFORMATION

Sections:
2.56.010    Purpose.

2.56.020    Definitions.

2.56.030    Automated license plate reader data use.

2.56.040    Prohibited use of automated license plate reader and data.

2.56.050    Automated license plate reader auditing and reporting.

2.56.060    Public safety camera system data use.

2.56.070    Prohibited use of public safety camera system and data.

2.56.080    Public safety camera system auditing and reporting.

2.56.090    Adoption of department policies.

2.56.010 Purpose.
The purpose of this chapter is to provide for the proper use of data and recordings gathered by the city
through the use of automated license readers and the public safety camera system. (Ord. 1007 § 2
(part), 2014).

2.56.020 Definitions.
For the purposes of this chapter, the following words and phrases shall have the meanings ascribed to
them in this section:

(1)    "Automated license plate reader" or "ALPR" means technology, also known as license plate
recognition, which provides automated detection of license plates.

(2)    "Data" means information gathered by the automated license plate reader in the form of license
plates and metadata (location and time license plate was viewed).

(3)    "Public safety camera system" means cameras that record images only and not sound and that
are placed in strategic fixed locations within the city at the direction of the chief of police and with the
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approval of the city council for the purpose of detecting and deterring crime, to help emergency
services personnel maintain public order, to help manage emergency response situations during
natural and manmade disasters, to monitor pedestrian and vehicle traffic activity, to assist in the
preparation of traffic reports, and to assist city officials in prosecuting and/or defending civil or
administrative actions.

(4)    "Recordings" means the recorded images, without sound, recorded by the public safety camera
system. (Ord. 1007 § 2 (part), 2014).

2.56.030 Automated license plate reader data use.
(a)    Data will be securely transmitted to the Northern California Regional Intelligence Center
("NCRIC") as part of a multi-jurisdictional public safety program created to assist local, state, federal
and tribal public safety agencies and critical infrastructure locations with the collection, analysis, and
dissemination of criminal threat information, provided NCRIC has executed an agreement with the city
agreeing to comply with the retention/destruction provisions set forth in this section.

(b)    Data transmitted to NCRIC from the police department shall be kept no more than six (6)
months, and then destroyed, unless retention of specific identified license plate data is necessary for
an active criminal case or pursuant to a valid court order.

(c)    Data may only be accessed by law enforcement personnel who are approved to access the data
and who have undergone required NCRIC training for legitimate law enforcement purposes only, such
as when the data relates to a specific criminal investigation or department-related civil or
administrative action.

(d)    Data may be accessed by other NCRIC agencies that have executed a memorandum of
understanding with NCRIC, but only for legitimate law enforcement purposes and by
authorized/trained personnel and only in compliance with all policies, procedures and reporting
requirements of NCRIC.

(e)    Data may be released to other non-NCRIC authorized and verified law enforcement officials and
agencies for legitimate law enforcement purposes, with approval of the chief of police or police
commander, provided any such official and/or agency has executed an agreement with the city
agreeing to comply with the terms and provisions of Sections 2.56.030 and 2.56.040.

(f)    All data and images gathered are for official use of the police department and because such data
may contain confidential California Law Enforcement Telecommunications Systems ("CLETS")
information, it is not open to public view or inspection. (Ord. 1007 § 2 (part), 2014).
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2.56.040 Prohibited use of automated license plate reader and data.
(a)    ALPR shall not be used to invade the privacy of individuals, to look into private areas or areas
where the reasonable expectation of privacy exists, nor shall they be used to harass, intimidate or
discriminate against any individual or group, nor for any purpose not specifically authorized by this
chapter.

(b)    Unauthorized access, possession or release of data is a violation of police department policy and
various federal and state criminal statutes. Any employee, who accesses, possesses or releases data,
from the ALPR database without authorization or in violation of this chapter and such additional
policies established by the police department, may face department discipline up to and including
termination, criminal prosecution and/or civil liability. (Ord. 1007 § 2 (part), 2014).

2.56.050 Automated license plate reader auditing and reporting.
(a)    NCRIC will give a quarterly report to the police department which shall indicate the number of
license plates captured by the ALPR in the city of Menlo Park, how many of those license plates were
"hits" (on an active wanted list), the number of inquiries made by Menlo Park personnel along with the
justifications for those inquiries, and information on any data retained beyond six (6) months and the
reasons for such retention in compliance with Section 2.56.030(b).

(b)    Following receipt of the NCRIC report described in subsection (a) of this section, the police
department shall provide an information report to the city council.

(c)    ALPR system audits will be randomly conducted by the California Department of Justice and in
conjunction with yearly CLETS audits. (Ord. 1007 § 2 (part), 2014).

2.56.060 Public safety camera system data use.
(a)    Public safety camera recordings may only be used for the purpose of criminal investigations,
detecting and deterring crime, to help emergency services personnel maintain public order, to help
manage emergency response situations during natural and manmade disasters, to monitor pedestrian
and vehicle traffic activity, to assist in the preparation of traffic accident reports, and to assist city
officials in prosecuting and/or defending civil or administrative actions.

(b)    Recordings will be made in a professional, ethical and legal manner.

(c)    All recordings will be stored by the police department in a secure area with access restricted to
authorized persons, and shall not be accessible by third parties without express permission.

(d)    Recordings not otherwise needed for reasons in subsection (a) of this section shall be retained
for a period of up to ninety (90) days and then erased or recorded over as limited by the storage
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capacity of the cameras.

(e)    Any recordings needed as evidence in a criminal or civil case proceeding or for another reason
specified in subsection (a) of this section shall be collected and booked in accordance with current
police department evidence procedures.

(f)    Recordings may only be released to other authorized and verified law enforcement officials and
agencies for legitimate law enforcement purposes as specified in subsection (a) of this section with
approval of the chief of police or police commander, provided such official or agency executes an
agreement with the city agreeing to comply with the terms and provisions of Sections 2.56.060 and
2.56.070, or with a valid court order.

(g)    Except as required by a valid court order or other lawful process, recordings do not constitute
public records and will not be disclosed to the public.

(h)    Facial recognition and cognitive security software may only be used to review recordings from
the public safety camera system with the approval of the chief of police or police commander in
specific criminal investigations or specific threats to public safety. (Ord. 1007 § 2 (part), 2014).

2.56.070 Prohibited use of public safety camera system and data.
The public safety camera system will not be used to invade the privacy of individuals, to look into
private areas or areas where the reasonable expectation of privacy exists. The public safety camera
system shall not be used to harass, intimidate or discriminate against any individual or group, nor for
any purpose not authorized by this chapter. (Ord. 1007 § 2 (part), 2014).

2.56.080 Public safety camera system auditing and reporting.
The chief of police or his/her designee will conduct an annual review of the public safety camera
system, its use, effectiveness and adherence to policy, including frequency and purpose for use of
facial recognition or cognitive security software and frequency and purpose for retention of recordings
beyond ninety (90) days, and will provide an annual information report to the city council regarding
such review. (Ord. 1007 § 2 (part), 2014).

2.56.090 Adoption of department policies.
The police department is directed to adopt policies to be included in its policy manual consistent with
the provisions of this chapter, which policies may be more restrictive, but not less restrictive, than the
policies set forth in this chapter. (Ord. 1007 § 2 (part), 2014).
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The Menlo Park Municipal Code is current through Ordinance 1088, passed March 22, 2022.

Disclaimer: The city clerk’s office has the official version of the Menlo Park Municipal Code. Users
should contact the city clerk’s office for ordinances passed subsequent to the ordinance cited
above.

City Website: https://www.menlopark.org/
 

City Telephone: (650) 330-6620

Code Publishing Company
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Automated License Plate Readers (ALPRs)
463.1   PURPOSE AND SCOPE
Automated License Plate Reader (ALPR) technology, also known as License Plate Recognition,
provides automated detection of license plates. ALPRs are used by the Redwood City Police
Department to convert data associated with vehicle license plates for official law enforcement
purposes, including identifying stolen or wanted vehicles, stolen license plates and missing
persons. ALPRs may also be used to gather information related to active warrants, homeland
security, electronic surveillance, suspect interdiction and stolen property recovery.

463.2   ADMINISTRATION OF ALPR DATA
All installation and maintenance of ALPR equipment, as well as ALPR data retention and access
shall be managed by the Patrol Division. The Patrol Division Commander will assign personnel
under his/her command to administer the day-to-day operation of the ALPR equipment and data.

463.2.1   ALPR ADMINISTRATOR
The Administrative Division Commander shall be responsible for developing guidelines and
procedures to comply with the requirements of Civil Code § 1798.90.5 et seq. This includes, but
is not limited to (Civil Code § 1798.90.51; Civil Code § 1798.90.53):

(a) A description of the job title or other designation of the members and independent
contractors who are authorized to use or access the ALPR system or to collect ALPR
information.

(b) Training requirements for authorized users.

(c) A description of how the ALPR system will be monitored to ensure the security of the
information and compliance with applicable privacy laws.

(d) Procedures for system operators to maintain records of access in compliance with Civil
Code § 1798.90.52.

(e) The title and name of the current designee in overseeing the ALPR operation.

(f) Working with the Custodian of Records and Northern California Regional Intelligence Center
on the retention and destruction of ALPR data.

(g) Ensuring the ALPR usage and privacy policy is posted on the Department's website.

463.3   OPERATIONS
Use of an ALPR is restricted to the purposes outlined below. Department members shall not use,
or allow others to use the equipment or database records for any unauthorized purpose (Civil
Code § 1798.90.51; Civil Code § 1798.90.53).

(a) An ALPR shall only be used for official law enforcement business.

(b) An ALPR may be used in conjunction with any routine patrol operation or criminal
investigation. Reasonable suspicion or probable cause is not required before using an
ALPR.
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(c) While an ALPR may be used to canvass license plates around any crime scene, particular
consideration should be given to using ALPR-equipped cars to canvass areas around
homicides, shootings and other major incidents. Partial license plates reported during major
crimes should be entered into the ALPR system in an attempt to identify suspect vehicles.

(d) No member of this department shall operate ALPR equipment or access ALPR data without
first completing department-approved training.  A list of authorized users is maintained by
the Training Sergeant.

(e) No ALPR operator may access department, state or federal data unless otherwise
authorized to do so.

(f) If practicable, the officer should verify an ALPR response through the California Law
Enforcement Telecommunications System (CLETS) before taking enforcement action that
is based solely on an ALPR alert.

(g) Use of an ALPR will be limited to department members who are sworn peace
officers, Community Service Officers, or Parking Enforcement Officers.  Information
Technology staff may use an ALPR only for the purpose of repairing and/or ensuring proper
functionality.

463.4   ALPR DATA COLLECTION AND RETENTION
All data and images gathered by an ALPR are for the official use of the Redwood City Police
Department and because such data may contain confidential CLETS information, it is not open
to public review. ALPR information gathered by this department may be used and shared with
prosecutors or others only as permitted by law.

All ALPR data collected by the Redwood City Police Department is electronically sent to the
Northern California Regional Intelligence Center.  The Redwood City Police Department does not
store any ALPR data.

The Northern California Regional Intelligence Center retains ALPR records with no connection
to a criminal investigation for no longer than 12 months.  Once the retention period has expired,
the record is purged from the Northern California Regional Intelligence Center database unless
a reasonable suspicion has been established that the vehicle identified by the ALPR read is
connected to criminal activities.

The Northern California Regional Intelligence Center retains ALPR records connected to a criminal
investigation for no longer than five years.  Once the retention period has expired, the record
is purged from the Northern California Regional Intelligence Center database.  Further, if during
the five-year period Northern California Regional Intelligence Center personnel become aware
that the vehicle license plate information is no longer associated with a criminal investigation, the
record will be purged from the Northern California Regional Intelligence Center database.
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463.5   ACCOUNTABILITY AND SAFEGUARDS
All saved data will be closely safeguarded and protected by both procedural and technological
means. The Redwood City Police Department will observe the following safeguards regarding
access to and use of stored data:

(a) All non-law enforcement requests for access to stored ALPR data shall be referred to the
Records Supervisor and processed in accordance with applicable law.

(b) All ALPR data downloaded to the Northern California Regional Intelligence Center shall
be accessible only through a login/password-protected system capable of documenting all
access of information by name, date and time.

(c) Persons approved to access ALPR data under these guidelines are permitted to access the
data for legitimate law enforcement purposes only, such as when the data relate to a specific
criminal investigation or department-related civil or administrative action.

(d) Such ALPR data may be released to other authorized and verified law enforcement officials
and agencies at any time for legitimate law enforcement purposes.

(e) ALPR system audits should be conducted on a regular basis.

463.6   RELEASING ALPR DATA
The ALPR data may be shared only with other law enforcement or prosecutorial agencies for
official law enforcement purposes or as otherwise permitted by law via the Northern California
Regional Intelligence Center database, in accordance with the policies and procedures set forth
by the Northern California Regional Intelligence Center.

Requests for ALPR data by non-law enforcement or non-prosecutorial agencies will be processed
as provided in the Records Maintenance and Release Policy (Civil Code § 1798.90.55).

463.7   TRAINING
The Training Sergeant shall ensure that members receive department-approved training for those
authorized to use or access the ALPR system, and maintain a list of authorized users, the date
training was provided and the instructional plan used for training or annual re-certification (Civil
Code § 1798.90.51; Civil Code § 1798.90.53).

463.8   QUALITY ASSURANCE
The Northern California Regional Intelligence Center takes reasonable measures to ensure the
accuracy of ALPR data collected.  If Northern California Regional Intelligence Center discovers
errors in ALPR data collected by its ALPR units, it will mark, correct, or delete data in accordance
with the type and severity of the error in question.  If the Northern California Regional Intelligence
Center discovers errors in ALPR data collected from partner agencies' ALPR systems, it will
communicate the errors back to the controlling agency to be addressed as deemed appropriate
by that agency or in accordance with the agency’s own ALPR data policies.  Upon notification of a
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potential error in ALPR data collected from the Redwood City Police Department’s ALPR systems,
the Department shall investigate and correct any errors
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Automated License Plate Readers (ALPRs)
427.1   PURPOSE AND SCOPE

Automated License Plate Reader (ALPR) technology, also known as License Plate
Recognition,provides automated detection of license plates. ALPRs are used by the San
Bruno PoliceDepartment to convert data associated with vehicle license plates for official law
enforcementpurposes, including identifying stolen or wanted vehicles, stolen license plates and
missingpersons. ALPRs may also be used to gather information related to active warrants,
homelandsecurity, electronic surveillance, suspect interdiction and stolen property recovery.

427.2   ADMINISTRATION OF ALPR DATA
San Bruno Police Department

All installation and maintenance of ALPR equipment, as well as ALPR data retention and access
shall be managed by the Police Department. The Commander will assign personnelunder his/her
command to administer the day-to-day operation of the ALPR equipment and data.

427.2.1   ALPR ADMINISTRATOR
Commander

The Commander shall be responsible for developing guidelines and procedures to comply with
the requirements of Civil Code § 1798.90.5 et seq. This includes, but is not limited to (Civil Code
§ 1798.90.51; Civil Code § 1798.90.53):
(a) A description of the job title or other designation of the members and independentcontractors
who are authorized to use or access the ALPR system or to collect ALPRinformation.
(b) Training requirements for authorized users.
(c) A description of how the ALPR system will be monitored to ensure the security of theinformation
and compliance with applicable privacy laws.
(d) Procedures for system operators to maintain records of access in compliance with CivilCode
§ 1798.90.52.
(e) The title and name of the current designee in overseeing the ALPR operation.(f) Working with
the Custodian of Records and Northern California Regional Intelligence Centeron the retention
and destruction of ALPR data.
(g) Ensuring the ALPR usage and privacy policy is posted on the Department's website.

427.3   OPERATIONS
officer

Use of an ALPR is restricted to the purposes outlined below. Department members shall not use,
or allow others to use the equipment or database records for any unauthorized purpose (Civil
Code § 1798.90.51; Civil Code § 1798.90.53).
(a) An ALPR shall only be used for official law enforcement business.
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(b) An ALPR may be used in conjunction with any routine patrol operation or criminalinvestigation.
Reasonable suspicion or probable cause is not required before using anALPR.
 (c) While an ALPR may be used to canvass license plates around any crime scene,
particularconsideration should be given to using ALPR-equipped cars to canvass areas
aroundhomicides, shootings and other major incidents. Partial license plates reported during
majorcrimes should be entered into the ALPR system in an attempt to identify suspect vehicles.
(d) No member of this department shall operate ALPR equipment or access ALPR data withoutfirst
completing department-approved training. A list of authorized users is maintained.
 (e) No ALPR operator may access department, state or federal data unless otherwiseauthorized
to do so.
(f) If practicable, the officer should verify an ALPR response through the California
LawEnforcement Telecommunications System (CLETS) before taking enforcement action thatis
based solely on an ALPR alert.
(g) Use of an ALPR will be limited to department members who are sworn peaceofficers,
Community Service Officers, Parking Enforcement Officers, Dispatchers or Records Staff. .
Information Technology staff may use an ALPR only for the purpose of repairing and/or ensuring
proper functionality.

427.4   DATA COLLECTION AND RETENTION
All data and images gathered by an ALPR are for the official use of the San Bruno
PoliceDepartment and because such data may contain confidential CLETS information, it is not
opento public review. ALPR information gathered by this department may be used and shared
withprosecutors or others only as permitted by law.
All ALPR data collected by the San Bruno Police Department is electronically sent to theNorthern
California Regional Intelligence Center. The San Bruno Police Department does notstore any
ALPR data. ALPR records with no connection to a criminal investigation for no longer than 12
months. Once the retention period has expired, the record is purged from the database unless
a reasonable suspicion has been established that the vehicle identified by the ALPR read is
connected to criminal activities.

427.5   ACCOUNTABILITY
All data will be closely safeguarded and protected by both procedural and technological means.
The San Bruno Police Department will observe the following safeguards regarding access to and
use of stored data (Civil Code § 1798.90.51; Civil Code § 1798.90.53):

(a) All ALPR data downloaded to the mobile workstation and in storage shall be accessible
only through a login/password-protected system capable of documenting all access of
information by name, date and time (Civil Code § 1798.90.52).

(b) Members approved to access ALPR data under these guidelines are permitted to access
the data for legitimate law enforcement purposes only, such as when the data relate to a
specific criminal investigation or department-related civil or administrative action.
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(c) ALPR system audits should be conducted on a regular basis.

For security or data breaches, see the Records Release and Maintenance Policy.

427.6   POLICY
The policy of the San Bruno Police Department is to utilize ALPR technology to capture and store
digital license plate data and images while recognizing the established privacy rights of the public.

All data and images gathered by the ALPR are for the official use of this department. Because
such data may contain confidential information, it is not open to public review.

427.7   RELEASING ALPR DATA
The ALPR data may be shared only with other law enforcement or prosecutorial agencies
for official law enforcement purposes or as otherwise permitted by law, using the following
procedures:

(a) The agency makes a written request for the ALPR data that includes:

1. The name of the agency.

2. The name of the person requesting.

3. The intended purpose of obtaining the information.

(b) The request is reviewed by the Department Commander or the authorized designee and
approved before the request is fulfilled.

(c) The approved request is retained on file.

Requests for ALPR data by non-law enforcement or non-prosecutorial agencies will be processed
as provided in the Records Maintenance and Release Policy (Civil Code § 1798.90.55).

427.8   TRAINING
The Training Manager should ensure that members receive department-approved training for
those authorized to use or access the ALPR system (Civil Code § 1798.90.51; Civil Code §
1798.90.53).
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Automated License Plate Readers (ALPRs)
463.1   PURPOSE AND SCOPE
The purpose of this policy is to provide guidance for the capture, storage and use of digital data
obtained through the use of Automated License Plate Reader (ALPR) technology.

463.2   ADMINISTRATION
The ALPR technology, also known as License Plate Recognition (LPR), allows for the automated
detection of license plates. It is used by the San Mateo Police Department to convert data
associated with vehicle license plates for official law enforcement purposes, including identifying
stolen or wanted vehicles, stolen license plates and missing persons. It may also be used to
gather information related to active warrants, homeland security, electronic surveillance, suspect
interdiction and stolen property recovery.

All installation and maintenance of ALPR equipment, as well as ALPR data retention and access,
shall be managed by the Support Services Captain or their designee. The Support Services
Captain or their designee will assign members under his/her command to administer the day-to-
day operation of the ALPR equipment and data.

463.2.1   ALPR ADMINISTRATOR
The Support Services Captain, as the ALPR Administrator, or their designee, shall be responsible
for developing guidelines and procedures to comply with the requirements of Civil Code §
1798.90.5 et seq. These guidelines and procedures are delineated in this policy and/or in our
Department's Standard Operating Procedure (SOP) 205, "Automated License Plate Readers
Operating Procedure."

463.3   DEFINITIONS
“Automated license plate recognition operator” or “ALPR  operator,” means a person that
operates an ALPR system. For our Department purposes, this will usually refer to our personnel or
authorized designee operating a vehicle or other item of equipment with ALPR cameras collecting
license plate data.

“Automated license plate recognition end-user” or “ALPR  end-user” means a person that
accesses or uses an ALPR system. For our Department purposes, this will usually refer to our
personnel or authorized designee accessing data on a retroactive basis that is collected and stored
in a centralized database(s).

463.4   OPERATIONS
Use of an ALPR is restricted to the purposes outlined below. Department members shall not use,
or allow others to use the equipment or database records for any unauthorized purpose (Civil
Code § 1798.90.51; Civil Code § 1798.90.53).
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(a) An ALPR shall only be used for official law enforcement business by any Department
member(s) or authorized designee whose job duties necessitate the use of ALPR and
that have completed Department approved training.

(b) An ALPR may be used in conjunction with any routine patrol operation or criminal
investigation. Reasonable suspicion or probable cause is not required before using
an ALPR.

(c) While an ALPR may be used to canvass license plates around any crime scene,
particular consideration should be given to using ALPR-equipped cars to canvass
areas around homicides, shootings and other major incidents. Partial license plates
reported during major crimes should be entered into the ALPR system in an attempt
to identify suspect vehicles.

(d) No member of this department or authorized designee shall operate ALPR equipment
or access ALPR data without first completing department-approved training. This
training is further described in SOP 205.

(e) No ALPR operator may access department, state or federal data unless otherwise
authorized to do so.

(f) The employee or authorized designee using our ALPR system must recognize that the
data collected from the ALPR device, and the content of referenced hotlists, consists of
data that may or may not be accurate, despite ongoing efforts to maximize the currency
and accuracy of such data.To the greatest extent possible, vehicle and subject
information will be verified using separate law enforcement information sources to
confirm the vehicle or subject's identity and justification for contact.Users of ALPR
data must to the fullest extent possible visually confirm the actual plate characters
generated by the ALPR readers correspond with the digital image of the license plate
in question.

463.5   DATA COLLECTION AND RETENTION
The Support Services Captain or their designee is responsible for ensuring systems and processes
are in place for the proper collection and retention of ALPR data. Data will be transferred from
vehicles to the designated storage in accordance with department procedures, as described in
SOP 205.

All ALPR data downloaded to the server should be stored for a minimum of one year
(Government Code § 34090.6) and in accordance with the established records retention
schedule. Thereafter, ALPR data should be purged unless it has become, or it is reasonable to
believe it will become, evidence in a criminal or civil action or is subject to a discovery request
or other lawful action to produce records. In those circumstances the applicable data should be
downloaded from the server onto portable media and booked into evidence.

463.6   ACCOUNTABILITY
All data will be closely safeguarded and protected by both procedural and technological means.
The San Mateo Police Department will observe the following safeguards regarding access to and
use of stored data (Civil Code § 1798.90.51; Civil Code § 1798.90.53):
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(a) All ALPR data downloaded to the mobile workstation and in storage shall be accessible
only through a login/password-protected system capable of documenting all access
of information by name, date and time (Civil Code § 1798.90.52).

(b) Members approved to access ALPR data under these guidelines are permitted to
access the data for legitimate law enforcement purposes only, such as when the data
relates to a specific criminal investigation or department-related civil or administrative
action.

(c) ALPR system audits should be conducted on a regular basis, as described in SOP
205.

For security or data breaches, see the Records Release and Maintenance Policy.

463.7   POLICY
The policy of the San Mateo Police Department is to utilize ALPR technology to capture and store
digital license plate data and images while recognizing the established privacy rights of the public.

All data and images gathered by the ALPR are for the official use of this department. Because
such data may contain confidential information, it is not open to public review.

463.8   RELEASING ALPR DATA
The ALPR data may be shared only with other law enforcement or prosecutorial agencies
for official law enforcement purposes or as otherwise permitted by law, using the following
procedures:

(a) Agency members accessing ALPR data are subject to a pre-approval process by
SMPD and the database management administration, confirming their authority to
access the system for official law enforcement purposes

(b) The agency makes a written request for the ALPR data that includes:

1. The name of the agency.

2. The name of the person requesting.

3. The intended purpose of obtaining the information.

(c) The approved request is retained on file.

Requests for ALPR data by non-law enforcement or non-prosecutorial agencies will be processed
as provided in the Records Maintenance and Release Policy (Civil Code § 1798.90.55).

463.9   TRAINING
The Training Division should ensure that members receive department-approved training for
those authorized to operate or access the ALPR system (Civil Code § 1798.90.51; Civil Code §
1798.90.53). This training is further described in SOP 205.
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A. Purpose 
 
The use of Automated License Plate Recognition (ALPR) technology seeks to increase the 
confidence of the public while using BART’s public transportation system.  Specifically, this 
technology seeks to improve the safety and protection of BART patrons, employees and their 
vehicles while in BART owned and operated parking areas and garages. In the future, BART 
may also consider use of ALPR for parking lot density and potential fee compliance.  The 
ALPR system would record images of vehicle license plates in BART Parking locations.  This 
technology is currently being used by a wide variety of agencies throughout the State of 
California for both Law Enforcement functions and parking functions. One of the most 
notably recognizable uses is by the FasTrak system, by the Bay Area Toll Authority for the 
purposes of fee collection over toll bridges, toll roads and high occupancy vehicle (HOV) 
express lanes.  San Francisco International Airport (SFO) also uses ALPR technology at 
parking garages at SFO.  The proposed implementation of the ALPR system in BART Parking 
areas would serve the following key purposes: 
 
Crime Prevention 
 Reduce the fear of crime and reassure the public and employees of being able to safely park 

their car in BART parking facilities, which will result in greater ridership for BART. 
 Collect license plate numbers to assist in the identification, apprehension and prosecution of 

criminal offenders. 
 Provide evidential support to prosecute offenders for criminal offenses. 
 Provides both riders and employees a means of redress against property crimes, such as 

burglary and auto theft. 
 
Efficient Parking Program Compliance 
 Provides a uniform methodology for the enforcement of BART’s parking rules. 
 Aids in dispute mediation and provides documentation support for complaint 

resolution. 
 Streamline parking validation. 
 Help to increase ridership by determining parking lot density and space 

availability through and enhance efficient enforcement that parking is available 
only for BART passengers. 

 Allow for the capability to automate parking fee collection in the future.  
 
Location of ALPR and Associated Cameras 
The ALPR come in three formats and include Fixed, Mobile or Hand‐Held units. Fixed units may 
be installed in the following locations: 
 
Fixed: Installed in BART owned and/or operated parking facilities, areas and structures. 
 
Mobile: may be installed in the following locations: 
On BART Law Enforcement Vehicles 
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Hand‐Held: By Parking Enforcement Officers.  
 

B. Authorized Use 
 
License plate images captured by ALPR shall be used only to advance the BART purposes 
identified in this section and in Section A of this Policy.  Use of the ALPR system and associated 
cameras will take place 24 hours a day, 7 days per week, and 365 days per year within all San 
Francisco Bay Area Rapid Transit District parking properties and parking properties owned and 
operated by BART.  The ALPR system shall be used in in compliance with the District’s 
Surveillance Ordinance and California Civil Code 1798.90.51 and 1798.90.53.  The cameras shall 
not be used in areas where there is a reasonable expectation of privacy, such as off BART 
property, and shall not be used to harass, intimidate, or discriminate against any individual or 
group.  
 
For purposes of this Use Policy, BART purposes include use for BART criminal investigations and 
to monitor activity to protect against harm to persons and property.  It shall be permissible for 
data collected from the cameras to be used for the following public safety and BART 
investigation purposes: 
 
 To assist in identifying and preventing crimes against persons and property; 
 To locate missing children, adults, and/or elderly individuals, including in response to Amber 

Alerts and Silver Alerts; 
 To assist in identifying, apprehending, and prosecuting criminal offenders; 
 To assist in gathering evidence for administrative, civil, and criminal investigations and court 

actions in accordance with California State Law; 
 To help Law Enforcement and Public Safety Personnel respond to emergency events; 
 To assist in investigating and resolving staff and customer complaints and/or issues;  
 To locate stolen, wanted, and/or other vehicles that are the subject of investigation; 
 To locate and/or apprehend individuals subject to arrest warrants. 
 To locate victims, witnesses, suspects, and others associated with a law enforcement 

investigation; 
 To support local, state, federal, and regional Law Enforcement departments in the 

identification of vehicles and drivers associated with criminal investigations, including 
investigations of serial crimes; 

 To protect participants at special events; 
 To protect BART Parking Facilities. 
 Parking efficiency and enforcement 

 
Administrative functions of ALPR data used for criminal enforcement purposes will be 
managed by BART and the Northern California Regional Intelligence Center (NCRIC).  
Any data obtained from ALPR technology shall be used and handled pursuant to this 
use policy, BART’s Surveillance Use Ordinance and applicable State and Federal law. 
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BART Police shall be permitted to review ALPR Data Images to protect and to respond 
to law enforcement inquiries, to investigate complaints by customers and employees, 
and to provide law enforcement authorities with ALPR Data when legally required to 
do so.  All other uses not referenced in this document shall be prohibited.  ALPR 
technology shall not be used for personal or non‐law enforcement or parking 
efficiency purposes and shall adhere to the Surveillance Ordinance. 
 

C. Data Collection 
Data collection shall be limited to vehicles entering, exiting and parking on BART 
owned and operated property.  Collection may include information on the vehicle 
license plate and the image of the vehicle. Routine Data Collection shall not be stored 
beyond 30 days, except when lawfully required to by subpoena, court order or during 
an ongoing investigation.  Data used to substantiate parking citations will be retained 
for 5 years to allow time for citation appeal and identification of scofflaws.  
 

D. Data Access 
 
Access to ALPR Data shall be restricted to the following personnel: 
 
 All persons designated by the BART Police Department.  
 Designated NCRIC Staff involved in the ALPR Administration. 
 BART personnel involved in the operation, installation and maintenance of the ALPR system. 
 Customer/Public Access (Restricted per the Surveillance Ordinance in item G) 
 Per Court Order or Subpoena, or during an ongoing investigation. 
 Office of Independent Police Auditor and Internal Affairs Department 
 District Legal Affairs Department 
 Authorized BART Service Providers hosting parking efficiency and enforcement applications 
 
 
 

E. Data Protection 
 
The data collected by the ALPR system that is used for criminal enforcement purposes will be 
maintained in a secure manner between the BART Police Department and the NCRIC where 
physical access is limited to authorized individuals and includes physical access protections and 
firewalls.  
 
Data used for parking efficiency and enforcement purposes will be separately stored and 
maintained in a secure location where physical access is limited to authorized individuals and 
includes physical access protections and/or firewall protections from external intrusion. 
 
All ALPR data shall be maintained in a secure manner and be encrypted via BART’s IT encryption 
requirements from the data source capture through transmission and storage.  
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Data used for criminal enforcement purposes that is stored in the NCRIC offices in the federal 
building in San Francisco shall maintain 24/7 staffed security, multiple locked doors requiring 
both electronic keys and knowledge‐based PINs and limit access to active NCRIC employees that 
also possess a valid security clearance of SECRET or better. 
 

 All activity is logged for audit and tracking purposes. Audits are available for an agency to 
view the actions of their officers.  
 

 

F. Data Retention 
 
Staff will adhere to the District’s Surveillance Ordinance. All data from the ALPR be collected, 
retained and stored in accordance with BART Surveillance Ordinance.  Data captured from the 
ALPR and camera system will automatically be downloaded onto a secure data storage system 
where it will be stored based on the systems' design and recording capabilities before being 
overwritten by new data; which is thirty (30) days as outlined in section 707.1.5 of BART 
Surveillance Ordinance.  Data shall not be stored beyond 30 days except when lawfully required 
to by subpoena, court order or during an ongoing investigation. Further a written Memorandum 
of Agreement with the NCRIC shall specify the retention policy of the ALPR data is only retained 
for the period as specified by the originating agency (BART). The creation date is automatically 
tracked for every ALPR data point, and once the lifespan of that point is exceeded, it is removed 
via automated nightly processes. 
 
Data used to substantiate parking citations will be retained for 5 years to allow time for citation 
appeal and identification of scofflaws (vehicles with multiple unpaid citations). 
 

G. Public Access 
 
BART shall grant Public access to data collected from the ALPR system per BART Surveillance 
Ordinance 707.1.8, 707.1.9 only in accordance to California State Law. Information gathered will 
not be disclosed to the public unless such disclosure is required by law or court order. The BART 
Police Department is subject to BART’s Surveillance Ordinance that has been publicly noticed 
and approved by the BART Board. ALPR Data Collection will be monitored by BART Police as well 
as be subject to Police Internal Affairs and State Auditors to ensure the security of information 
and compliance with applicable privacy laws. 
 
Such data will not otherwise be disclosed/released by the BART Police Department without the 
consent of the Chief of Police and District Legal. If an ALPR operator is required to provide access 
to ALPR information, the ALPR operator shall do the following: 
 
(a) Maintain a record of that access. At a minimum, the record shall include the following: 
   (1) The date and time the information is accessed. 
   (2) The license plate number or other data elements used to query the ALPR system. 
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   (3) The username of the person who accesses the information, and, as applicable, the     
         organization or entity with whom the person is affiliated. 
   (4) The purpose for accessing the information. 
(b) Require that ALPR information only be used for the authorized purposes described 
in the usage and privacy policy. 
   (1) Indicate the authorized use; such as for criminal investigation. 
 

707.1.8 RELEASE OF ALPR DATA TO THE GENERAL PUBLIC 
All ALPR Data shall be used by law enforcement for public safety, security, and parking 
efficiency/enforcement purposes only; except as required by law, subpoenas or other court 
process, such data will not otherwise be disclosed/released by the BART Police Department 
without the consent of the Chief of Police and District Legal. 
 
Department employees shall not release any information, including capabilities regarding the 
District’s ALPR systems to the public without prior authorization from the Chief of Police, or 
District Legal.  
 

707.1.9 REQUESTS FOR VIDEO IMAGES FROM THE MEMBERS OF THE PUBLIC 
Persons that have a subpoena or preservation letter, and are interested in requesting ALPR, 
shall be directed to the Department's Records Division during normal business hours, or via fax 
at 510‐ 464‐7089 for consideration of their request. Records shall consult with the Chief of 
Police and District Legal Prior to any approval of release. 
 
Persons that do not have a subpoena or preservation letter and are interested in requesting 
ALPR Data are to be directed to the District Secretary's Office for review by District Legal at 
510‐464‐6080 or via fax at 510‐464‐6011. 
 

H. Third Party Data Sharing 
 
BART shall maintain robust security procedures and practices, including operational, 
administrative, technical, and physical safeguards, to protect ALPR information from 
unauthorized access, destruction, use, modification, or disclosure. The Administrator 
of the data collection will not share information with ICE or any agency conducting 
immigration enforcement or removal operations. Information is only shared with 
other law enforcement possessing a need and legal right to know, including the 
following: 
 
 In response to subpoenas  
 Pursuant to a Court Order 
 Request by Law Enforcement Agencies for active Criminal Investigations  
 In accordance with all applicable California State law 
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BART will retain all ownership rights to the data.   Private vendors cannot share the 
data unless directed to by BART in writing and in accordance with this policy, and will 
forward any subpoena requests for the data to BART.     
 
Notwithstanding any other law or regulation: 
(a) A public agency such as BART that operates or intends to operate an ALPR system shall 
provide an opportunity for public comment at a regularly scheduled public meeting of the 
governing body of the public agency before implementing the program. BART shall present this 
Impact and Use document to the BART Board of Directors and provide notice to the public in 
accordance with BART’s Surveillance Ordinance. BART Police Department shall also conduct 
outreach with privacy groups to address any privacy concerns that may be raised. 
 
(b) A public agency shall not sell, share, or transfer ALPR information, except to another public 
agency, and only as otherwise permitted by law. For purposes of this section, the provision of 
data hosting or towing services shall not be considered the sale, sharing, or transferring of ALPR 
information. 
 

I. Training 
 
Training for BART’s ALPR system will be provided by BART internal staff and by ALPR service 
providers and the NCRIC.  Training will consist of ALPR operation, installation, data protection 
and administration of the ALPR System and ALPR Data. Technical training will be both hands 
on and via electronic instruction.  
 

J. Auditing and Oversight 
 
The BART Police Department shall oversee the BART ALPR System and data retention to 
ensure compliance with the Surveillance Ordinance. Additionally, both BART Police will 
require the management of the system to be open for administrative auditors to ensure the 
Surveillance Ordinance and California State Laws are adhered. The audit process shall ensure 
that no misuse of the system or parts of the system occurs. Additionally, a secondary check 
with the reporting agency will be required by BART Police to adjudicate all crimes prior to 
taking enforcement action on crimes that are not a crime in progress or otherwise present 
exigent circumstances.  
 
Personnel who are authorized to have access to the system shall be designated in writing and 
the designation shall ensure that their access to and use of the data complies with the 
Ordinance. 
 
A log shall be maintained that records when access to ALPR data is requested. This shall include 
the date, time, data record accessed, and staff member involved. The log shall be available for 
presentation for all required audits.  
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TOWN OF LOS ALTOS HILLS 
26379 Fremont Road 
Los Altos Hills, CA 94022 
Phone: (650) 941-7222 
www.losaltoshills.ca.gov 

Automatic License Plate Reader (ALPR) Policy 
Approved by City Council June 17, 2021 

1. Purpose

The Town of Los Altos Hills owns Automatic License Plate Readers (ALPR) at fixed
locations within the Town for certain law enforcement and public safety purposes. ALPRs
use high speed cameras to photograph vehicle license plates. The Town procures the
ALPRs from certain Town Council-approved vendor(s) and contracts with such vendor for
maintenance and repair of the ALPR system on an as-need basis. Town ALPRs are
intended only to be used for authorized law enforcement and public safety purposes and its
data are only intended to be accessed by authorized users.

California Civil Code section 1798.90.5 requires public agencies operating ALPRs to adopt
and implement a usage and privacy policy in order to ensure that the collection, use,
maintenance, sharing, and dissemination of information collected pursuant to such system
protects individual privacy and civil liberties. Consistent with the state law mandate, the
Town has adopted this Automatic License Plate Reader Policy (“Policy”) to regulate the
use, management, retention and other aspects of Town ALPRs. This Policy shall be made
available to the public in writing and posted on the Town’s website.

2. Authorized and Prohibited Uses

Town ALPRs are installed at fixed locations in Los Altos Hills and shall only be utilized
for the following purposes:

• To locate stolen, wanted, and/or other vehicles that are the subject of investigation;
• To locate and/or apprehend individuals subject to arrest warrants or who are

otherwise lawfully sought by law enforcement;
• To locate victims, witnesses, suspects, and others associated with a law enforcement

investigation;
• To locate missing children, adults, and/or elderly individuals, including in response

to Amber Alerts and Silver Alerts;
• To support local, state, federal, and regional public safety departments in the

identification of vehicles associated with targets of criminal investigations,
including investigations of serial crimes;

• To protect participants at special events;
• To protect critical infrastructure sites;
• For other law enforcement or first responder uses not prohibited by law.
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Any data obtained from Town ALPRs shall be used and handled pursuant to this Policy 
and applicable state and federal law. All other uses not referenced above shall be 
prohibited. ALPR data should under no circumstances be used for personal or purposes nor 
specifically authorized herein. Possession of ALPR data does not negate the need to 
comply with other laws or regulations including the requirement to obtain a search warrant 
when legally required. 

 
3. Data Collection 

 
Digital images of vehicle license plates and their associated license plate numbers shall be 
collected by Town ALPRs. The ALPR system shall collect the date and time that the license 
plate passes a digital-image site where an ALPR is located.  
 

4. Data Storage/Protection 
 

Data collected by ALPRs are automatically uploaded to the ALPR system’s associated 
cloud storage at the time of capture. Cloud storage and server capacity shall be provided 
for and maintained by the Town’s contracted ALPR vendor as a part of the scope of 
services. The Town shall confirm that the contracted vendor installs and implements 
appropriate security measures for such storage including encryption, firewalls, 
authentication, and other reasonable data protection measures.  
 
Data stored in the ALPR system cloud space shall not be downloaded to a local server, 
stored locally on a hard drive or portable device, or produced in a physical printout, except 
in the following two cases:  
 

1) Where vehicle license plate image and numbers have been flagged by the ALPR 
system as a match to a stolen vehicle or other law enforcement registry; or  
 

2) Where data retrieval is necessary for conducting or assisting with a criminal 
investigation, or to facilitate an authorized use identified in Section 2 above.  

 
Only personnel from the Santa Clara County Sheriff ‘s Office (“Sheriff’s Office”) may 
download ALPR data for local storage or printout for authorized purposes stated herein. 
ALPR data may not otherwise be downloaded for any other purpose by authorized 
personnel or by Town staff and other unauthorized individuals or entities.  
 
Downloaded, copied, and printed data shall be maintained in accordance with applicable 
state and federal evidentiary laws and maintain appropriate chain of custody. Additionally, 
the Sheriff’s Office shall implement physical security, encryption, firewalls, 
authentication, and other reasonable security measures to protect ALPRs data: 
 

• All ALPR data downloaded to the mobile workstation or in storage shall be accessible 
only through a login/password-protected system capable of documenting all access 
of information by name, date, and time. 
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• Only those employees of the Sheriff’s Office working in an investigative or 
enforcement function shall access ALPR data. 

• Sheriff’s Office employees approved to access ALPR data under these guidelines 
shall be permitted to access the data for the specific purposes outlined in Section 2 
above. 

 
5. Data Access 

 
The Town’s ALPR system may only be used by, and data collected thereunder shall be 
accessible only by, personnel of the Sheriff’s Office pursuant to a contract providing law 
enforcement services to the Town. While the Town contracts with certain vendor(s) for 
maintenance and repair of the ALPR system on an as-need basis, such vendors shall only 
be tasked with the inspection, troubleshooting, and maintenance of the ALPR system 
hardware and software configuration, associated cloud storage mechanism and server, as 
necessary. Vendors are not authorized to access data collected by ALPRs under any 
circumstances.  
 
In addition to this Policy, Sheriff personnel shall observe and comply with the Sheriff’s 
Surveillance Use Policy and any additional guidelines and regulations that are in place 
governing ALPR use and access. Prior to grant of use and access, the Sheriff’s Office 
shall execute an agreement with the Town and/or the Town’s contracted ALPR vendor, to 
the satisfaction of the Town Attorney, agreeing to comply with the terms of use for the 
Town’s ALPR system.  
 

6. Data Retention 
 

Data stored in the ALPR cloud system shall be purged after thirty (30) days from the date 
it was uploaded to the cloud system unless otherwise flagged by the ALPR system or 
downloaded locally pursuant to Section 4 above.  
 
Data that is flagged by the ALPR system, or otherwise downloaded and stored pursuant to 
Section 4 above shall be purged no later than six (6) months from the date it was flagged 
or downloaded for local storage, unless the data thereafter becomes associated with a 
criminal investigation or an ongoing case for an authorized purpose identified in Section 2 
above. In the latter case, the data shall be retrained for the duration of the criminal 
investigation and the criminal proceedings through adjudication of the case, unless 
otherwise ordered by the court to be retained for a longer period or permanently.  

 
7. Public Access 

 
ALPR data shall not be sold, shared, or transferred unless otherwise specified under this 
Policy. ALPR data shall not be made public  unless specifically required by state or federal 
law, or by court order. If a public request for data is received by the Town or the Town 
becomes aware of such request to personnel authorized for data access hereunder, the Town 
and the Sheriff’s Office shall consult with both the Town Attorney’s Office and the Santa 
Clara County Counsel’s Office to determine whether the requested data is exempt from 
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disclosure pursuant to the California Public Records Act or other state or federal law 
provisions, and whether any additional steps are required in response to such request for 
data. 

 
8. Third-Party Data-Sharing 

 
Data-sharing from Town ALPRs shall be limited to only the following:  

 
• District Attorney's Office for use as evidence to aid in prosecution, in accordance 

with laws governing evidence; 
• Public Defender's Office or criminal defense attorney via the District Attorney's 

Office in accordance with California criminal discovery laws; 
• Other law enforcement offices as part of a formal criminal or administrative 

investigation; 
• Parties to civil litigation, or other third parties, in response to a valid court order only.  

 
9. Training 

 
All personnel authorized to use and access the ALPR system and data pursuant to this 
Policy shall receive all required training from the Sheriff’s Office. Said Personnel shall 
also review and receive copies of this Policy and the Sheriff’s Surveillance Use policy.  

 
10. Oversight 

 
The Sheriff’s Office shall ensure compliance with this Policy as the provider of law 
enforcement services to the Town.  
 
All access to ALPR Data shall be logged, and the Sheriff’s Office shall maintain an audit 
trail of requested and accessed information, including the purpose of the search. Periodic, 
random audits shall be conducted by the Sheriff’s Office and also on at least an annual 
basis. Audits shall ensure compliance with this policy and all applicable laws, and shall be 
used to ensure the accuracy of ALPR information and correct data errors. Audit reports 
shall contain at least the following information: 

 
• Date and time of access; 
• Reason for accessing data; 
• Activity executed, including any license plate numbers searched; 
• Incident number associated with the investigation. 

 
Upon completion of each audit, the Sheriff’s Office shall provide a copy of the audit report to the 
Town’s City Manager for review within five (5) business days of completion. 
 
 
 
 

Item A Page 61

Town Council Meeting June 14, 2022



A.

B.

C.

D.

E.

B.

CHAPTER 9.02 - PUBLIC SAFETY INFORMATION

9.02.010 - Purpose.

The town installed automated license plate readers at stationary locations in town to capture images of license

plates for the purposes of helping to create a safer community, to deter crime and to aid in the resolution of crime.

The purpose of this chapter is to provide for the proper storage and use of the data gathered by the town's

automated license plate readers.

(Ord. 2017-418 § 1, 2017)

9.02.020 - De�nitions.

For the purposes of this chapter, the following words and phrases shall have the meanings ascribed to them in this

section:

"Automated license plate reader" or "ALPR" means the technology, also known as license plate

recognition, which provides automated detection of license plates.

"Criminal data" means data that is necessary for an active criminal investigation or that is the subject

of a valid court order.

"Data" means the information gathered by an automated license plate reader in the form of license

plates and metadata (location and time license plate was viewed), as well as access records, searches,

and any other operational data collected by the software system used to store, index, and access the

information gathered by an ALPR.

"Hot list" includes license plate(s) associated with vehicles of interest from an associated database,

including, but not limited to National Crime Information Center (NCIC), department of motor vehicles

(DMV) and local BOLOs.

"Law enforcement" or "law enforcement agency" refers to the San Mateo County Sheriff or Northern

California Regional Intelligence Center (NCRIC).

(Ord. 2017-418 § 1, 2017)

9.02.030 - Automated license plate reader data use.

A. Data will be securely stored by the town or its designee and will be available to law enforcement. The town or its

designee shall not unreasonably withhold access to data from law enforcement. Prior to allowing access to the data,

the law enforcement agency shall execute an agreement with the town, to the satisfaction of the town attorney,

agreeing to comply with the data retention and use provisions set forth in this chapter.

The town wishes to retain data long enough for law enforcement to make effective use of the data in

criminal investigations, while establishing a limited enough retention period to protect individual's privacy

rights. Therefore, the town establishes the following retention period: the retention period shall not

exceed twelve months for any purpose.
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D.

E.

F.

1.

2.

3.

4.

5.

6.

B.

1.

2.

3.

4.

C.

Data shall be retained by the town or its designee, law enforcement for no more than the applicable

period identified in Section 9.02.030(B) and then shall be permanently destroyed.

Data shall not be printed out to hard copy, captured as a screenshot, photographed, copied by hand, or

in any other way exported from the electronic storage system for retention or use, unless it is criminal

data that is subject to the retention limitation period identified in Section 9.02.030(B) and the

requirement for permanent destruction in Section 9.02.030(C).

Data may only be accessed by law enforcement personnel, who are authorized to access such data and

who have undergone the requisite training, and the access is only for legitimate law enforcement

purposes, such as when the data relates to a specific criminal investigation or department-related civil or

administrative action.

All data gathered is for official law enforcement use only and is not open to public view or inspection.

(Ord. 2017-418 § 1, 2017)

9.02.040 - Permitted and prohibited uses of data.

A. Permitted Uses. Proposed uses which support law enforcement access to the data include the following:

Protecting individuals or property that are the subject of a credible threat.

Assisting in an investigation into a misdemeanor or felony.

Locating stolen vehicles or wanted persons, including a vehicle on a hot list.

Assisting in the recovery of missing persons, including but not limited to missing children (Amber

Alert) or the elderly (Silver Alert).

Conducting grid searches of the area around a crime scene.

Any other purpose deemed appropriate by a majority of the town council upon the request of law

enforcement.

Prohibited Uses. The following includes uses of ALPRs prohibited by the town and proposed uses that do

not support access to the data by law enforcement:

Invading the privacy of individuals or looking into private areas or areas where a reasonable

expectation of privacy exists.

Harassing, intimidating or discriminating against any individual or group.

Enforcing infractions, including traffic violations.

Any other purpose not specifically authorized by this chapter.

Unauthorized access, possession or release of data is a misdemeanor pursuant to Portola Valley

Municipal Code Section 1.12.060. Any employee who accesses, possesses or releases data without

authorization or in violation of this chapter may face discipline pursuant to the personnel policies up to

and including termination.

(Ord. 2017-418 § 1, 2017)

9.02.050 - Automated license plate reader reporting and maintenance.
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B.

A. The town manager will give an annual report to the town council on the number of times data was accessed by

law enforcement, including, but not limited to a report from the law enforcement agency as to how many of the

license plates included in the data accessed were "hits" (on an active wanted list), the number of inquiries made by

law enforcement personnel relative to the data, the justification(s) for those inquiries, and information on any data

retained beyond retention periods described in [Section] 9.02.030(B) and the reasons for such retention.

The town shall regularly inspect and adequately maintain the ALPR equipment in proper working order

and shall ensure that the APLRs continue to function as provided for in this chapter.

(Ord. 2017-418 § 1, 2017)
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_____________

Oakland, CA 94608 • secure-justice.org • brian@Secure-Justice.org

Secure Justice is an IRS registered 501(c)(3) non-profit organization advocating against state
abuse of power, and for reduction in government and corporate over-reach. We target change in
government contracting and corporate complicity with government policies and practices that are
inconsistent with democratic values and principles of human rights.

We strive to create municipal civilian oversight frameworks that provide the community with a
meaningful voice and a seat at the table when crafting rules for the use of surveillance
technologies, and the data collected from such use. Although our primary focus is on entities
with police power, the blurring lines between public-private partnerships and corporate
complicity in the facilitation of human rights abuses by government actors causes us to also
address the private sector’s use of surveillance and smart city technologies, data sharing and
mining practices.
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_____________

Oakland, CA 94621 • independent.org • info@independent.org

The Independent Institute is a nonprofit, nonpartisan, public-policy research and educational
organization that shapes ideas into profound and lasting impact through publications,
conferences, and effective multimedia programs. The mission of the Independent Institute is to
boldly advance peaceful, prosperous, and free societies grounded in a commitment to human
worth and dignity

Copyright © 2021 by Independent Institute | Cover Image Credit: thevibrantmachine/ Pexels
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Executive Summary

In recent years, American municipalities have readily implemented automated license plate
readers (APLRs) for use by law enforcement. ALPRs are cameras that can quickly scan images
of car license plates. The primary function of these cameras are for assisting law enforcement to
find the location of particular vehicles, chiefly for purposes of recovery of stolen vehicles.

ALPRs have been a growing trend in law enforcement in the United States since the early 2000s.
From 2007 and 2012, ALPR use jumped from 19% to 71% nationally, with 85% of enforcement
agencies planning to buy or expand their systems according to a Policing Project report (Second
Report of the Axon AI Ethics Board: Automated License Plate Readers 13). Federal and state
funding provided tens of millions of dollars for ALPR purchases (Ibid.).

Despite the surge in their popularity, the efficacy of ALPRs has largely evaded serious inquiry.
Practical limitations seem to be the primary cause of this gap in the literature. Anachronistic
technology may have lacked some of the communicative abilities with networks that current
systems possess, combined with little apparent interest in logging ALPR data. Given the lack of
historic data available and few legal requirements to keep records, there has not been adequate
studies on the subject of ALPR efficacy. A Police Executive Research Forum (PERF) paper
analyzing an auto theft investigation unit in Mesa, Arizona in 2011, showing an uptick in
recovered vehicles after ALPRs, but no reduction in motor theft, has been the only literature of
note (Wexler). However, the paper lacks long term records and does not look for statistically
significant results, perhaps due to this lack of data.

Instead, this project reviewed the investigative leads generated by the ALPRs and the recovery of
stolen cars in the City of Piedmont between the years 2013–2019, while comparing occurrences
of motor vehicle theft before and after the ALPRs, between 2004–2020. This serves as a case
study illuminating on the costs and benefits for cities procuring ALPR systems. This paper can
provide guidance for more efficient law enforcement strategies, lower tax burdens, and better
property protection strategies.

The following observations resulted from the analyzed data:

● There is an absence of evidence suggesting Piedmont’s ALPRs are an effective treatment
for deterring vehicle thefts;

● the ratio of Piedmont’s ALPR systems license plate hits-to-investigative leads for law
enforcement is subjectively low, less than 0.3% of hits equate to leads;

● the positive correlation between license plate hits and investigative leads is weak;
● the positive correlation of plate “hits” and stolen vehicle recoveries is weak, indicating

more plate hits does not necessarily entail more vehicle recoveries; and
● the market value of recovered stolen vehicles during the years observed exceeds the city’s

costs to purchase the cameras, but given the absence of evidence of a casual relationship
between ALPRs and recovered vehicles, it is not suggested that the costs to the city have
been recuperated.
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Background

ALPR systems gather data on passing cars in a manner that greatly exceeds human observation.
The stated intention of such a system was that prior to the prevalence of ALPR technology, law
enforcement officers would need to confirm plates visually and subsequently compare the license
plate number with a database or central dispatch. ALPRs have the potential to mitigate staffing
limitations and other associated labor and human capital costs.

The distinguishing feature of ALPR cameras relative to standard consumer cameras or closed
circuit television cameras frequently used in private security surveillance is in the ALPR’s ability
to recognize characters. Conventional digital cameras, that is, those not included within the
ALPR definition, capture images as a composite of individual pixels. Whereas, conventional
analog cameras used in surveillance similarly capture images in horizontal or vertical lines of
pixels, referred to as “tv lines''. In addition to incorporating a “snapshot” composite of pixels,
typical ALPR systems possess “optical character recognition” or “OCR” software. OCR enables
the cameras to translate packets and groupings of pixels into ASCII binary code corresponding to
their alphanumeric character (The CCT Advisory Service).

When a car approaches the camera, the ALPR takes a series of pictures of the incoming vehicle.
The system at typical vehicle speeds may capture over ten pictures of a particular car, though
five pictures is considered to be the minimum amount of captures needed to maintain accuracy
(Ibid.). Each individual picture functions as a single bitmap, a mapping of an array of bits which
can store the value of colored pixels to make an image file (Ibid.). Though systems vary, even
monochromatic cameras are capable of being equipped with OCR software given sufficient
resolution. The OCR software is then capable of scanning the whole of the bitmap array and then
produces an estimation if the software may replace the grouping of pixels with the ASCII
equivalent of the estimated alphanumeric character (Ibid.). When the license plate is translated
by the OCR software, the vehicle registration and plate data is placed on a list attached to vehicle
information and is digitally retained. Some methods of license plate detection are specifically
tailored to particular circumstances, such as known colors (Navas and Mahesh). Others might
create unique identifiers for each scanned vehicle (Crump).

ALPR cameras may be subdivided amongst two major groups in terms of their mount. Stationary
ALPRs are confined to a particular location and may be fixed to existing municipal infrastructure
of sufficient height such as on light poles. Though the specific ratio of installation places, such as
pole mounted versus car mounted is presently unknown, a seeming trend is positioning stationary
cameras on traffic intersections or over freeway entrances and exits. When a number of
stationary ALPR cameras are fixed across a singular road system such as a freeway, data
collection can determine the direction and speed of the traveling car (Electronic Frontier
Foundation). When data is retained over a period, analysis would be able to determine the
frequency of a particular license plate traveling past a given camera network and would likewise
be able to determine travel patterns, plausibly allowing for the investigators to deduce a driver’s
place of living or place of employment (Ibid.).
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The second subgroup of camera mount are mobile ALPR systems. These systems are frequently
fixed to municipal patrol cars. In some municipalities that use ALPR specifically for parking
enforcement, these cameras are frequently dedicated to parking enforcement patrol vehicles,
though mobile ALPR cameras used in vehicle recovery or other non-parking enforcement related
law enforcement may be attached to general police patrol vehicles (Ibid.). The mobile nature of
these ALPR cameras would allow for law enforcement officers to fill gaps within existing
stationary ALPR networks, e.g it would allow a police officer to direct their vehicle in a
geographic area where there are no stationary ALPRs to act as a stopgap stationary ALPR. It also
allows for the ALPR system to gather license plate related data as the vehicle travels throughout
the municipality or freeway system (Ibid.). In some instances, mobile ALPRs may be used to
direct vehicles to get a secondary reading of a license plate that a previous stationary ALPR
flagged as suspect, given that the car direction is known.

When read, license plate data constitutes a bulk collection of data, that is, ALPR systems allow
for data to be captured without needing to discriminately investigate individual cars in person.
When license plate information is acquired, ALPR systems can coordinate with other databases
such as a list of stolen vehicles. When a license plate is flagged, or “hit”, that implies that one of
the connected databases with the ALPR system has returned a value that is associated with a
vehicle in connection with a suspected crime or infraction. When returned, that license plate
reading is placed on a secondary “hotlist”, which is a preloaded list of license plate data (Ibid.).
This data is easier to “fetch”, i.e. receive a return value on encoded data. This enables ALPR
systems in a general geographic location to better actively search for a particular license plate by
notifying an officer in the field about the location of a “hot” car, a car associated with suspected
misconduct (Ibid.).

Data ascertained by these systems is used to conduct primarily three generalized forms of
investigation: real time, historical and predictive. The capacity to conduct real time
investigations stems from the ability of ALPR systems to actively track individual vehicles in the
aforementioned manner of determining the direction and speed of the car in between camera
positions (Ibid.). Historical investigations augment pre-existing law enforcement investigations
by complementing officer’s direct investigations. Law enforcement personnel may fill in
incomplete information gathered by the APLR system or could retrieve other data associated
with a license plate given other information on the vehicle, helping to identify secondary
information of those suspected of misconduct (Ibid.). For use in predictive policing, collected
data can be farmed for use by law enforcement personal and law enforcement contractors to
identify potential crime patterns. If successive “hits” of differing vehicles are congregated or
grouped into a particular geographic location or time, the information could be relayed to officers
for extra scrutiny.

Other real time enforcement that does not pertain to suspected stolen vehicles, but are included
within the ALPR framework, are parking control cameras, whereby the system can control
access to a lot or garage; fee collection-cameras can automatically collect a fee for entry into a
lot and can database its occupants; toll collection operators of roads or bridges can automatically
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bill customers; and traffic control, such as capturing the license plate of cars running a red light
(Mesnik).

Method

The City of Piedmont, California is chosen for the years 2004–2020 as a case study because of
its high degree of transparency in regards to ALPR reporting. Piedmont is a predominantly
residential city located in Alameda County. The Piedmont Police Department is one of the few
agencies that self-reported ALPR data from the inception of its program and one of the few
agencies in the United States that has been tracking ALPR hits for several years. For each of
Piedmont’s stat sheets, the number of plate hits, stolen vehicle recoveries, recovered vehicle
values, arrests related to ALPRs, and investigative leads related to ALPRs are reported.

When trying to analyze the efficacy of ALPRs, the downstream effects of the ALPR system are
potentially broad. A study of the estimated outcome of ALPR systems within the Phoenix,
Arizona metropolitan area, one of the more comprehensive projections of its kind, sought to
include monetary benefits associated with improved registration compliance and insurance
compliance (Eberline). While downstream effects of this kind are in of themselves important,
available data for this case that attributes registration and insurance compliance numbers to
ALPR readings are inconclusive. Because assistance with stolen vehicle cases are frequently
discussed as the chief rationale for investing in ALPR systems, stolen vehicle recovery and
instances of vehicle theft is weighted as the most significant recuperated outcome, with
investigative leads and value of the vehicle being the variables of concern (Wexler).

A calculation of the ratio between Plate Hits and Investigative Leads for years 2013–2019 is
given. 2013 was the year in which Piedmont procured the ALPR systems, though they were not
in use until November of that year. A calculation of ratios is relevant in terms of preliminary
inferences on the practical significance of the relationships between variables. The robustness of
ratios is less preferable than statistical testing for determining statistical significance. However,
ratios of these variables have previously been used to estimate ALPR efficacy in the past and are
included to expand previous literature (Piedmont License Plate Reader Analysis Shows 99.97%
of Data Collected is Useless 2015).

A linear regression analysis was performed to ascertain the correlation between Plate Hits and
Investigative Leads and Plate Hits and Stolen Vehicles Recoveries. The year 2020 was not
included in these regression analyses because a completed uniform reporting for 2020 is not yet
available. Tentative reporting of 2020 values are provided in Table 7.

To compare the prevalence of motor theft before and after APLRs, a left-tailed Welch T-Test was
used to test the hypothesis that the observed number of motor thefts after ALPRs, was lower at
statistical significance than before ALPRs. Data was compiled from police reporting from the
years 2004–2020. This is generally the most appropriate statistical test for the nature of this kind
of data.
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At this time there are not enough samples to have a test with a high degree of power without
compromising effect size or significance level 𝛼 while solely relying on a traditional paired
t-test. Testing the left tail increases power, but priori power is still low. Unequal sample sizes
could result in a higher chance of a type I error using a paired t-test. A Welch’s T-Test generally
may be more robust on different n sample sizes between pre and post ALPR groups, therefore
was selected as the sample means comparison test.

A Mann-Whitney U Test helps supplement. A Mann-Whitney U Test does not test the same
hypothesis as the t-tests, insofar as a traditional t-test examines an equal mean in alternative and
unequal groups, whereas the Mann-Whitney U Test provides an informative approximation by
randomized observations. That is, the probability of our Before ALPR Group X exceeds an
observation from the After ALPR Group Y (in this case, a reduction in motor theft after ALPRs
would be a relevant result) than the probability of an observation from After ALPR Group Y
exceeding an observation from Before ALPR Group X, such that:

P(X > Y) ≠ P(Y > X) ∨ P(X > Y) + 0.5 · P(X = Y) ≠ 0.5

To examine the costs, the City of Piedmont’s 2013 purchase order of 39 ALPR cameras for
$576,378.80 with the ALPR vender 3M is used (“Piedmont 3M Invoice #SS24997 Redacted”).
To calculate the average aggregated cost of individual cameras the sales taxes items of
$34,210.80, $526.20 and $7894.80 are deducted from the $576,378.80 invoice charge resulting
in a non-tax included purchase order of $529,010. When discounting the shipping charge of
$2,690, the real purchase order value is $526,320. Divided amongst the 39 cameras, each
individual camera's value (from the aggregate) is equivalent to $13,495.38.

This number generally comports with $20,000 per camera average evaluation from the Arizona
Department of Transportation projection, as variance in model and purchases may account for
the discrepancy (Eberline 41). This is not to suggest that taxes or shipping costs should not be
included in determining the cost versus benefits of these systems. Rather the separation is
meaningful to maintain a threshold for camera costs, marginal one time shipping events and for
money flowing back into the state by virtue of California and county taxes.

The aggregation of camera costs is helpful rather than to tabulate individual camera costs largely
in part due to the unapparent difference in efficacy between varying camera models. That is, for
the purpose of this estimation, a P392+ camera costing $8,800 and a P392 camera costing
$15,200 is assumed to have a comparable capacity for detecting a flagged vehicle. While the
variety of models and features suggests that different cameras are more apt for fulfilling certain
functions, a reasonable weight on the individual camera variables cannot presently be
determined. Moreover, given that the cameras operate within a network and frequently rely on
additional cameras to track a particular vehicle, this work assumes these cameras, irrespective of
model, are all technically equivalent to each other. See Supplementary Material B: Excerpted
Hardware Listing, Piedmont 2013 3M Invoice-Redacted for an itemized list of costs.
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Efficacy

The following has been reproduced from a compilation of Piedmont Police Department ALPR
Stat Sheets presented at city council meetings. Years 2013–2015 were taken from the “Quarter
2–2015” stat sheet. Years 2015–2017 were taken from the “4th Qtr 2017” report. The full data
from 2015 was updated in the latter’s report. Years 2018–2019 were taken from “Piedmont
Police Department 2019 Year End Report.” At the time of this report, as aforementioned in the
methodology section, completed values for the calendar year 2020 and henceforth were
unavailable. A tentative table for 2020 is provided from the May 17, 2021 Piedmont Police
Department Quarterly Report in Table 7 (Lillevand, 2021).

In 2013, in the month of May, an Investigative Lead was reported without a Plate Hit.
Considering the city had not yet implemented their system, this is a peculiarity. The presumption
is that this is a data quality issue from the City of Piedmont. However, because the data is
unclear on the origin of the information prompting the investigative lead, it is difficult to say
with any certainty that this was a typographical mistake. The majority of the following analysis
operates as if the data was reported correctly. However, a second regression with a “0”
substituting the “1” will be run. Counting the errant (0,1) suggests that the interpretation of the
intercept means that a portion of investigations are related to ALPRs, even with no hits. This is a
practical implausibility.

Table 1.

2013 Plate Hits
Stolen Vehicle

Recoveries

Recovered
Vehicle
Values

Arrests
Related to
ALPR's

Investigative
Leads Related

to ALPR's
May 0 0 0 0 1
June 0 0 0 0 0
July 0 0 0 0 0
August 0 0 0 0 0
September 0 0 0 0 0
October 0 0 0 0 0
November 460 3 13,000.00 1 0
December 532 2 4,501.00 0 0

Totals 992 5 17,501.00 1 1

2014 Plate Hits
Stolen Vehicle

Recoveries
Recovered

Vehicle
Arrests

Related to
Investigative

Leads Related
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Values ALPR's to ALPR's
January 374 1 6,000.00 2 1
February 276 1 20,000.00 1 0
March 323 2 10,000.00 1 0
April 400 0 0 0 2
May 465 5 14,100.00 3 1
June 391 3 26,000.00 0 2
July 394 1 15,000.00 0 1
August 375 2 1,000.00 1 1
September 500 2 2,000.00 0 2
October 742 0 0 0 0
November 692 3 12,432.00 3 0
December 802 2 5,000.00 5 5

Totals 5734 22 111,532.00 16 15

2015 Plate Hits
Stolen Vehicle

Recoveries

Recovered
Vehicle
Values

Arrests
Related to
ALPR's

Investigative
Leads Related

to ALPR's
January 589 1 2,000.00 0 1
February 470 1 4,000.00 0 0
March 537 1 3,500.00 0 0
April 453 1 300 2 1
May 477 5 7,845.00 3 5
June 488 5 43,119.00 1 3
July 499 6 48,001.00 3 5

August 660 3 18,000.00 2 2
September 622 10 35,500.00 6 3
October 624 5 42,500.00 4 2
November 454 1 6,000.00 1 2
December 479 2 15,000.00 0 3
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Totals 6352 41 225,765.00 22 27

2016 Plate Hits
Stolen Vehicle

Recoveries

Recovered
Vehicle
Values

Arrests
Related to
ALPR's

Investigative
Leads Related

to ALPR's
January 340 2 13,500.00 2 2
February 328 1 1,000.00 1 0
March 455 5 27,500.00 5 3
April 545 8 38,100.00 4 1
May 486 7 51,338.00 3 3
June 508 6 19,000.00 6 4
July 609 4 13,500.00 1 2
August 705 0 0 1 1
September 564 8 77,900.00 5 2
October 491 1 1,500.00 1 2
November 645 3 20,445.00 3 3
December 848 6 15,500.00 5 3

Totals 6524 51 279,283.00 37 26

2017 Plate Hits
Stolen Vehicle

Recoveries

Recovered
Vehicle
Values

Arrests
Related to
ALPR's

Investigative
Leads Related

to ALPR's
January 548 5 26,000.00 4 2
February 399 0 0 0 1
March 630 3 27,000.00 0 3
April 699 4 7,000.00 3 1
May 868 5 65,100.00 3 1
June 810 2 17,000.00 2 1
July 787 5 10,938.00 5 1
August 782 2 6,000.00 0 3
September 660 4 20,496.00 4 1
October 666 5 52,000.00 3 3
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November 622 2 17,899.00 2 1
December 693 2 5,500.00 2 4

Totals 8164 39 254,933.00 28 22

2018 Plate Hits
Stolen Vehicle

Recoveries

Recovered
Vehicle
Values

Arrests
Related to
ALPR's

Investigative
Leads Related

to ALPR's
January 605 5 24,000.00 2 1
February 535 3 43,000.00 2 0
March 724 4 113,000.00 3 0
April 780 1 4,000.00 1 2
May 714 5 17,300.00 4 5
June unavailable 2 12,000.00 0 0
July *203 1 500 0 1
August 664 2 10,000.00 2 0
September 705 0 0 0 0
October 809 2 20,000.00 1 1
November 779 2 11,000.00 2 0
December 823 2 3,000.00 0 0

Totals 7341 29 257,800.00 17 10

2019 Plate Hits
Stolen Vehicle

Recoveries

Recovered
Vehicle
Values

Arrests
Related to
ALPR's

Investigative
Leads Related

to ALPR's
January 653 2 6,000.00 0 1
February 735 3 30,000.00 1 1
March 710 3 8,600.00 0 2
April 828 2 35,000.00 2 1
May 852 4 61,000.00 2 1
June 640 0 0 0 1
July 757 5 44,500.00 3 1
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August 730 4 43,500.00 1 5
September 767 2 26,000.00 1 0
October 682 2 21,000.00 0 2
November 958 4 24,000.00 3 2
December 1062 2 4,500.00 1 1

Totals 9374 33 304,100.00 14 18

Over the seven years examined, the respective totals for plate hits:

∑ Plate Hits = 44481

This results in a sample average of 6354 (rounded) per yearly period:

= 44481/7 = 6354𝑃𝑙𝑎𝑡𝑒 𝐻𝑖𝑡𝑠

Over the 7 years examined, the total of recovered vehicle values:

∑ Value of Recovered Vehicles = $1,450,914.00

Per the estimated recovered vehicle value, the value of $1,450,914.00 over the years 2013–2019
exceeded the initial purchase cost of the cameras (though this evaluation inference presumes no
difference in the utility between the estimated market dollars for recovered vehicles and the
utility of police department funds).

Counting each plate hit as an individual trial and each investigative lead as a statistical success,
over the seven year period the ratio of Plate Hits to Investigative Leads is as follows:

∑ Plate Hits = 44481

∑ Investigative Leads = 119

= 0.0026753 when floating to 7 digits119
44481

Assuming equal weights as mentioned previously in the methodology section, the value of
returned property per 39 cameras is $37,202.92, exceeding the $13,495.38 aggregated average
cost of the cameras.

To help analyze the relationship between an ALPR’s hit and an investigative lead induced by
said hit, a simple regression analysis of Investigative Leads based on Plate Hits was calculated,
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following the general formula of = β0 + β1 (x1,2 ...). For this purpose, NA values were coerced to𝑌
zero. The predicted number equals:

Investigative Leads = 0.0016818 (Plate Hits) + 0.5260684𝑌

R2 = 0.0973127 and R = 0.3119499

In the following figure, the values are graphed on a scatter plot with the trendline.

Figure 1.

The absolute value of the statistical measurement of the correlation coefficient R, can fall
between [-1,1]. For classifying the degree of correlation, > 0.7 will be considered strong. A𝑅| |
general threshold of > 0.7 is considered to be highly correlated, a value between [0.5, 0.7]𝑅| | 𝑅| |
is considered moderately correlated, a value between [0.3, 0.5] is considered weakly𝑅| |
correlated, and a value below 0.3 is considered very weakly correlated (Mindrila and𝑅| |
Balentyne).

The result R = 0.3119499 shows a weak positive correlation between Plate Hits and Investigative
Leads. Based on this data, the number of Plate Hits is not a satisfactory predictor of Investigative
Leads. Table 2 provides a summary.

________________________________________________________________

November 30, 2021

Item A Page 80

Town Council Meeting June 14, 2022



Secure Justice and Independent Institute | 16

Table 2.

Inference Y = α + βx

Estimation of Slope b = 0.0016818

Degrees of Freedom df = n - 2 = 82

Standard Error Slope SEb = 0.0005657

t-Statistic t = 2.9731929

P-Value p = 0.0038686

To account for the potential of the typographical error for May of 2013, the regression was
performed again. The predicted number of Investigative Leads equals:𝑌

0.0017755 (Plate Hits) + 0.4645903

R = 0.3275049 and R2 = 0.1072594

The result R = 0.3275049 also shows a weak positive correlation between Plate Hits and
Investigative Leads. From the R value, the adjustment made to address the potential May 2013
error had little effect, though the correlation measured by R is improved by a negligible
0.015555.

Another important potential benefit of ALPR cameras could be a reduction in the instances of
motor theft and improving stolen vehicle recovery. The following investigates that hypothesis.

To analyze the relationship between ALPRs and stolen vehicle recoveries, a regression analysis
of Stolen Vehicle Recoveries based on Plate Hits was calculated. NA values were coerced to zero.

The regression resulted in the following:

Stolen Vehicle Recoveries = 0.0034823 (Plate Hits) + 0.7750678𝑌

R = 0.4152355 and R2 = 0.172405

Figure 2 provides a scatterplot of Stolen Vehicle Recoveries and Plate Hits. Table 3 is a record
of the summary statistics.
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Figure 2.

As previously, a > 0.7 is considered strong. A general threshold of > 0.7 is considered to𝑅| | 𝑅| |
be highly correlated, a value between [0.5, 0.7] is considered moderately correlated, a𝑅| | 𝑅| |
value between [0.3, 0.5] is considered weakly correlated, and a value below 0.3 is considered𝑅| |
very weakly correlated. R = 0.4152355 shows a weak positive correlation between Plate Hits and
Stolen Vehicle Recoveries. Based on this data, the number of Plate Hits is not a satisfactory
predictor of Stolen Vehicle Recoveries.

Table 3.

Inference Y = α + βx

Estimation of Slope b = 0.0034823

Degrees of Freedom DF = n - 2 = 82

Standard Error Slope SEb = 0.0008425

t-Statistic t = 4.1332964

P-Value p = 0.0000858

To analyze the effect of ALPR treatment, the motor thefts before Piedmont installed ALPRs
versus motor thefts after Piedmont installed ALPRs are compared. Below in Table 4 is a year by
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year count of instances of motor thefts. Figure 3 provides a line graph. In the 10 years preceding
Piedmont’s first full year of ALPRs in 2014, 509 vehicles were reported stolen. Between
2014–2020, 215 vehicles were reported stolen. In the Before ALPR group, the annual average of
stolen vehicles was 50.9. The annual average for the After ALPR group is 30.714. It is observed
that the Before ALPR group has a lower average of motor thefts, by 20.186, than the After ALPR
group. Further data analysis is necessary to assist in determining the difference between these
group means.

Table 4.

Year ‘04 ‘05 ‘06 ‘07 ‘08 ‘09 ‘10 ‘11 ‘12 ‘13

Motor Thefts
Before ALPRs 77 61 75 55 44 43 17 53 42 42

Year ‘14 ‘15 ‘16 ‘17 ‘18 ‘19 ‘20

Motor Thefts
After ALPRs 40 38 25 16 17 19 60

Figure 3.

To compare the sample means between the “pre” and “post” ALPR group, a Welch T-Test
follows. To increase the test power and because less stolen vehicles after the installation of
ALPRs would be the relevant result, the calculation is set for a left tail, to better ascertain if the
After samples were smaller than the Before samples. Therefore the alternative hypothesis is H1:
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After < Before. For the purpose of this test, the year 2013’s results are counted in the Before
ALPR group, given the late presence of ALPRs in that year, potential lag in results from ALPRs,
lag in public perception of the existence of a potential criminal deterrent, and a lack of a clear
point of severance to make a f(2013) and f(2013′). The sample data is below in Table 5.

Table 5.

Stolen Vehicles Before
ALPRs

Stolen Vehicles After
ALPRs

77
61
75
55
44
43
17
53
42
42

40
38
25
16
17
19
60

The results of a two sample t-test (Welch), using T distribution (DF=13.7804) (left-tailed):

Table 6.

Stolen Vehicles Before ALPRs Stolen Vehicles After ALPRs

𝑋 50.9 30.714286

n 10 7

s 17.647474 16.183472

Skewness -0.209852 1.031928

Normality 0.5257 0.2216

P-Value 0.985526
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At a confidence level of 95%, the null hypothesis that ALPR cameras are not related to a
reduction in instances of stolen vehicles is retained. Since the P-value > α, there is a failure to
reject H0. The average of Before's population is considered to be greater than or equal to the
average of the After's population. In other words, the observations sampled support H0. The
P-value equals 0.985526, (p(x≤T) = 0.985526 ).

This means that if H0 is rejected, the chance of type I error (rejecting a correct H0) would be too
high: 0.9855 (98.55%). This result is generally considered a high P-value, which is relevant as
the larger the p-value the more it supports H0. The test statistic T = 2.437890, and is in the 95%
critical value accepted range: [-1.7633 : ∞]. At 20.19, x1-x2, is in the 95% accepted range:
[-14.6000 : ∞].

The statistic S' = 8.280. The data does not have any outliers as detected by the Tukey Fence
Method, given k=1.5. The assumption of normality was checked based on the Shapiro-Wilk Test,
α = 0.05. The priori test power is low (0.2507), therefore the test may not reject an incorrect H0.
Based on a two-tailed F test, σ1 is considered as equal to σ2 (P-value is 0.863). Sample R code for
a demo of this test may be found in Appendix A.

Failing to reject the null hypothesis, the difference between the samples after the installation of
ALPR cameras and the samples before the ALPRs was not statistically significant.

To supplement the t-test, a left-tailed Mann-Whitney U Test is also used. Unlike the null
hypothesis and alternative of the t-test, where the null hypothesis states that there is no
relationship between the sample groups, a Mann-Whitney U Test null hypothesis assumes that
the distributions of the groups are the same in terms of the probability of observing a value from
one group and comparing to the other. Mann-Whitney U test has little power. The total sample
size for motor thefts is only slightly above the threshold of 7 samples in which the test would
always return P < 0.05. The result statistic is U.

The normal approximation is used. The statistic's distribution is N(35,10.2342). The data contains
ties and identical values, the normal approximation that uses the ties correction is used. A ties
correction of 0.0024509803921568627 was used. The P-value = 0.9905, (p(x≤Z) = 0.9905).
Since P-value > α, there is failure to reject H0.

The randomly selected value of Before ALPRs' population is assumed to be greater than or equal
to the randomly selected value of After APLRs' population. The probability of a type I error is
high, 0.9905. The test statistic Z equals 2.345, which is in the 95% region of acceptance:
[-1.6449, ∞]. U = 58.5, is in the 95% region of acceptance: [18.1659,7 0]. The observed
standardized effect size, Z/√(n1+n2), is large (0.57). That indicates that the magnitude of the
difference between the value from Before ALPRs and the value from After ALPRs is large. The
results of the Mann-Whitney U Test should not be considered a definitive conclusion. The
tentative result is that there is a lack of evidence supporting the hypothesis that ALPRs are an
effective treatment. As more samples become available, future research can revisit this line of
testing, the demo code in R may be found in Appendix B.
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Discussion

When taking the complement of plate hits to investigative leads ratio, 99.73247% of ALPR hits
do not lead to investigative leads. This does not represent the ratio of license plate scans to
investigative leads however. When investigating the returned vehicle value, the estimated market
value of the cars seems to suggest that over the period of a few years, in this instance, three
years, the value of returned property could be comparable to the cost of the hardware
surveillance infrastructure investment, not controlling for upkeep and service costs. However,
this return on investment may not be generalizable, as the case study subject of Piedmont, a high
income area, may have a market value of stolen cars that is not representative of other
populations, thereby a larger rate of return than may be expected from other metropolitan areas
with a comparable number of cameras. Moreover, given the weak relationship between ALPR
cameras and vehicle recoveries, there is a lack of clear evidence suggesting that the cameras have
paid for themselves.

Present accounting of ALPR efficacy is limited by a lack of formal reporting standards by
municipal police agencies. Calif. Veh. Code § 2413 along with Calif. Civil Code §§ 1798.29,
1798.90.5 which pertains to license plate readers, limits the availability of data which would
accompany an internal audit for research purposes. As seen in Supplementary Material A:
Piedmont Stolen Vehicles 2010–2014 and TABLE 1, while the chance of a “hit” leading to an
investigation may be determined, there is a lack of raw information on the number of total plates
scanned by all cameras leading to a “hit”. Therefore, it is unclear how many license plates (and
therefore cars) are being scanned.

Data on plate scans was effectively unobtainable. A public records act request was sent to the
City of Piedmont. The police records specialist replied that there was nothing responsive to the
request as the data was only kept for a short number of days and did not relay further data. Policy
438.8 of the Piedmont Police Department Policy Manual states that:

The policy of the Piedmont Police Department is to utilize ALPR technology to capture
and store digital license plate data and images while recognizing the established privacy
rights of the public. All data and images gathered by the ALPR are for the official use of
this department. Because such data may contain confidential information, it is not open to
public review (2017).

Reviewing other municipalities that have ALPR policies in the same region, such as the City of
Alameda, similarly shows a propensity for city police departments to disallow review of their
license plate data (Alameda Police Department Policy Manual, Policy 462, Automated License
Plate Readers 2010). While it is ethically upright to purge unnecessarily stored data and give
proper consideration to the sensitivity of their records, totals for plate scans would be a valuable
inclusion in a police department crime report. Total scan numbers, for example, the number of
cars scanned in a given month, are not connected to specific individuals, nor places and do not
presently pose a compromise to the public’s expectation of privacy.
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The most proximate extrapolation was from analyzing an account from Piedmont’s Flock
Safety’s Operating System, which houses the police department’s online transparency portal
(Piedmont CA PD Transparency Portal). The website does not host historic data, but does give a
count for the number of vehicles detected in the “last 30 days”. The count is not updated daily,
but periodically at intervals that are unclear. For a thirty day period, which spanned August of
2021, overlapping with September of 2021, it was reported that 122,050 vehicles were detected
by the ALPRs. Because there is no current reporting of August 2021 ALPR statistics listing
number of hits and investigative leads, August of 2019’s data was used as a preliminary
substitute, as it was the most recent available data for the same month. Reviewing the ratio of the
aforementioned variables, compared to number of license plate scans results in the following:

Reported scans for a 30 day period (August–September, 2021) = 122050

Ratio of Plate Hits Per Plate Scans Using August of 2019 numbers: 730/122050 = 0.0059811

Number of Plate Scans Per Investigative Leads Related to ALPRs Using August of 2019
numbers: 119/122050 = 0.0009750

While this data shows that the overwhelming bulk of scans did not translate into hits or
investigative leads, without the proper data, this observation is conjectural.

In 2018, Oakland included in its Surveillance and Community Safety Ordinance comprehensive
reporting and audit mandates for surveillance technologies including ALPR systems (“Oakland
City Council / Rules for Surveillance Use / 4.26.2018”). Since then, the Californian cities of
Berkeley, Davis, and San Francisco, have adopted similar policies using the Oakland template. In
future calendar years, the audits and reports for these cities will become available, allowing for a
greater understanding of ALPR efficacy, though they differ from Piedmont’s template of
reporting. A type of reporting similar to Piedmont’s is preferable. Reporting should encapsulate
to the fullest extent that is feasible to include metrics of desired outcomes, such as vehicle thefts,
recovered vehicles and so forth.

More data would strengthen the power of the T-Test. As of now, there is a higher than desired
outcome of a type I error, that is, a false positive.

The City of Piedmont is exploring an expansion of its ALPR network. If the city procures
additional ALPRs, it would be beneficial to continue analyzing the costs and benefits of the
efficacy of these camera networks. One specific question would be whether or not more cameras
equals more investigative leads as a consequence of more coverage, or would there be
diminishing returns? Supplementary Material C: Excerpts of Quoted Prices from Piedmont
Council ALPR Expansion Agenda Meeting 07/01/2019 provides quoted costs and listings of
the proposed expansion. When new reporting is released, the efficacy of the plate readers can be
compared with these costs. Tentative reporting from the Piedmont police department regarding
2020 shows an uptick in motor thefts, as seen in Table 4. Preliminary figures for 2020 can be
seen in the following table.
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Conclusion

The low ratio of hits to investigative leads casts doubt on the practical significance of the
reliability of ALPRs to translate hits of license plates to investigative leads for law enforcement.
The findings also show that the correlation between license plate hits and investigative leads is
statistically weak and the correlation of plate hits and stolen vehicle recoveries is also
statistically weak. The low degree of correlation fails to demonstrate that plate hits are a strong
predictor of the desired responses. And that, while the average number of stolen vehicles since
the installation of ALPRs is observed to be lower than years prior, a sample means comparison
test does not suggest statistical significance. Therefore, the data from Piedmont fails to suggest
that ALPRs are an effective treatment at deterring vehicle theft. Despite the market value of
recovered vehicles exceeding the camera costs, given the lack of evidence supporting a strong
relationship between the cameras and recovered vehicles, it cannot be determined that the camera
costs were recuperated.

Table 7.

2020 Plate Hits
Stolen Vehicle

Recoveries

Recovered
Vehicle
Values

Arrests
Related to
ALPR's

Investigative
Leads Related

to ALPR's

January 938 0 0 0 NA

February 602 1 16,000.00 1 NA

March 710 1 15,000.00 0 NA

April 702 7 61,500.00 5 NA

May 624 3 15,000.00 1 NA

June 721 3 10,000.00 2 NA

July 805 3 6000 1 NA

August NA 2 3,800.00 2 NA

September 1275 3 9,000.00 2 NA

October 879 5 12,000.00 1 NA

November 1005 3 9,500.00 0 NA

December 820 3 9,500.00 2 NA

Totals 9081 34 167,300.00 17
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Appendix A: Demo R input for Two Sample T-Test

> BeforeALPRs1<-c(17,42,42,43,44,53,55,61,75,77)
> AfterALPRs1<-c(16,17,19,25,38,40,60)
> t.test(BeforeALPRs1, AfterALPRs1, alternative = "less", paired = FALSE, var.equal =
FALSE, conf.level = 0.95)

Appendix B: Demo R input for Mann-Whitney U Test

> BeforeALPRs2<-c(77,61,75,55,44,43,17,53,42,42)
> AfterALPRs2<-c(40,38,25,16,17,19,60)
> wilcox.test(BeforeALPRs, AfterALPRs, alternative = "less", paired = FALSE, exact =
FALSE, correct = TRUE)
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Supplementary Material A: Piedmont Stolen Vehicles 2010–2014
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Supplementary Material B: Excerpted Hardware Listing and Invoice
Redacted, Piedmont 2013 3M
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Supplementary Material C: Excerpts of Quoted Prices from Piedmont
Council ALPR Expansion Agenda Meeting 07/01/2019
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Declaration of Conflicting Interests

Jonathan Hofer declares that he was a plaintiff in a 2018 lawsuit, now resolved, in which an
ALPR vendor was a defendant and that he owns stock in a separate company that assists law
enforcement agencies with ALPR related services.

Funding

The author received no financial support for the research, authorship, or publication of this
article.

________________________________________________________________

November 30, 2021

Item A Page 112

Town Council Meeting June 14, 2022



Secure Justice and Independent Institute | 48

Works Cited

Alameda Police Department Policy Manual, Policy 462, Automated License Plate Readers
(2010). Alameda, CA.

Crump, Catherine. American Civil Liberties Union, New York, NY, 2013, You Are Being
Tracked: How License Plate Readers Are Being Used to Record Americans’ Movements .

Eberline, Andrew. Cost/Benefit Analysis of Electronic License Plates Final Report 637, Arizona
Department of Transportation , 2008.

Electronic Frontier Foundation. Automated License Plate Readers (ALPRs).
Mesnik, Bob. “How Automated License Plate Recognition (ALPR) Works.” Kintronics, 24 May

2017.
Mindrila, Diane, and Phoebe Balentyne. “Scatterplots and Correlation.” University of West

Georgia,
https://www.westga.edu/academics/research/vrc/assets/docs/scatterplots_and_correlation
_notes.pdf.

Navas, Neethu, and Hema S Mahesh. “VEDA Based Car License Plate Recognition.”
International Journal of Science Technology & Engineering, vol. 2, no. 11, May 2016,
pp. 475–484.

The CCT Advisory Service. “An Introduction to ANPR.” Cctv-Information.co.uk, 14 Jan. 2009.
Oakland City Council / Rules for Surveillance Use / 4.26.2018. 2018,

www.documentcloud.org/documents/4450176-View-Supplemental-Report-4-26-18.html.
Piedmont 3M Contract Redacted 2013. Dec. 2013,

www.documentcloud.org/documents/2329513-piedmont-3m-contract-redacted-2013.htm.
Piedmont 3M Invoice #SS24997 Redacted. The City of Piedmont, 30 Sept. 2013,

www.documentcloud.org/documents/2329514-piedmont-3m-invoice-ss24997-redacted-3
0sep2013.html.

Piedmont CA PD Transparency Portal. Flock Safety,
https://transparency.flocksafety.com/piedmont-ca-pd.

Piedmont License Plate Reader Analysis Shows 99.97% of Data Collected is Useless. The Center
for Human Rights and Privacy. (2015). Retrieved 2021, from
https://www.cehrp.org/piedmont-license-plate-reader-analysis-shows-99-97-of-data-colle
cted-is-useless/.

Piedmont Police Department ALPR Stat Sheet Q2 2015, 2015.
Piedmont Police Department 2019 Year End Report, 2019.
Piedmont Police Department 4th Qtr 2017, 2017.
Piedmont Police Department Policy Manual, Policy 438, Automated License Plate Readers

(ALPRS) (2017). Piedmont, CA.
Policing Project: New York University School of Law, 2019, Second Report of the Axon AI

Ethics Board: Automated License Plate Readers.
United States, City Administrator, and Sara Lillevand. City of Piedmont Council Agenda Report:

Piedmont Police Department Quarterly Report, 2021.
https://piedmont.ca.gov/common/pages/DisplayFile.aspx?itemId=17700724.

________________________________________________________________

November 30, 2021

Item A Page 113

Town Council Meeting June 14, 2022

http://www.documentcloud.org/documents/2329514-piedmont-3m-invoice-ss24997-redacted-30sep2013.html
http://www.documentcloud.org/documents/2329514-piedmont-3m-invoice-ss24997-redacted-30sep2013.html


Efficacy of “Hits” by Automated License Plate Readers | 49

Wexler, Chuck. “‘How Are Innovations in Technology Transforming Policing?’” Police
Executive Research Forum, 2012. Critical Issues in Policing,
https://www.policeforum.org/assets/docs/Critical_Issues_Series/how%20are%20innovati
ons%20in%20technology%20transforming%20policing%202012.pdf.

________________________________________________________________

November 30, 2021

Item A Page 114

Town Council Meeting June 14, 2022



Feature Name Here

Automate investigative leads with a
camera that sees like a detective

Not your average license plate reader

The Flock Safety Falcon is an affordable, infrastructure-free ALPR (automatic license
plate recognition) camera for law enforcement agencies who want to increase case
clearance and eliminate crime with less. Unlike traditional ALPR, the Falcon uses
Vehicle Fingerprint ™ technology to transform hours of footage into actionable
evidence, even when a license plate isn't visible.

Infrastructure-Free
With solar power and LTE connectivity,
we can install the Falcon where it makes
the most impact on crime in just a few
weeks. 

Safety-as-a-Service
Get software, data, cloud storage,
maintenance, and access to a network of
1B+ plate reads/month for one
subscription price. 

Vehicle Fingerprint Technology
Search footage by vehicle type, make,
color, license plate state, missing and
covered plates, and other unique
features like bumper stickers, decals,
and roof racks.

Flock Safety Falcon ™ 
ALPR Camera
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More plate
reads than

the
competition

130%

Recovered in
stolen

vehicles in
Wichita, KS

$1.1M

Stolen plate
and vehicle

hits per hour

120

More
accurate

than legacy
ALPR 

30%

Crime
reduction in

Cobb County,
GA

60%

Join 1400+ cities using Flock Safety OS
to eliminate crime

Detect Decode Deliver
objective evidence
necessary to clear

more cases

real-time alerts to
dispatch, patrol, and

detectives

Trustworthy technology that drives positive results

“We are making some pretty
significant arrests almost every

single day." 
 

— Lt. Casey Slaughter
Wichita Police Department

footage with machine
learning to uncover
investigative leads 
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Identify body type, make, color, license plate (partial, missing, or
covered plates), temporary plates, license plate state, and unique

features like decals, bumper stickers, and accessories that create a
traceable Vehicle Fingerprint.

 

Capture objective evidence 24/7 without
the overtime pay

Voltage: 18-20V
Weight: 9.6lbs (with
hardware)
Length: 21.25"
Width: 14"
Depth: 2"
Mount: atop pole with
bolts

DOT breakaway pole: 6',
12'
Material: SCH 40
Alloy: 6061
Weight: 32 lbs

Solar Panel

Pole

Length: 8.75"
Height: 5"
Width: 2.875"
Mount: Adjustable band
clamps
Weight: 3lbs
Footage: Uploads via LTE
Line of Sight: 15' wide,
30-65' distance 
Assembly: Flock Safety
in Atlanta, GA
Speed Capture: <100MPH

Camera
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DATA SHEET | L5F CAMERA SYSTEM

Missed scans mean unsolved cases and unrecognized revenue. The L5F Fixed License Plate Recognition 
Camera System captures clearer images at greater distances on your high-speed, high-volume roadways. 
Paired with Vigilant PlateSearch or Vigilant ClientPortal, this solution enables you to receive real-time 
alerts, conduct comprehensive searches and leverage advanced analytics and parking tools to uncover 
new vehicle location insights that protect communities and generate revenue.

Scan More Than Before 
Capture your clearest plate detections yet, 
at greater distance, on your most high-
volume, high-speed roadways.

Rely On Better Basics 
Beyond ensuring you’ve captured the best 
data, we make management, alerting and 
searching straight-forward.

Do More With More Data 
Use patented analytics, specialized tools 
as well as easier data sharing and access 
to derive new intelligent insights.

KEY BENEFITS

L5F FIXED LPR 
CAMERA SYSTEM
SEE FARTHER. SEE CLEARER. SCAN MORE. 
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L5F FIXED LPR CAMERA

CAMERA PERFORMANCE

Part Number   Optimal Focal Length  Capture Range* 

VSR-5x-908   14 ft    6-27 ft

VSR-5x-916   40 ft    25-55 ft

VSR-5x-925   70 ft    55-85 ft

VSR-5x-935   95 ft    85-105 ft

VSR-5x-950   115 ft    105-125 ft

CAMERA ACCESSORIES

ILLUMINATION

VIDEO STREAMING

OPTICS

Window   Shatterproof window

Resolution   1440x1080 Monochrome global shutter 1440x1080 Color global shutter

Capture speed maximum  150 mph (241 kph)

HOUSING

Size   6.9 x 6.5 x 2 in / 175 x 165 x 51 mm

Fixed mounting   3-axis (aim precision) lock in place, low profile, solid mount, and sun shield

Color   Matte black

Weight   3.5 lbs

ENVIRONMENTAL

Environmental protection  IP67 / NEMA4 compliant

Operational temperature  -40ºF to 140ºF (-40ºC to 65ºC)

Connector   IP67 rated

CABLE MANAGEMENT

Cable length   Up to 328 ft (100 m)

Type            Cat6 STP 22-24 AWG

Connector   10 pin circular- all-weather, impact resistant

ELECTRICAL

Power consumption   12.95W nominal

Input voltage   POE (IEEE802.3 af PD)

Part #   VS-UNI-POLE-MNT

Description   Single Fixed Camera Mount/Bracket

Pulsed LED illumination  Zero lux environments *850nm and 750nm options

ONVIF compliant    H.264/H.265, M JPEG

The L5F Camera features a new state-of-the-art sensor that allows it to capture 
clearer images at greater distances on your high-speed, high-volume roadways.

DATA SHEET | L5F CAMERA SYSTEM

*Up to 2 lanes of traffic coverage in most scenarios.
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VLP COMMUNICATIONS BOX
The VLP Communications Box combines processing and power in a durable, ruggedized 
enclosure that is equipped with an all-in-one built-in processor with GPS and PoE for up 
to four cameras.

SYSTEM
CPU  Intel Gen8 Core i7-8700T (12M Cache 2.4GHz up to 4.0GHz)

Memory  2 x 8GB DDR4 2400 MHz SO-DIMM

LAN Chipset  9 x Intel i210-AT and 1 x i219 (iAMT9.5 w/ i5, i7 only) Gb/s Ethernet Controllers Onboard Support PXE and WOL

I/O
Serial Port  3 x RS 232/422/485 (Auto Direction Control)

USB Port  4 x USB 3.0 Ports

LAN  10 x RJ45 Ports for GbE (Optional for M12 connector and 8 x PoE total Max. 120W)

Video Port  3 x DP Ports

Wi-Fi Adapter   802.11n/g/b

4G LTE / GPS   Sierra Wireless EM7511-Dual Sim Support

POWER REQUIREMENT

SOFTWARE
Operating System  Ubuntu 18.04 64bit

GRAPHICS
Graphics  Intel® UHD Graphics 630

Resolution  Max Resolution (DP) : 4096x2304@60Hz

STORAGE
Type  2 x 2.5” Drive Bay for SATA Type HDD/SSD RAID 0, 1, 5 1 x mSATA

ENVIRONMENTAL
Operating Temp.  -40ºC ~ 70ºC, ambient w/ 0.6m/s airflow

Storage Temp.  -40ºC ~ 80ºC

Relative Humidity  10% RH – 90% RH (non-condensing) 

Vibration (random)  EC60068-2-64, random, 2.5G@5~500Hz, 1hr/axis with SSD

Vibration Operating  MIL-STD-810G, Method 514.6, Procedure 1, Category 4

Shock  Operating: MIL-STD-810G, Method 516.6, Procedure 1, Trucks and semi-trailers=15G (11ms) with SSD

Certifications  CE, FCC Class A, E13

MECHANICAL
Construction  Polycarbonate

Mounting  Wall or pole mount

Weight  34.5 lbs (15,649g)

Dimensions  356(L) x 305(W) x 178(D) mm

Power Input  120V AC

Power Protection  Automatic Recovery - Short Circuit Protection

Power Management  Remote/Ignition connection to toggle power

Power Off Control  Power off Delay Time Setting by BIOS and Software

DATA SHEET | L5F CAMERA SYSTEM
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Motorola Solutions, Inc. 500 West Monroe Street, Chicago, IL 60661 U.S.A.  motorolasolutions.com 

MOTOROLA, MOTO, MOTOROLA SOLUTIONS and the Stylized M Logo are trademarks or registered trademarks of Motorola Trademark Holdings, LLC and  
are used under license. All other trademarks are the property of their respective owners. © 2021 Motorola Solutions, Inc. All rights reserved. 02-2021

For more information, 
visit motorolasolutions.com/contactus
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BROCHURE    M500 IN-CAR VIDEO SYSTEM PAGE 1

BROCHURE    M500 IN-CAR SYSTEM

RAPID INSTALL. 
RAPID INSIGHTS. 
THE L6Q QUICK-DEPLOY LICENSE PLATE 
RECOGNITION CAMERA SYSTEM 
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COMMUNITY 
SAFETY 
SHOULDN’T 
BE LIMITED 
BY COMPLEX 
TECHNOLOGY.

BROCHURE    L6Q QUICK-DEPLOY LPR CAMERA SYSTEM PAGE 2
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DETECT.
ANALYZE.
RESPOND.

This next generation of quick-deploy 
LPR camera includes a new,  
high-capacity, swappable internal 
battery along with solar and AC/
DC direct line power options. 
Additionally, configuration and 
activation takes place from your 
Android or iOS smartphone using our  
Mobile Companion application.

On-board the L6Q, radar-based 
triggering can be configured for only 
vehicles moving at specific speed 
thresholds and directions of travel, 
across multiple lanes, to hone in on 
only the data you’re interested in. 
The long-range, integrated infrared 
(IR) illumination and a new starlight 
sensor enable you to scan vehicles 
even in complete darkness. And 
lastly, a tamper-proof design and 
paintable, removable shroud makes 
the L6Q physically secure while 
blending in with its surroundings.

Safety should be simple.  
By combining sophisticated license  
plate recognition (LPR) with 
consumer-grade ease of installation 
the L6Q camera system enables law 
enforcement agencies and businesses 
alike to better ensure the safety and 
security of the people they serve. 

BROCHURE    L6Q QUICK-DEPLOY LPR CAMERA SYSTEM PAGE 3
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FAST

PAGE 4BROCHURE    L6Q QUICK-DEPLOY LPR CAMERA SYSTEM

START SCANNING PLATES IN A 
MATTER OF MINUTES WITH ONLY 
ONE PERSON REQUIRED TO INSTALL, 
CONFIGURE AND ACTIVATE THE L6Q.

EASILY INSTALL  
OUT-OF-BOX

The faster you can install an LPR camera, the faster you can start scanning 
plates. The L6Q’s user-friendly design, convenient carry case and intuitive 
out-of-box workflow mean it can be installed, configured and activated by 
one person in a matter of minutes. Mount it on almost any surface and 
complete setup from your smartphone for ultimate ease.
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FAST
THE FASTER YOU 
CAN INSTALL AN 
LPR CAMERA,  
THE FASTER 
YOU CAN START 
SCANNING 
PLATES.

PAGE 5BROCHURE    L6Q QUICK-DEPLOY LPR CAMERA SYSTEM

RAPID-DEPLOYMENT CARRY CASE   
Take the L6Q around town and up and down 
ladders safely with a carry case that keeps 
everything you need accessible.

WALL, POLE & TREE MOUNT OPTIONS  
The L6Q mount can attach to most poles, 
T-poles, or to common infrastructure with 
included band-ties and lag-bolts.

APP-BASED CONFIGURATION & ACTIVATION  
Connect and set up the L6Q quickly and easily 
on-site with the Mobile Companion app on your 
Android or iOS device. 

SIMPLE, EASY-TO-HANDLE DESIGN 
Compact, lightweight construction, ball-
joint attachment and single screw locking 
mechanism makes L6Q installation easy.
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CONFIGURE THE L6Q TO COLLECT THE 
PLATE, MAKE, MODEL, COLOR AND 
SPEED DATA YOU NEED - IN LIGHT 
AND DARK CONDITIONS.

GET THE DATA  
THAT MATTERS

Clean data means good insights. Get the data you need by configuring the 
L6Q to scan vehicles moving at specific speeds and directions. Each scan 
collects valuable information beyond the license plate like make, model, 
color and speed, even in dark conditions, to help advance investigations. 
And, with remote monitoring you can ensure your cameras are always 
working when you need them.

PAGE 6BROCHURE    L6Q QUICK-DEPLOY LPR CAMERA SYSTEM
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BROCHURE    L6Q QUICK-DEPLOY LPR CAMERA SYSTEM

EXACTDIRECTION & SPEED-BASED RADAR DETECTION   
Configure the L6Q to trigger on vehicles moving at specific speeds,  
up to 75 MPH, and directions of travel up to 75 feet away. 

MAKE, MODEL, COLOR & SPEED RECOGNITION  
Capture valuable information like vehicle make, model, color and 
speed with AI that is capable of recognizing almost any vehicle.

REMOTE SYSTEM MONITORING & UPDATES 
Ensure your system is working as it should with automatic updates 
and remote battery, signal, storage and status monitoring.

LONG RANGE IR-ENABLED NIGHT VISION 
Scan vehicles even in total darkness, with long-range, integrated 
infrared (IR) illumination and a starlight sensor. 

PAGE 7

CONDUCT  
MULTI-LANE 
SCANNING ON 
VEHICLES MOVING 
UP TO 75 MPH AT 
UP TO 75 FT AWAY.
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TOUGHDEPLOY THE L6Q WHERE AND WHEN 
NEEDED WITHOUT WORRYING ABOUT 
WEATHER, SECURITY, POWER SOURCE, 
OR CONNECTIVITY. 

READY FOR ANY  
ENVIRONMENT

Criminals operate everywhere. Your LPR camera should too. Solar, AC/DC 
and high-capacity, swappable battery options enable you to install the L6Q 
almost anywhere. Built to run in all weather conditions it is also physically 
secure, with its tamper-proof design. You can also customize the L6Q to 
blend in with its surroundings by painting the removable shroud. 

PAGE 8BROCHURE    L6Q QUICK-DEPLOY LPR CAMERA SYSTEM
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BROCHURE    M500 IN-CAR VIDEO SYSTEM

TOUGH

PAGE 9BROCHURE    L6Q QUICK-DEPLOY LPR CAMERA SYSTEM

TEMPERATURE & WEATHER RESISTANT    
Install the L6Q in the hottest and coldest 
locations with its IP67-rated design capable of 
withstanding even the harshest elements.

TAMPER-PROOF WITH PAINTABLE SHROUD  
The L6Q is built to be physically secure and to 
blend in with its surroundings by easily removing 
and customizing its shroud.

FLEXIBLE LTE CONNECTIVITY  
Buy the L6Q as-a-service with a Verizon SIM card 
and cellular plan, or use your own Verizon, AT&T, 
FirstNet* or T-Mobile SIM card.

*Q3 2022

SOLAR, BATTERY & AC/DC POWER OPTIONS 
Deploy the L6Q where needed with versatile 
power options including solar, AC/DC, as well as a 
swappable internal battery. 

AN IP67 RATING 
ENSURES THE L6Q 
WILL PERFORM 
IN ALL WEATHER 
CONDITIONS.
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BROCHURE    M500 IN-CAR VIDEO SYSTEM PAGE 10PAGE 10BROCHURE    L6Q QUICK-DEPLOY LPR CAMERA SYSTEM

GO BEYOND BASIC ALERTS AND 
SEARCHES WITH PATENTED ANALYTICS 
AND COMPLETE CONTROL OVER YOUR 
DATA RETENTION AND SHARING.
License plate data collection is only the tip of the iceberg. What you do with it is 
what matters. The L6Q, like all of our camera systems, comes with our industry-
leading Vigilant PlateSearch software, a part of the Vigilant LEARN platform, 
to manage hot lists and alerts, conduct advanced searches and run patented 
analytics. Most importantly, with Vigilant PlateSearch your data is completely 
under your control with customer-defined retention and sharing capabilities.

AMPLIFY INSIGHT   
& AWARENESS

1,800+

35B+ 

600K+

agencies on the LEARN platform 
and capable of data sharing  

detection records from agency 
and business partners  

daily hot list alerts initiated for 
vehicles of interest 

SHARING  
BY THE  

NUMBERS
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CONTROL

PAGE 11BROCHURE    L6Q QUICK-DEPLOY LPR CAMERA SYSTEM

Target Alert Service (TAS)  

Windows Client

Mobile Companion  

Android/iOS App

HOT LIST MANAGEMENT & ALERTING 
From Vigilant PlateSearch, build your own hot lists, subscribe to shared lists 
from the National Crime Information Center (NCIC) and state hot lists as well 
as share lists with local law enforcement partners. Configure alerts to be 
received across devices and applications.

TEXT & EMAIL  
ALERTS

IN-CAR (MDT)  
ALERTS

ANDROID/IOS  
ALERTS

WINDOWS CLIENT 
ALERTS
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PAGE 12

ACCESS BILLIONS 
OF DETECTIONS 
FROM LAW 
ENFORCEMENT 
AND COMMERCIAL 
PARTNERS.

PROTECT

PLATE &  
LOCATION-BASED SEARCH    
Search by full or partial plate, 
or location. Filter by year, make, 
model and more.

PATENTED VEHICLE 
LOCATION ANALYTICS    
Identify associations, predict the 
location of vehicles and more 
with patented analytics.

DATA MANAGEMENT  
& SECURITY    
Control data retention, sharing 
and camera systems all from a 
single secure place.

PAGE 12BROCHURE    L6Q QUICK-DEPLOY LPR CAMERA SYSTEM
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PROTECT
WE TAKE  
SECURITY SERIOUSLY
DEPLOY LPR RESPONSIBLY WITH 
STANDARDS-BASED SECURITY 
BUILT IN FROM THE GROUND UP, 
AND AUTOMATIC UPDATES THAT 
KEEP YOU PROTECTED.

Vigilant PlateSearch is designed to work seamlessly with our camera 
systems to provide data protection and integrity with end-to-end encryption 
and hashing. Access to your system requires authentication from a secure 
web-browser and you can provision users and groups to only have access 
to certain features or capabilities. Within the system, all user actions 
are audited, with additional usage justification requirements for certain 
functionality, so that detailed audits can be conducted and accountability is 
never compromised.

A part of having a secure system is making sure that you’re staying up to 
date. That is why we routinely deliver system updates to you that not only 
keep you secure, but bring you our best, most powerful new features as 
soon as they are ready. Software updates for Vigilant PlateSearch occur 
automatically and are clearly documented so you can stay up to date too.

PAGE 13

DATA PROTECTION 
& INTEGRITY 
MECHANISMS

STRICT USER 
ACCESS & 
AUTHENTICATION

GRANULAR AUDITING 
& ACCOUNTABILITY 
TOOLS

INCLUDED 
AUTOMATIC 
SYSTEM UPDATES

BROCHURE    L6Q QUICK-DEPLOY LPR CAMERA SYSTEM
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OUR SERVICE OPTIONS KEEP YOUR 
TEAM AND SYSTEM WORKING SO 
YOU CAN MAINTAIN THE SAFETY OF 
THE PEOPLE YOU SERVE.

TRAINING & SUPPORT  
Whether it’s generating new leads or successfully following up on current 
ones, the Motorola Solutions Vigilant Training Team is ready to help. 
Composed of retired and former law enforcement personnel, the team brings 
well over a hundred years of investigative experience to the table along with 
free training available in-person and online. And when you need technical 
support, our certified engineers use the right escalation procedures to bring 
you a prompt resolution.

PROCUREMENT OPTIONS  
The L6Q camera system can be bought as an outright purchase or as a 
subscription. With a subscription, you can bring the power of our license 
plate recognition technology to your community for a low, predictable cost.

HARDWARE WARRANTY  
Maintain efficiency and reliability with a one year manufacturer warranty 
from ship date, with the option to purchase an additional four years for a 
total five year warranty.

GET THE MOST OUT
OF YOUR SOLUTION
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PAGE 15BROCHURE    L6Q QUICK-DEPLOY LPR CAMERA SYSTEM

BETTER ENSURE 
THE SAFETY AND 
SECURITY OF 
THE PEOPLE YOU 
SERVE WITH THE 
L6Q QUICK-DEPLOY 
LPR CAMERA 
SYSTEM.
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BROCHURE    M500 IN-CAR VIDEO SYSTEM PAGE 16
MOTOROLA, MOTO, MOTOROLA SOLUTIONS and the Stylized M Logo are trademarks or registered trademarks of Motorola Trademark Holdings, LLC  

and are used under license. All other trademarks are the property of their respective owners. ©2022 Motorola Solutions, Inc. All rights reserved.  01-2022

www.motorolasolutions.com/L6Q
For more information, please visit
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QUICK-DEPLOY 
LPR CAMERA 
SYSTEM  

DATA SHEET    L6Q QUICK-DEPLOY LPR CAMERA SYSTEM 

Safety should be simple. By combining sophisticated 
license plate recognition (LPR) with consumer-grade 
ease of installation the L6Q camera system enables 
law enforcement agencies and businesses alike to 
better ensure the safety and security of the people 
they serve.

This next generation of quick-deploy LPR  
camera includes a new, high-capacity,  
swappable internal battery along with solar  
and AC/DC direct line power options.  
Additionally, configuration and activation takes  
place from your Android or iOS smartphone using  
our Mobile Companion application.

On-board the L6Q, radar-based triggering can be 
configured for only vehicles moving at specific  
speed thresholds and directions of travel to focus on 
only the data you’re interested in. The long-range, 
integrated infrared (IR) illumination and a new 
starlight sensor enable you to scan vehicles even in 
complete darkness. And lastly, a tamper-proof design 
and paintable, removable shroud makes the L6Q 
physically secure while blending in with  
its surroundings.

Like all of our license plate recognition camera 
systems, the L6Q seamlessly connects with our 
suite of software solutions. This includes Vigilant 
PlateSearch where your data is retained and 
shared based on your preferences, as well as 
operationalized by our patented analytics and  
search capabilities.
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RAPID  
INSTALL.
RAPID  
INSIGHT.

PAGE 2

EASILY INSTALL 
OUT-OF-BOX

Start scanning plates in a matter of minutes 
with only one person required to install, 
configure and activate the L6Q.

GET THE DATA  
THAT MATTERS 

Configure the L6Q to collect the plate, make, 
model, color and speed data you need - in light 
and dark conditions.

READY FOR   
ANY ENVIRONMENT

Deploy the L6Q where and when it’s needed 
without worrying about weather, security, power 
source, or connectivity.

AMPLIFY INSIGHT     
& AWARENESS

Go beyond alerting and searching with patented 
analytics, complete control over data retention 
and broad sharing options.

DATA SHEET    L6Q QUICK-DEPLOY LPR CAMERA SYSTEM 
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KEY SPECIFICATIONS

DETECT
L6Q LICENSE PLATE READER

PAGE 3

CAMERA PERFORMANCE

Optimal Capture Distance 30 ft (9.1 m)

Capture Range 12 - 75 ft (3.7 - 22.9 m)

Capture Speed Maximum 75 mph (120.7 km/h)

Field of View 24 ft (7.3 m) (multi-lane coverage)

OPTICS

Sensor Type 2.1MP Starlight Sensor

Image Resolution 1920 x 1080px

Pulsed LED Illumination 850 nm

HOUSING

Size (including mounting ball) 5.0 x 2.4 x 7.1 in (127 x 62 x 180 mm)

Color Black, with Paintable Shroud

ENVIRONMENTAL 

Environmental Protection IP67

Operational Temperature -22 to +131°F (-30 to +55°C)

SOLAR PANEL POWER UNIT 

Power 40W

Battery Capacity 18 Ah 

Cable Length 15 ft (4.6 m)

Connector M12

Included Accessories Mounting Bracket, Band Straps

WIRELESS INTERFACE

Bluetooth Bluetooth 5 LE

WiFi 802.11ac

Cellular Internal LTE modem

DATA SHEET    L6Q QUICK-DEPLOY LPR CAMERA SYSTEM 

Specifications are subject to change

DIRECT & BATTERY POWER

Direct Line Input Voltage 12V DC

Dual-Cell Battery 9.7 Ah (up to 20,000 scans on a single charge)

Power Consumption 9W maximum, 4W nominal

CAMERA ACCESSORIES

Description
Optional External Cellular Antenna, 120V AC  
Power Adapter, Extra Solar Panel Kit, Solar Power 
Extension Cord 
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SAFETY  
MADE  
SIMPLE

motorolasolutions.com/L6Q
For more information, please visit

Motorola Solutions, Inc. 500 West Monroe Street, Chicago, Il 60661 U.S.A. motorolasolutions.com 
MOTOROLA, MOTO, MOTOROLA SOLUTIONS and the Stylized M Logo are trademarks or registered trademarks 
of Motorola Trademark Holdings, LLC and are used under license. All other trademarks are the property of their 
respective owners. ©2022 Motorola Solutions, Inc. All rights reserved.  
Specifications are subject to change without notice 01-2022
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TOWN OF WOODSIDE 

Report to Town Council     Agenda Item A 
From: Kevin Bryant, Town Manager   September 28, 2021 

SUBJECT: STUDY SESSION: AUTOMATED LICENSE PLATE READERS (ALPRs) 

RECOMMENDATION 

It is recommended that the Town Council review this staff report, 
take public testimony, and provide direction to staff. 

BACKGROUND AND DISCUSSION 

Automated license plate readers (ALPRs) are computer-controlled, 
high-speed camera systems, generally mounted on police cars or on 
fixed objects, that automatically capture images of license plates 
and potentially other vehicle characteristics that come into its 
view.  In addition, ALPRs record the precise time, date and place a 
vehicle was encountered.  ALPRs are investigative tools for law 
enforcement, as the data allow law enforcement agencies to compare 
plate numbers and vehicle characteristics against those of stolen 
cars or cars driven by people suspected of being involved in 
criminal activities.  ALPRs are not a tool that can be used for 
traffic enforcement.  

Eighteen cities and towns in San Mateo County provided information 
about their deployment of ALPRs.  Eleven of the cities and towns 
utilize ALPRs, two are in the process of deploying ALPRs, and five 
do not currently use ALPRs. 

SAN MATEO COUNTY CITIES AND TOWNS
Use ALPRs In Process of 

Deploying ALPRs
Do Not Use ALPRs 

Atherton 
Brisbane (mobile only) 
Daly City 
Hillsborough 
Menlo Park 
Portola Valley 
Redwood City 
San Bruno 
San Carlos 
San Mateo 
South San Francisco (mobile only)

Colma 
Millbrae 

Belmont 
Burlingame 
East Palo Alto 
Half Moon Bay 
Pacifica 

The Town Council held a study session on July 27, 2021 to discuss 
the possible implementation of ALPRs within the Town of Woodside.  
The staff report for that study session is included as Attachment 
A.  At the conclusion of the study session, the Council expressed 
interest in revisiting the topic after conducting outreach to 
encourage resident participation. 
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San Mateo County Sheriff’s Department 
The San Mateo County Sheriff’s Department provides police services 
to the Town of Woodside.  The Sheriff’s Department has been the 
Town’s “police department” since the Town was incorporated in 1956. 
 
The Sheriff’s Department is supportive of the implementation ALPRs, 
as it provides them an additional tool when investigating crimes. 
 
The Sheriff’s Department operates ALPRs on behalf of the Town of 
Portola Valley and the City of San Carlos, where they also provide 
police services under contract, as well as the Vehicle Theft Task 
Force. The license plate, registration history, and geographical 
location information received are downloaded to a server housed and 
maintained by the Northern California Regional Intelligence Center 
(NCRIC).  
 
Town Resident Survey 
In early September, a postcard was sent to every postal address 
within the 94062 zip code notifying residents of the discussion to 
be held at the September 28th Council meeting, as well as asking 
residents to complete a short survey.  A follow-up and reminder was 
posted to Nextdoor on September 15th.   
 
As of September 22nd, there have been 117 responses to the survey.  
The complete responses through September 22nd are included in 
Attachment B.  Question 1 asked respondents to select the statement 
that best captures their opinion about implementation of ALPRs 
within the Town of Woodside.    Eighty-four percent of respondents 
chose either the statement that they “strongly support” or 
“strongly oppose” implementation of ALPRs.  These respondents were 
evenly split, with 50 indicating they “strongly support” and 48 
indicating they “strongly oppose” implementation of ALPRs. 
 
Question 2 asked “regardless of your response to Question 1, do you 
have concerns about the use of ALPRs that you would like to see 
mitigated through a privacy and usage policy?”  Many responses 
reiterated opposition to the implementation of ALPR within the 
Town.  Two concerns that were mentioned several times were the 
security of data that is collected and limiting access to the data 
to law enforcement personnel for law enforcement purposes only. 
 
Question 3 asked respondents to provide any comment to the Town 
Council regarding ALPRs.  Major recurring responses included 
general support for implementing ALPRs as well as opposition to 
implementing ALPRs because it is considered an invasion of privacy 
and that the problem that ALPRs are intended to solve is not 
defined. 
Staff strongly encourages reading all response to Questions 2 and 
3. 
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Woodside Crime Statistics 
Attachment A.1 includes crime statistics provided by the San Mateo 
County Sheriff’s Office from 2016-2020.  The table below highlights 
the occurrence of burglaries within the Town during that period 
along with burglaries through September 22, 2021.   

TOWN OF WOODSIDE (population 5,628) BURGLARIES
Residential Commercial Automobile TOTAL

2016 13 2 7 22
2017 13 6 8 27
2018 9 0 10 19
2019 9 5 18 32
2020 7 2 7 16
2021 (through 9/22) 7 3 10 20

From 2016 through 2020, the number of residential burglaries has 
declined from a high of 13 in 2016 and 2017 to seven in 2020.  
While crimes within the Town have remained consistent, there has 
been an increase in activity recently within the Woodside Heights 
neighborhood, including three recent residential burglaries between 
August 23rd and September 4th. 

Town of Atherton 
During the July 27th study session, as well as comments received 
from the survey, it was suggested that the experience of the 
neighboring Town of Atherton may provide valuable insight. 

The Town of Atherton installed two fixed ALPR units in January 
2020.  Nineteen additional ALPRs became operational in Atherton in 
December 2020.  Since December 2020, an additional twenty-six ALPRs 
have been installed using privately funded ALPRs. 

For its September 1, 2021, City Council meeting, the Atherton Chief 
of Police prepared a staff report titled “Automated License Plate 
Reader (ALPR) Effectiveness/Efficiency Review and Burglary Activity 
Update and Statistics” (Attachment C).  The Chief of Police 
recommended that Atherton “continue to maintain, operate, and 
monitor the effectiveness of the current 21 leased ALPR cameras and 
the 26 privately funded ALPR cameras.”   

Item A Page 144

Town Council Meeting June 14, 2022



Attachment C.3 to Town of Atherton staff report provides a list of 
“ALPR Success Stories.”  Most of the examples describe instances 
where ALPRs effectively notified police of the presence of a stolen 
vehicle, leading to arrests for possession of stolen vehicles.  One 
example describes how ALPRs led to the arrest of a suspect for 
attempted murder and attempted robbery.   

Attachment C.5 to the Town of Atherton staff report provides the 
number of burglaries for each year from 2018 through August 2021. 

TOWN OF ATHERTON (population 6,896) BURGLARIES
Residential Commercial Automobile TOTAL

2018 21 6 9 36
2019 21 10 4 35
2020 31 2 17 50
2021 (through 8/23) 34 2 1 37

As described above, the Town of Atherton installed its first two ALPRs 
in January 2020, had a total of 21 by mid-December 2020, and have 
subsequently and are currently adding more.  The Town of Atherton has 
experienced more residential burglaries in 2021 than in the previous 
three years.  Overall burglaries (including residential, commercial, 
and automobile) were notably higher in 2020.   

Privacy and Usage Policy 
State law (SB 34), passed in 2015, requires agencies that collect 
data using ALPRs or access ALPR data to publish their privacy and 
usage policies.  Specifically, such policies shall be available to 
the public in writing and posted conspicuously on their web site.  

In an analysis cited by the San Mateo County Grand Jury in its 
2016-17 report, A Delicate Balance: Privacy vs. Protection
(Attachment A.2), cities that use ALPRs must provide the following 
information: 

• The authorized purposes for using the ALPR system and
collecting ALPR information.

• A description of the job title or other designation of the
employees and independent contractors who are authorized to
use or access the ALPR system, or to collect ALPR information.
The policy shall identify the training requirements necessary
for those authorized employees and independent contractors.

• A description of how the ALPR system will be monitored to
ensure the security of the information and compliance with
applicable privacy laws.

• The purposes of, process for, and restrictions on the sale,
sharing, or transfer of ALPR information to other persons.

• The title of the official custodian, or owner, of the ALPR
system responsible for implementing this section.
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• A description of the reasonable measures that will be used to
ensure the accuracy of ALPR information and correct data
errors.

• The length of time ALPR information will be retained and the
process the ALPR operator will utilize to determine if and
when to destroy retained information.

Examples of policies from nearby local agencies are provided as 
attachments to this staff report.  Attachment D is the policy of 
the Town of Portola Valley, adopted into their Municipal Code.  
Attachment E is the San Mateo County Sheriff’s Office ALPR policy.  
Attachment F is the Town of Atherton ALPR policy. 

The City of Piedmont reports being the first law enforcement agency 
in the United States to have an ALPR Transparency Portal.  This 
portal can be viewed at 
https://transparency.flocksafety.com/piedmont-ca-pd.  This page 
provides key elements of their ALPR policy, the full version of 
which is provided as Attachment G, as well as a downloadable file 
of ALPR searches over the previous 30 days. 

Town-Wide vs. Neighborhood Deployment 
After a localized increase in criminal activity, the Woodside 
Heights neighborhood held a community meeting on September 13th 
attended by Captain Armando of the Sheriff’s Department.  The 
purpose of the meeting was to share information about criminal and 
law enforcement activity taking place in Woodside Heights. 

One question raised at the meeting was whether specific 
neighborhoods could pursue ALPRs if the decision was made by the 
Town Council not to implement them throughout Town.  There is no 
prohibition against having ALPRs in specific areas in Town.  If the 
Town Council were to consider the request of neighborhoods for 
ALPRs, it should develop a policy about how such technology would 
be financed.  The Council would need to weigh the use of Town-wide 
general tax funds for the benefit of specific areas.  If there is 
interest in localized deployment of ALPRs within Woodside, staff 
would recommend additional analysis about crime activity within 
different neighborhoods.  

Next Steps 
Following the study session, the Town Council should provide 
direction to staff for future actions related to ALPRs.  
Possibilities include: 

• If the Town Council wishes to pursue ALPR implementation,
direct staff to work with the Sheriff’s Department to develop
a Request for Proposals soliciting bids from ALPR vendors.
This process should include identifying potential camera
locations within the Town.
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• If the Town Council wishes to pursue ALPR implementation,
direct staff to develop a draft Privacy and Usage Policy to be
reviewed by the Town Council prior to implementation of ALPRs.

• The Town Council could elect to not take further action to
implement ALPRs in Woodside.

CONCLUSION 

The Town Council has engaged the residents of Woodside on the 
question of whether to implement Automated License Plate Readers 
within the Town.  It is appropriate to direct staff on any further 
steps toward implementation of ALPR technology. 

ATTACHMENTS 
A. July 27, 2021 Woodside Town Council Staff Report 

1. Woodside Crime Statistics, 2016-2020
2. 2016-17 San Mateo Grand Jury Report: A Delicate Balance:

Privacy vs. Protection
B. ALPR Survey Results 
C. September 1, 2021 Atherton City Council Staff Report 

1. List of ALPR Cameras by Location
2. Map of the ALPR System Location
3. ALPR Success Stories
4. Efficiency of License Plate Reads
5. Atherton Burglary Analysis 2020 and 2021 to Date

D. Portola Valley ALPR Policy 
E. San Mateo County Sheriff’s Office ALPR Policy 
F. Atherton ALPR Policy 
G. Piedmont ALPR Policy 
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TOWN OF WOODSIDE 

Report to Town Council  Agenda Item C 
From: Kevin Bryant, Town Manager     July 27, 2021 

SUBJECT: STUDY SESSION: AUTOMATED LICENSE PLATE READERS (ALPRs) 

RECOMMENDATION 

It is recommended that the Town Council review this staff report, 
take public testimony, and provide direction to staff. 

BACKGROUND AND DISCUSSION 

Automated license plate readers (ALPRs) are computer-controlled, 
high-speed camera systems, generally mounted on police cars or on 
fixed objects, that automatically capture an image of every license 
plate that comes into its view.  ALPRs record data on each plate 
they scan, including not only the plate number but also the precise 
time, date and place it was encountered. ALPRs are investigative 
tools for law enforcement, as the data allow law enforcement 
agencies to compare plate numbers against those of stolen cars or 
cars driven by people suspected of being involved in criminal 
activities.  ALPRs are not a tool that can be used for traffic 
enforcement.  

ALPRs are a crime investigation tool.  Attachment 1 provides crime 
statistics for the Town of Woodside from 2016 to 2020.  The data 
show that crimes reported within the Town have remained constant 
over the five-year period.  The Sheriff’s Department is not 
reporting any substantial change so far in 2021. 

Seventeen cities and towns in San Mateo County provided information 
about their deployment of ALPRs.  Ten of the cities and towns 
utilize ALPRs, two are in the process of deploying ALPRs, and five 
do not use ALPRs. 

SAN MATEO COUNTY CITIES AND TOWNS
Use ALPRs In Process of Deploying 

ALPRs
Do Not Use ALPRs 

Atherton 
Brisbane (mobile only) 
Daly City 
Hillsborough 
Menlo Park 
Portola Valley 
Redwood City 
San Bruno 
San Carlos 
San Mateo

Colma 
Millbrae 

Belmont 
Burlingame 
Half Moon Bay 
Pacifica 
South San Francisco 

In 2017, the San Mateo County Grand Jury prepared and issued a 
report titled A Delicate Balance: Privacy vs. Protection
(Attachment 2).  The issue the report addressed was “how do local 

ATTACHMENT A
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law enforcement agencies in San Mateo County balance their 
constituents’ desire for privacy with the agencies’ use of 
surveillance tools in their efforts to protect the public?” 

The Grand Jury recommended that local agencies take steps to inform 
and notify residents when considering plans to purchase and install 
surveillance technology, such as ALPRs.  Additionally, the Grand 
Jury recommended that law enforcement agencies and city/town 
councils adopt policies and ordinances which reflect the 
communities’ desire to balance their safety and privacy.   

State law (SB 34), passed in 2015, requires agencies that collect 
data using ALPRs or access ALPR data to publish their privacy and 
usage policies.  Specifically, such policies shall be available to 
the public in writing and posted conspicuously on their web site.  

ALPR Considerations  

The Town Council should provide direction on whether to further 
explore the deployment of ALPR technology within the Town’s borders.  
During the discussion, the Town Council may consider the following 
factors. 

Privacy Considerations. The 2017 Grand Jury Report (Attachment 2) 
provides background information on the privacy issues raised by ALPRs.  
As previously noted, State law requires agencies that utilize ALPRs to 
have usage and privacy policies adopted and widely available for 
review.  If the Town were to deploy ALPRs, it would need to adopt and 
post usage and privacy policies.   

Locations.  If the Council elected to deploy ALPRs, staff would need 
to work closely with the Sheriff’s Department to select locations most 
advantageous for crime investigation.  The Town has an irregular 
geography of approximately 6 ½ miles north to south and 4 miles east 
to west.  There are also many entry and exit points throughout the 
Town.  Major roadways which cross the Town-limit lines include Highway 
280, Highway 84, Canada Road, Whiskey Hill/Sand Hill Road, Portola 
Road, Kings Mountain Road, Old La Honda Road, Woodside Drive, and 
Jefferson Avenue. 

Cost.  The Town of Atherton continues to deploy stationary ALPRs at a 
cost of approximately $2,500 per unit.  They currently have 43 
deployed (about one-half of which have been privately funded) and 
recently considered adding four additional units.  Atherton utilized 
technology developed by Flock Safety.  

A representative from Flock Safety, the technology provider that is 
used by the Town of Atherton, will be available to answer questions 
about their solution.  There is not currently a proposal before the 
Town to purchase or lease ALPRs from any vendor. 

CONCLUSION 
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ALPRs are becoming more prevalent in other communities within San 
Mateo County.  It is appropriate for the Town Council to provide 
direction on whether to move toward deployment of ALPRs within the 
Town of Woodside. 

ATTACHMENTS 
1. Woodside Crime Statistics, 2016-2020
2. 2016-17 San Mateo Grand Jury Report: A Delicate Balance:

Privacy vs. Protection
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WOODSIDE STATISTICS 

2016-2020 

Residential Burglary 

Commercial Burglary 
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Vehicle Burglary 

Robbery 
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Grand/Petty Theft 

Assault - Felony 
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Assault – Misdemeanor 

Auto/Trailer Thefts 
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Domestic Violence 

Sexual Assaults 
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Other Crimes 

Calls for Service 
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Moving Citations 
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2016-2017 San Mateo County Civil Grand Jury 1

        A DELICATE BALANCE: PRIVACY VS. PROTECTION 

Issue | Summary | Methodology | Glossary | Background | Discussion | Findings
Recommendations | Requests for Responses | Bibliography | Appendixes | Responses 

ISSUE

How do local law enforcement agencies in San Mateo County balance their constituents’ desire 
for privacy with the agencies’ use of surveillance tools in their efforts to protect the public? 

SUMMARY

Finding that delicate balance between a community’s desire for privacy and the ability of police 
and the Sheriff to protect that same community is both a challenge and a necessity. The 
American Civil Liberties Union (ACLU) states: “Communities must be equal partners in any 
decision about the use of surveillance technology. They need to know when and why 
surveillance is being considered, what it is intended to do, and what it will really cost — both in 
dollars and in individual rights.”1

Many local police departments and the San Mateo County Sheriff’s Office (Sheriff’s Office) 
have purchased or borrowed surveillance tools, such as Automated License Plate Readers 
(ALPRs). They also use tools, such as in-dash video cameras for patrol cars, body-worn cameras, 
and ShotSpotter2 to help them protect residents. These devices can provide evidence to identify 
and prosecute individuals who commit crimes. 

To understand the spread of these new technologies and their impact on communities, the 2016-
2017 San Mateo County Civil Grand Jury (Grand Jury) sent a survey to the Sheriff’s Office, the 
Broadmoor Police Protection District, and 17 other law enforcement agencies throughout the 
County.3 Survey questions probed for information and details concerning the types of 
surveillance technology used; policies for collecting, managing, and storing data; and steps taken 
to ensure public awareness. The Grand Jury also checked whether law enforcement websites 
posted easily accessible policies for these tools online. 

Based on the results of its survey, and its review of policies enacted by various local 
jurisdictions, the Grand Jury recommends that local law enforcement agencies take additional 
steps to inform and notify residents when considering plans to purchase and install surveillance 
technology. Additionally, local law enforcement agencies, and their city councils, should adopt 
policies and ordinances, with community input, which reflect the communities’ desire to balance 
their safety and privacy. These policies should be posted in a conspicuous place on the agencies’ 
websites. 

1 ACLU of Northern California, “Making Smart Decisions about Surveillance: A Guide for community Transparency, 
Accountability and Oversight,” April 2016. https://www.aclunc.org/docs/20160325-
making_smart_decisions_about_surveillance.pdf. 
2 Shotspotter is a system that detects and sends the location of gunfire or other weapons using acoustic, optical, or other types of 
sensors.
3 Recipients of survey: Sheriff’s Office, the Broadmoor Police Protection District, and the law enforcement agencies of the cities 
and towns of Atherton, Belmont, Brisbane, Burlingame, Colma, Daly City, East Palo Alto, Foster City, Hillsborough, Menlo 
Park, Millbrae, Pacifica, Redwood City, San Bruno, San Carlos, San Mateo (city), and South San Francisco. 
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2016-2017 San Mateo County Civil Grand Jury 2

METHODOLOGY

The Grand Jury conducted an extensive survey of police agencies in San Mateo County to 
determine: 

The types of surveillance technology used in the jurisdiction 

The agency’s policies for collecting, managing, and storing surveillance data 

The precautions taken by the agency to ensure public awareness 

Any forthcoming plans by cities or the County for ordinances related to the purchase and 
deployment of new or borrowed surveillance technology 

The Grand Jury also consulted local, state, and federal government websites for background 
information, and reviewed relevant publications. 

GLOSSARY 

Automated License Plate Readers (ALPRs): These computer-controlled, high-speed camera 
systems—generally mounted on police cars or on fixed objects such as light poles—
automatically capture an image of every license plate that comes into its view. ALPRs record 
data on each plate they scan, including not only the plate number but also the precise time, date 
and place it was encountered.4

Body-worn cameras (BWCs): These small cameras worn by law enforcement officers record 
audio and video. Some types of cameras are always on; other types can be turned on and off by 
the wearer. 

Cell-site simulators: These devices, commonly known as International Mobile Subscriber 
Identity (IMSI) catchers or “Stingrays,” mimic cellphone towers, forcing nearby cellphones into 
connecting to the device. The cell-site simulator logs the IMSI numbers of cellphones in the area 
or captures the content of communications.5

International Mobile Subscriber Identity (IMSI) catchers: These devices are used in the United 
States and other countries by law enforcement and intelligence agencies to intercept cellphone 
traffic and track the movements of cellphone users. 

ShotSpotter: These systems detect and send the location of gunfire or other weapons using 
acoustic, optical, or other types of sensors. 

Video surveillance: These camera systems are used to observe and record activities, with or 
without audio, in public spaces. Live camera feeds can spot crimes in real time, and video 
recordings can be used in investigations and at trial. 

4 “Street-Level Surveillance: Automated License Plate Readers,” Electronic Frontier Foundation, accessed May 23, 2017. 
https://www.eff.org/sls/tech/automated-license-plate-readers.
5 “Street-Level Surveillance: Cell-site Simulators,” Electronic Frontier Foundation, accessed May 23, 2017. 
https://www.eff.org/sls/tech/cell-site-simulators.
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2016-2017 San Mateo County Civil Grand Jury 3

BACKGROUND

Surveillance tools are everywhere: Video cameras are in stores, public buildings, even at a 
neighbor’s front door. Advances in surveillance technology have assisted law enforcement in 
investigating mass shootings, tracking terrorists, and finding lost children.

As valued as these new surveillance tools are to law enforcement, privacy experts say that 
innocent people may be targeted.6  “You have very powerful systems being purchased, most 
often in secret, with little-to-no public debate and no process in place to make sure that there are 
policies in place to safeguard community members,” said Nicole Ozer, technology and civil 
liberties policy director for the American Civil Liberties Union (ACLU) of California.7

Recent studies show8 that the public believes it should have a say in how surveillance technology 
is used. With the issues of privacy and surveillance prominent in the news in recent years, 
Tulchin Research conducted a California statewide survey9 in 2015 for the ACLU of California 
Center for Advocacy and Policy. Tulchin was charged with assessing how likely voters think and 
feel about criminal justice and law enforcement, including how police use surveillance 
technology to track Internet, text, email, and other digital activity using handheld devices and 
computers. Tulchin found that two-thirds of voters would prefer to see local elected officials, 
such as city council members or county supervisors, approve new surveillance technologies 
before the devices are deployed (67% support). Similarly, voters want to see policies which set 
limits on surveillance use both locally (65%) and statewide (64%). The survey also indicated that 
voters want accountability from law enforcement agencies regarding the frequency of use of 
surveillance technologies (62%). The public also wants public notification before the purchase of 
new surveillance technologies (58%).10

Public opinion in the Bay Area on surveillance

Although the Grand Jury did not find any surveys of public opinion in San Mateo County on 
surveillance issues, the balancing of protection vs. privacy has been a subject of interest in the 
Bay Area. 

In 2015, The Center for Investigative Reporting11 and three local artists12 collaborated on the arts 
and journalism project “Eyes on Oakland.”13 The reporters and the artists visited neighborhoods 
across the city of Oakland informing residents about surveillance technology. Hundreds of 
residents participated by completing questionnaires. Participants were asked to respond to the 
prompt: “Surveillance is…”  

6 Marisa Kendall, “Surveillance in Silicon Valley is hard to avoid,” San Jose Mercury News, February 9, 2017. 
http://www.mercurynews.com/2017/02/09/surveillance-in-silicon-valley-whos-watching-you/. 
7 Ibid. 
8 For information about Tulchin Research, go to http://www.tulchinresearch.com. 
9 See Appendix B. 
10 Tulchin Research, “California Statewide Survey Finds Voters Concerned about Privacy and Want to See Reforms Made to 
Surveillance Technology Use by Law Enforcement,” August 21, 2015, http://www.aclunc.org/docs/20150821-
aclu_surveillance_privacy_polling.pdf.
11 For information about The Center for Investigative Reporting, go to https://www.revealnews.org/, accessed May 23, 2017. 
12Aaron McKenzie, Chris Treggiari and Peter Foucault
13 For information on the “Eyes on Oakland” project, go to http://eyesonoakland.tumblr.com/, assessed June 8, 2017. 
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Here is a sampling of the responses: 

Surveillance is: questionable 

Surveillance is: important 

Surveillance can be used against a peaceful public 

Surveillance is: Technology run amok. Just because we can do it, should we do it? 

Surveillance is: Everywhere. Privacy is a myth in the digital era 

Surveillance is: State violence 

Surveillance is: Not a solution to the systemic problems that create crime and violence. 
Surveillance No! Education, Equity and Respect, Yes! 

Surveillance is: Great!!! Bring it on. It’s for my safety, your safety. Nothing to hide14

Privacy advocates have pointed out the impact that surveillance technology may have on 
residents: “Our concerns stem from the fact that license plate readers can scan and collect the 
information of innocent people, innocent drivers,” said Chris Conley, a policy attorney with the 
ACLU of Northern California. “Location information can reveal very sensitive information about 
people. If they’re visiting a church, or a clinic or even open-mic night at a bar, all of these things 
reveal information about a person that shouldn’t be sitting in a database somewhere.”15

Case in point: One San Leandro resident’s eye-opening experience 

After learning that the city of San Leandro had purchased an ALPR for its Police Department in 
2008, computer security consultant Michael Katz-Lacabe asked city officials to send him a 
record of every instance the scanners photographed his car.

An article on sfgate.com describes what Mr. Katz-Lacabe learned: 

The results shocked him. 

The paperback-size device, installed on the outside of police cars, can log thousands of 
license plates in an eight-hour patrol shift. Katz-Lacabe said it had photographed his two 
cars on 112 occasions, including one image from 2009 that shows him and his daughters 
stepping out of his Toyota Prius in their driveway. 

That photograph, Katz-Lacabe said, made him "frightened and concerned about the 
magnitude of police surveillance and data collection." The single patrol car in San 
Leandro equipped with a plate reader had logged his car once a week on average, 
photographing his license plate and documenting the time and location.16

14 Cole Goins, “What Oakland, California, residents think about police surveillance,” Reveal from the Center for Investigative 
Reporting, August 18, 2015. https://www.revealnews.org/article/what-oakland-california-residents-think-about-police-
surveillance/. 
15 Samantha Weigel, “Who’s watching who?: License plate readers used throughout San Mateo County,” The Daily Journal,
April 8, 2015. http://www.smdailyjournal.com/articles/lnews/2015-04-08/whos-watching-who-license-plate-readers-used-
throughout-san-mateo-county/1776425141346.html 
16 Ali Winston, “License plate readers tracking cars,” SFGate, June 25, 2013. http://www.sfgate.com/bayarea/article/License-
plate-readers-tracking-cars-4622476.php.
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Legislation

The California Constitution provides for a citizen’s right to privacy.17 State lawmakers are 
addressing this right as it relates to surveillance systems. In 2015, California lawmakers passed 
two laws concerning surveillance.18

SB 741 (2015) Mobile Communications: Privacy19

“Cell-site simulators,” sometimes called International Mobile Subscriber Identity (IMSI) 
catchers or Stingrays, trick cellphones into connecting to them as they would to a local 
cellphone tower. This connection enables the simulator to capture an IMSI number (a 
unique number used to identify a user on the cellular network), the current location, and 
perhaps the content of the conversation. In general, law enforcement uses cell-site 
simulators to locate known suspects. A cell-site simulator casts a wide net, collecting all 
the IMSI numbers in an area until it locates the IMSI number that law enforcement is 
searching for. Also swept up are the location and IMSI numbers of all cellphones that 
happen to be nearby.20

Effective January 1, 2016, SB 741, written by Senator Jerry Hill, D – San Mateo, imposes
restrictions and requirements on data collected by cell-site simulators and how those data 
are managed and shared. According to the Electronic Frontier Foundation,21 any public 
agency using a cell-site simulator must: 

Secure and protect the collected data from “unauthorized access, destruction, use, 
modification, or disclosure.”22

Adopt a usage and privacy policy that is “consistent with respect for any 
individual’s privacy and civil liberties.”23

Obtain approval of the legislative body (for example, the City Council) to acquire 
such systems and alert the community about the device through a public process. 
This requirement does not apply to Sheriff’s Offices, which must instead provide 
public notice online that they have acquired such devices.24

Note: None of the respondents to the Grand Jury’s survey currently use or have plans to 
acquire a cell-site simulator. 

17 California Constitution, Section 1. 
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?lawCode=CONS&division=&title=&part=&chapter=&article=I. 
18 ACLU of Northern California Making Smart Decisions about Surveillance: A Guide for community Transparency, 
Accountability and Oversight. April, 2016, 8-9. https://www.aclunc.org/docs/20160325-
making_smart_decisions_about_surveillance.pdf 
19 California Government Code Section 53166.  
20 Stephanie LaCambra, “Congressional Oversight Committee Wants to Rein in Police Abuse of Cell-Site Simulators,” 
Electronic Frontier Foundation DeepLinks (blog).  https://www.eff.org/deeplinks/2017/02/bipartisan-congressional-oversight-
committee-wants-probable-cause-warrants-0.
21 David Maass, “Success in Sacramento: Four New Laws, One Veto—All Victories for Privacy and Transparency,” accessed 
June 2, 2017. https://www.eff.org/deeplinks/2015/10/success-sacramento-four-new-laws-one-veto-all-victories-privacy-and-
transparency. 
22 Ibid. 
23 Ibid. 
24 Ibid. 
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SB 34 (2015) Automated License Plate Recognition Systems: Use of Data25

Effective January 2, 2016, SB 34, also authored by Senator Jerry Hill, D – San Mateo, 
requires agencies that collect data using ALPRs or access ALPR data to publish their 
privacy and usage policies.  Specifically, such policies shall be available to the public in 
writing, and, if the ALPR operator has an Internet Web site, the usage and privacy policy 
shall be posted conspicuously on that Internet Web site.26

In a 2015 San Jose Mercury News article,27 Senator Hill told reporters that approximately 
60 law enforcement and public safety agencies in California were using ALPRs. At that 
time, however, only 8 of the agencies asked for public comment and only 16 published 
their ALPR policies for review by the public. Hill said agencies must “…have a policy in 
place on how they’re going to use it, what they’re going do with the info and how secure 
it will be. Today there is none of that.”28

According to an analysis of the law by the Electronic Frontier Foundation, cities and 
counties using ALPRs are now required to provide this information:29

The authorized purposes for using the ALPR system and collecting ALPR 
information. 

A description of the job title or other designation of the employees and 
independent contractors who are authorized to use or access the ALPR system, or 
to collect ALPR information. The policy shall identify the training requirements 
necessary for those authorized employees and independent contractors. 

A description of how the ALPR system will be monitored to ensure the security of 
the information and compliance with applicable privacy laws. 

The purposes of, process for, and restrictions on the sale, sharing, or transfer of 
ALPR information to other persons. 

The title of the official custodian, or owner, of the ALPR system responsible for 
implementing this section. 

A description of the reasonable measures that will be used to ensure the accuracy 
of ALPR information and correct data errors. 

The length of time ALPR information will be retained and the process the ALPR 
operator will utilize to determine if and when to destroy retained ALPR 
information.30

25 California Civil Code sections 1798.29, 1798.82, and 1798.90
26 California Civil Code section 1798.90.51
27 Tracy Seipel and Eric Kurhi, “California Digital Privacy Laws Boosted Protecting Consumers from Big Brother, Big 
Business.” 
28 Ibid. 
29 “California Automatic License Plate Reader Policies,” Electronic Frontier Foundation, accessed March 30, 2017. 
https://www.eff.org/pages/california-automated-license-plate-reader-policies.
30 California Civil Code, sec. 1798.90.51
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Note: Nine of the respondents to the Grand Jury’s survey currently use or have 
borrowed ALPRs. 

DISCUSSION  

The 2016-2017 San Mateo County Civil Grand Jury (Grand Jury) surveyed 19 local law 
enforcement agencies31 regarding their surveillance technology. The survey questions addressed 
these topics: 

Types of surveillance technology used in the jurisdiction 

Policies for collecting, managing, and storing surveillance data 

Precautions taken to ensure public trust 

Proposals made for a local ordinance related to the purchase and deployment of new or 
borrowed surveillance technology 

With the exception of Broadmoor,32 Colma, and Millbrae, every city and town responding to the 
Grand Jury survey uses some form of surveillance technology. The devices range from video 
cameras in police stations to more sophisticated tools, such as ALPRs. The San Mateo County 
Sheriff’s Office uses ALPRs and ShotSpotter.

A closer look: Policies for BWCs and ALPRs 

The 2015-16 Grand Jury investigated and reported on body camera usage in the County.33 At the 
time that report was written, five police departments used body worn cameras (BWCs): 
Atherton, Belmont, Foster City, Hillsborough and Menlo Park. Today, 14 police departments and 
the Sheriff’s Office use BWCs, have purchased, or plan to implement them. Currently, Menlo 
Park is the only law enforcement agency in this group with a policy statement relating to the use 
of BWC available online. 

31Recipients of survey: Sheriff’s Office, the Broadmoor Police Protection District, and the police departments of the cities and 
towns of Atherton, Belmont, Brisbane, Burlingame, Colma, Daly City, East Palo Alto, Foster City, Hillsborough, Menlo Park, 
Millbrae, Pacifica, Redwood City, San Bruno, San Carlos, San Mateo (city), and South San Francisco. 
32Broadmoor Police Protection District used BWCs for a six-month period (with voluntary participation by officers).  
33 San Mateo County Civil Grand Jury 2015-16, “Body Cameras—The Reel Issue,” 
https://www.sanmateocourt.org/documents/grand_jury/2015/body_camera.pdf. 
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City/Jurisdiction 
When

Implemented
Expected

Implementation 
Policy Available Online? 

Foster City 2012 Contact Police Department for policy* 

Atherton Prior to 2016 Contact Police Department for policy* 

Belmont Prior to 2016 Contact Police Department for policy* 

Hillsborough Prior to 2016 Contact Police Department for policy* 

Menlo Park Prior to 2016 Policy available online, in Menlo Park 
Police Department Policy Manual†

Implementation Coming This Year‡

San Bruno 6/17¶ Not applicable 

South San 
Francisco 

7/17¶ Not applicable 

Sheriff 10/17‡ Not applicable 

Brisbane 10/17‡ Not applicable 

Burlingame 10/17¶ Not applicable 

Colma 10/17¶ Not applicable 

Pacifica 10/17‡ Not applicable 

San Mateo 10/17‡ Not applicable 

Redwood City 12/17¶ Not applicable 

East Palo Alto Fiscal Year 
2017-2018‡

Not applicable 

No Plans to Purchase BWCs 

Broadmoor 

Daly City 

*San Mateo County Grand Jury 2015-2016, “Body Cameras—The Reel Truth,”.

https://www.sanmateocourt.org/documents/grand_jury/2015/body_camera.pdf.
†Menlo Park Police Department Policy Manual Policy 450, accessed May 31, 2017.
https://www.menlopark.org/950/Department-policies.

‡San Mateo County Grand Jury 2016-2017, “Summary of Responses to the 2015-2016 San Mateo County Civil Grand Jury
Final Reports.” https://www.sanmateocourt.org/documents/grand_jury/2016/2015-2016Summary.pdf 

¶San Mateo County Grand Jury 2016-2017, “Summary of Responses to the 2015-2016 San Mateo County Civil Grand Jury
Final Reports, (Second Summary).” As of June 6, 2017, this report is not yet available online. 
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Survey results revealed that 9 of 19 law enforcement agencies queried in San Mateo County 
either own or have temporarily borrowed ALPRs. The Grand Jury reviewed the websites of those 
nine agencies to determine whether they were in compliance with California Civil Code, sec. 
1798.90.51, which was added pursuant to SB 34.  Section 1798.90.51 requires that “The usage 
and privacy policy shall be available to the public in writing, and, if the ALPR operator has an 
Internet Web site, the usage and privacy policy shall be posted conspicuously on that Internet 
Web site.”34

The Grand Jury found as follows: 

Law Enforcement 
Agency

ALPR Policy Conspicuously Placed? 

Sheriff Yes. 

However, the link to the policy is labeled “ALPR Policy.” 
County residents may not be familiar with the acronym. 

Burlingame No. Policy is not available on website. 

Burlingame does not own ALPRs, but has used the 
equipment on an ad hoc basis in connection with specific 
investigations.

If an agency temporarily borrows an ALPR, it is still 
required to provide a link on its website to a policy 
statement.  No such policy statement is available on the 
Burlingame police department website. 

Daly City Yes. 

Hillsborough No. Policy is available on the website but not located in a 
conspicuous place. 

To find the policy requires searching the website or 
reading through a long list of FAQs. 

Menlo Park No. Policy is available on the website but not located in a 
conspicuous place. 

To find the policy requires searching through the online 
Police Department Policy Manual. 

San Bruno  Yes. 

San Carlos No. Policy is not available on the website.35

San Mateo Yes. 

South San Francisco Yes. 

34 California Civil Code, sec. 1798.90.51
35 The City of San Carlos purchased the ALPRs but the Sheriff’s Office provides police services to the city and operates the 
vehicle with the ALPR equipment. No link to an ALPR policy is on the San Carlos Police Bureau webpage, nor does that page 
direct the public to the Sheriff’s Office website for the ALPR policy.  
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In San Mateo County, all law enforcement agencies send the data they collect from ALPRs to the 
Northern California Regional Intelligence Center (NCRIC).36 Congress established the NCRIC 
in 2007, after the Bay Area was designated a high intensity drug trafficking region.37 NCRIC’s 
reach extends from Monterey County to Del Norte County,38 covering 15 counties in 
California.39 NCRIC is known as an “intelligence fusion center” which, according to the 
Department of Homeland Security, “…operate[s] as state and major urban area focal points for 
the receipt, analysis, gathering, and sharing of threat-related information between federal, state, 
local, tribal, territorial (SLTT), and private sector partners.”40

Access to the NCRIC41 data is strictly regulated insofar as only law enforcement personnel who 
meet these criteria may use the database: 

Have agreed to the NCRIC privacy policy and non-disclosure agreement  

Can provide a criminal case or incident name/number 

Have a lawful purpose with a “need to know”42 and a “right to know”43 the information. 

One common use of APLRs is to compare the license plate numbers collected against a “hot 
list.” This list contains the license plate information of vehicles associated with active 
investigations, such as Amber Alerts, missing persons, stolen vehicles, or stolen license plates.44

36 Samantha Weigel, “Who’s watching who?: License plate readers used throughout San Mateo County,” The Daily Journal,
April 8, 2015. http://www.smdailyjournal.com/articles/lnews/2015-04-08/whos-watching-who-license-plate-readers-used-
throughout-san-mateo-county/1776425141346.html 
37 “How the NCRIC was Established,” NCRIC Northern California Regional Intelligence Center, accessed April 19, 
2017..https://ncric.org/default.aspx?MenuItemID=122&MenuGroup=NCRIC+Public+Home&AspxAutoDetectCookieSupport=1 
38 Ibid. 
39 Del Norte, Humboldt, Mendocino, Lake, Napa, Sonoma, Marin, San Francisco, Contra Costa, San Mateo, Alameda, Santa 
Cruz, Santa Clara, San Benito, Monterey Counties. See a map here of the area here: 
https://ncric.org/default.aspx?menuitemid=633&menugroup=NCRIC+Public+Home, accessed May 18, 2017. 
40 “State and Major Urban Area Fusion Centers,” U.S. Department of Homeland Security, accessed March 30, 2017. 
https://www.dhs.gov/state-and-major-urban-area-fusion-centers.  
41 NCRIC Northern California Regional Intelligence Center. “Frequently Asked Questions,” https://ncric.org/html/ALPR-FAQ-
Feb-2015.pdf, accessed May 17, 2017. 
42 According to the NCRIC “Frequently Asked Questions,” Need to know “…is established when the requested information is 
pertinent and necessary to the requesting agency in initiating, furthering, or completing the performance of a law enforcement 
activity. 
https://ncric.org/html/ALPR-FAQ-Feb-2015.pdf, accessed May 18, 2017. 
43 According to the NCRIC “Frequently Asked Questions, Right to know “…is established when the requester is acting in an 
official capacity and has statutory authority to obtain the information being sought.” 
https://ncric.org/html/ALPR-FAQ-Feb-2015.pdf, accessed May 18, 2017. 
44 “NCRIC ALPR FAQs,”
https://ncric.org/html/ALPR-FAQ-Feb-2015.pdf, accessed May 18, 2017. 

Item A Page 167

Town Council Meeting June 14, 2022



2016-2017 San Mateo County Civil Grand Jury 11

According to The Daily Journal, ALPRs in San Mateo County, and Northern California
generally, collect massive amounts of data:45

In a 12-hour shift, one of the City of San Mateo’s two ALPR-equipped patrol cars 
accumulated nearly 10,000 images from four cameras mounted on the roof of the cars 
(even in the dark).46

In one year, NCRIC amassed around 46.5 million images from its partner agencies.47

The data are purged every 12 months, except for those records connected to a crime, which can 
be held for up to five years.

Law enforcement places a high value on the amount and quality of the data they collect from the 
ALPRs. For example, San Mateo Police Chief Susan Manheimer informed the Daily Journal: “I 
can’t overestimate how important it really is. They’re not looking at them for collecting data to 
know where our neighbors travel, we’re specifically looking for cars involved in specific 
crimes.”48

As the Grand Jury discovered, seven of the nine County law enforcement agencies using ALPRs 
have a link on their websites to a policy statement. This policy, in all cases, with the exception of 
Menlo Park, is a boilerplate statement provided by NCRIC.49 The information in this generic 
document does not really provide the level of detail that would be helpful to someone looking for 
specific information. For instance, the law states that the policy shall include:

(E) The title of the official custodian, or owner, of the ALPR system responsible for 
implementing this section.”50

The NCRIC policy provides the following information regarding “custodians”:51

Custodian of Records and Records Requests 

Each agency operating ALPR technology retains control and ownership as the official 
custodian of its records, and must independently verify all external information obtained 
via NCRIC Information Systems. To the extent permitted by law, requests for 
information under the California Public Records Act or similar applicable laws will be 
directed back to the owner of the requested data. 

The City of San Mateo Police Department’s website provides an example of a well-executed and 
well-publicized policy in this regard. The police department currently uses ALPRs and, in 
addition to a link to the NCRIC policy statement, its website provides helpful information for 

45 Samantha Weigel, “Who’s watching who?: License plate readers used throughout San Mateo County,” The Daily Journal,
April 8, 2015. http://www.smdailyjournal.com/articles/lnews/2015-04-08/whos-watching-who-license-plate-readers-used-
throughout-san-mateo-county/1776425141346.html 
46 Ibid. 
47 Ibid. 
48 Ibid. 
49 See Appendix A for text of “NCRIC Automated License Plate Reader Policy.” 
50 California Civil Code, sec. 1798.90.51
51 NCRIC, “NCRIC Automated License Plate Reader Policy. “https://ncric.org//html/NCRIC%20ALPR%20POLICY.pdf.  
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residents wanting to learn about how ALPRs are used in the city.52 The explanation of the City of 
San Mateo’s use of ALPRs and links to background information, such as the answers to 
frequently asked questions help those not in law enforcement to better understand the purpose of 
ALPRs. 

Interacting with the Community and Building Trust 

According to the Grand Jury survey results, the only opportunity that residents may have to 
comment on the desirability of surveillance technology is at city council meetings. This table 
shows the responses to the question: “Before purchasing the technology, did you inform 
residents of your intention to acquire surveillance tools?”53 Respondents listed the types of 
interactions they used to connect with community members. 

City Response†

Atherton
Burlingame 
Daly City 
East Palo Alto 
Hillsborough 
Menlo Park 
Pacifica
Redwood City 
San Bruno 
San Carlos 
San Mateo 
South San Francisco

City or Town Council meetings, staff reports 
posted on city website 

52 “Vehicle License Plate Readers,” San Mateo Police Department, accessed May 6, 2017. 
http://www.cityofsanmateo.org/index.aspx?nid=3211. 
53 For the actual survey responses to the question “Before purchasing the technology, did you inform residents of your intention 
to acquire surveillance tools?” see Appendix C. 
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City Response†

East Palo Alto 
Hillsborough 
Menlo Park 
Redwood City 
San Carlos 
Sheriff’s Office 

Public meetings, Town Halls 

Menlo Park* Social media 

Brisbane
Foster City 

Did not reach out to residents 

* Colma, Pacifica, and South San Francisco stated in the survey that in the future they would use social media to
inform residents.

†Some cities stated they did not reach out to residents (Brisbane and Foster City). Belmont responded that the city did
reach out, but did not provide any examples. Broadmoor Police Protection District, Colma, and Millbrae currently 
use surveillance tools, so this question did not apply to them. 

Planning by cities or the County to introduce ordinances to manage surveillance technology 

According to the Grand Jury survey, neither the County nor any cities in San Mateo County are 
currently considering an ordinance that outlines processes and procedures for deploying and 
managing surveillance tools. 

Other Bay Area responses to community concerns about surveillance 

Oakland Domain Awareness Center (DAC) 
In 2013, the City of Oakland was building the DAC system, a large surveillance system 
comprising 700 cameras placed in schools and public housing, with facial recognition software, 
ALPRs, and 300 terabytes of storage.54 In response, a coalition of activists alerted the 
community to the potential harm widespread surveillance could do to privacy and civil liberties. 
At city council meetings, speaker after speaker voiced concerns about surveillance technology 
and requested participation in the decision-making process.55

As a result, in 2014, the Oakland City Council voted to confine the DAC surveillance to the Port 
of Oakland. The council also prohibited use of facial recognition software, ALPRs, and 
eliminated data retention. The council also created an ad hoc citizen’s committee, which later 
became Oakland’s Privacy Advisory Commission.56 Recently, this commission has proposed a 
“Surveillance and Community Safety Ordinance,”57 which would require the city’s departments 
to disclose any new surveillance technologies they plan to acquire. Agencies would need 
approval from the City Council before purchasing the tool or technology. The law would require 
open public hearings, to allow the public to evaluate the costs and benefits of technologies before 

54 Brian Hofer, “How the fight to stop Oakland’s Domain Awareness Center Laid the Groundwork for the Oakland Privacy 
Commission,” ACLU of Northern California (blog), accessed Sept. 21, 2016. https://www.aclunc.org/blog/how-fight-stop-
oaklands-domain-awareness-center-laid-groundwork-oakland-privacy-commission. 
55 Ibid. 
56 Ibid.
57 Text of proposed ordinance, accessed May 6, 2017: https://www.documentcloud.org/documents/3253520-oak061975.html. 
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they are deployed. Unanimously approved by the commission, the ordinance was pending before 
the Oakland City Council as of June 6, 2017.58

Santa Clara County’s surveillance technology and community safety ordinance 

In September 2016, Santa Clara County passed an ordinance to protect residents’ right to privacy 
from intrusive and invasive technologies.59 This ordinance also addresses emerging surveillance 
tools not yet created. According to the San Jose Mercury News:

The ordinance is aimed at protecting the public’s right to privacy from existing and 
emerging technologies, such as drones, license plate readers, cell phone trackers or things 
that haven’t yet been realized outside of science fiction. 

The new rules require that agencies put in place public policies regarding the use of any 
surveillance technology before it is acquired or activated, and issue annual reports on 
how the technologies have been used and what they discovered.60

Santa Clara County Supervisor Joe Simitian began advocating for an ordinance in 2014, in 
response to local law enforcement purchasing surveillance technology without informing the 
public. He became more concerned about the lack of transparency when he learned that San Jose 
police had purchased a drone and of Oakland’s plan to extend the powers of the DAC beyond the 
Port of Oakland.61 When the Santa Clara County Sheriff’s Office received a grant to buy a 
$500,000 “Stingray” cell-site simulator, Simitian, backed by many County residents, requested 
more information about this technology. A press release issued by Simitian’s office stated: 

Under the new law, officials who want to purchase and use surveillance technology in 
Santa Clara County will have to: 

Provide analysis of the privacy and due process implications of the technology they 
wish to acquire, 

Submit, for approval, a set of “use policies” governing the use of the technology, 
before the technology is acquired or used; and, 

Report back annually on the use of the technology, in order to provide some measure 
of accountability. 

Simitian noted, “for years and years we’ve made budget allocations without asking the 
most basic of questions: What information are we collecting? About whom? Why? How 

58 Darwin BondGraham, “Oakland Privacy Commission Approves Surveillance Transparency Oversight Law,” East Bay 
Express, Jan 6, 2017. 
http://www.eastbayexpress.com/SevenDays/archives/2017/01/06/oakland-privacy-commission-approves-surveillance-
transparency-and-oversight-law.
Link to proposed ordinance, accessed May 6, 2017: https://www.documentcloud.org/documents/3253520-oak061975.html. 
https://occupyoakland.org/wp-content/uploads/2017/01/OPAC-Surveillance-Ordinance-Adopted.pdf.
59 Ordinance no. NS-300.897 “An Ordinance of the Board of Supervisors of the County of Supervisors of the County of Santa 
Clara Adding Division A40 of the County of Santa Clara Ordinance code Relating to Surveillance-Technology and Community 
Safety,” accessed May 6, 2017. https://assets.documentcloud.org/documents/2854213/Attachment-149330.pdf. 
60 Eric Kurhi “Pioneering spy-tech law adopted by Santa Clara County,” The Mercury News, June 7, 2016. 
http://www.mercurynews.com/2016/06/07/pioneering-spy-tech-law-adopted-by-santa-clara-county/. 
61 Ibid. 
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long will we have the information? Who’ll have access? How will we know if there’s 
misuse or abuse? I think we ought to know those answers before we spend millions of 
dollars in public funds.” 

The ordinance also provides that the Board of Supervisors, “…shall assess whether the 
benefits to the impacted County departments and the community of the surveillance 
technology outweigh the costs – including both the financial costs and reasonable 
concerns about the impact on and safeguards for privacy, civil liberties and civil rights.” 

 “I firmly believe we can both protect the public, and respect the public’s privacy and due 
process rights,” Simitian said. “In fact, I believe we’re obligated to do both.” 

The new measure is noteworthy, in part, because it both addresses specific existing 
technologies (like surveillance cameras, automated license plate readers, and cell-site 
simulators), but also attempts to be “future-proof,” by describing the kinds of surveillance 
covered.62

Bay Area Rapid Transit’s (BART’s) proposed Surveillance Policy 

According to representatives at BART, the BART Board of Directors will be considering a 
proposal that would require board approval of any surveillance tools used by BART police or 
other BART entity.

The ACLU of Northern California, the Oakland Privacy Working Group, and the Electronic 
Frontier Foundation (EFF) all have indicated support for such the surveillance policy, which has 
been presented to BART’s technology committee in December 2016. A senior attorney at EFF 
stated: “BART could take a big step forward toward accountability and transparency by passing 
the ordinance, which will ensure public and collective board oversight of whether to acquire 
dangerous and invasive spying tools.”63

Proposed California State Senate Bill  

SB 21 (2017), the Police Surveillance Transparency bill64 sponsored by Senator Jerry Hill, D–
San Mateo, would extend existing privacy standards for ALPRs and cell-intercept devices to all 
surveillance technology used by law enforcement agencies.

“SB 21 ensures that the same privacy protocols and standards that currently apply to license plate 
readers and cell site simulators apply to all other surveillance technology, including those 
developed in the future,” Senator Hill said.65

This bill was passed by the California State Senate on May 31, 2017 and was then sent to the 
California Assembly.66

62 Press Release: “Joe Simitian: Cutting-edge surveillance ordinance approved for Santa Clara County,” accessed May 6, 2017. 
https://www.sccgov.org/sites/d5/newsmedia/press-releases/Pages/SurveillanceOrdinance.aspx. 
63 Joe Kukura “BART Considers Measure to Limit Surveillance,” SF Weekly, January 26, 2017. 
http://www.sfweekly.com/news/bart-considers-measure-to-limit-surveillance/.
64 Text of bill is available at http://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=201720180SB21. 
65 “New Legislation,” Senator Jerry Hill, accessed April 3, 2017. 
https://lcmspubcontact.lc.ca.gov/PublicLCMS/imgs/SD13/2017/jan/Hill_eNews_010317_Full.htm#article1. 
66 “CA SB21|2017-2018|Regular Session,” Legiscan, accessed June 1, 2017.  https://legiscan.com/CA/bill/SB21/2017ncric. 
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FINDINGS

F1. The County of Santa Clara passed an ordinance in 2016 requiring agencies to adopt policies 
related to any surveillance technology before such technology is acquired or activated. The 
ordinance also requires agencies to issue annual reports explaining how the technologies are 
used and what they discovered. 

F2. The County and cities in San Mateo County have not enacted any ordinances governing 
their acquisition and use of surveillance technology, or the accessibility, management, or 
retention of the information acquired. 

F3. The County and cities in San Mateo County do inform residents about the use of some 
surveillance tools (Automated License Plate Readers and Body Worn Cameras) at public 
forums and city council meetings:  

City or Town Council meeting or staff reports posted on website: Atherton, Burlingame, 
Daly City, East Palo Alto, Hillsborough, Menlo Park, Pacifica, Redwood City, San 
Bruno, San Carlos, San Mateo, South San Francisco 

Public meeting or Town Halls: East Palo Alto, Hillsborough, Menlo Park, Redwood City, 
San Carlos, Sheriff’s Office 

The City of Menlo Park mentioned also having used social media for this purpose. 

F4.  With the exception of Burlingame, which borrowed ALPR technology, the cities and the 
San Mateo County Sheriff’s Office have complied with the law requiring ALPR users to 
“conspicuously” post a link to the ALPR usage and privacy policy on their websites.

F5.  With the exception of the City of San Mateo, the generic ALPR policies posted by cities 
and the Sheriff’s Office do not provide specific information that helpful to residents. 

RECOMMENDATIONS

R1. In addition to providing a conspicuous link to usage and privacy policies on operator 
websites (as required by law for ALPRs), all law enforcement agencies in the County 
should create an easily accessible and simply written information webpage by December 
31, 2017, which lists the types of surveillance tools (such as ALPRs) and investigative 
tools (such as ShotSpotter and body worn cameras) utilized by the agency. At a minimum, 
such a webpage shall include these details about each tool: 

What is the use and purpose of the technology, such as assisting in ongoing 
criminal investigations, locating missing children, or locating stolen vehicles 

Who is authorized to collect or access the data collected 

How the system is monitored to ensure that the data are secure 

Who owns the surveillance technology 

What measures were taken to ensure the accuracy of the data 

How long the data will be retained 
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R2. All law enforcement agencies in the County shall increase the number and types of 
opportunities for community members to voice support for or opposition to any proposed 
addition of new surveillance technologies including, but not limited to:  

Surveying residents to better understand their concerns about law enforcement’s 
use of surveillance tools and address those concerns in public meetings, Town 
Halls, Neighborhood Watch sessions and other local gatherings. 

Using social media platforms such as Nextdoor© to keep residents engaged and 
informed about surveillance technologies and its uses in your community. 

R3. Staff shall bring to the city or town council (in the case of a police department or police 
bureau) or the Board of Supervisors (in the case of the Sheriff’s Office) a policy or 
ordinance for consideration at a public meeting by December 31, 2017.  Such ordinances or 
policies should require, at a minimum: 

Plans to acquire new surveillance technology be announced at public meetings 
and other forums to ensure that the community is aware and engaged when new 
technology is under consideration. 

Any “use policies” related to surveillance technology be readily available and 
easy to access on the city or County websites. 

Oversight and accountability be supported by posting periodic reports on the 
effectiveness of the surveillance tools used in the community. 

REQUEST FOR RESPONSES 

Pursuant to Penal code section 933.05, the Grand Jury requests responses to Recommendations
1-3 from the following: 

San Mateo County Board of Supervisors 

San Mateo County Sheriff’s Office 

Broadmoor Police Protection District 

Atherton Town Council 

Belmont City Council 

Brisbane City Council 

Burlingame City Council 

Colma City Council 

Daly City City Council

East Palo Alto City Council  

Foster City City Council 

Half Moon Bay City Council 
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Hillsborough Town Council 

Menlo Park City Council 

Millbrae City Council 

Pacifica City Council 

Portola Valley Town Council 

Redwood City City Council 

San Bruno City Council 

San Carlos City Council 

San Mateo City Council 

South San Francisco City Council 

Woodside Town Council 

The governing bodies indicated above should be aware that the comment or response of the 
governing body must be conducted subject to the notice, agenda and open meeting requirements 
of the Brown Act. 
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APPENDIX A 

NCRIC Automated License Plate Reader Policy 

NCRIC MISSION 

The Northern California Regional Intelligence Center (NCRIC) is a multi-jurisdiction public safety program 
created to assist local, state, federal, and tribal public safety agencies and critical infrastructure locations 
with the collection, analysis, and dissemination of criminal threat information. It is the mission of the 
NCRIC to protect the citizens within its area of responsibility from the threat of narcotics trafficking, 
organized crime, as well as international, domestic, and street terrorism-related activities through 
information sharing and technical operations support to public safety personnel.

AUTOMATED LICENSE PLATE READER (ALPR) TECHNOLOGIES 

To support authorized law enforcement and public safety purposes of local, state, federal, and tribal 
public safety agencies, the NCRIC utilizes Automated License Plate Reader (ALPR) technology, and 
supporting software, to gather and analyze ALPR data to enable the rapid identification and location of 
vehicles of legitimate interest to law enforcement. ALPR units are attached to law enforcement vehicles or 
deployed at fixed locations, where they collect license plate information from vehicles on public roadways 
and public property. In one common use of ALPR technology, license plate encounters are compared 
against law enforcement “hotlists” – lists of vehicles associated with active investigations, for example, 
related to Amber Alerts or other missing children, stolen vehicles, or stolen license plates. The information 
is also retained for a fixed retention period, though it is only reaccessible by law enforcement given a 
legitimate law enforcement purpose as listed below.  

PURPOSE

This NCRIC Automated License Plate Reader Policy (ALPR Policy) defines a minimum set of binding 
guidelines to govern the use of Automated License Plate Reader Data (ALPR Data), in order to enable 
the collection and use of such data in a manner consistent with respect for individuals’ privacy and civil 
liberties.  
The NCRIC also completed a NCRIC ALPR Privacy Impact Assessment (PIA) to address in further detail 
common privacy and civil liberties concerns regarding Automated License Plate Reader technology. The 
current version of this document is available on the NCRIC web site at www.ncric.org.  

AUTHORIZED PURPOSES, COLLECTION, AND USE OF ALPR DATA 

To support the mission of the NCRIC, Law enforcement personnel with a need and right to know will 
utilize ALPR technology to:  

Locate stolen, wanted, and subject of investigation vehicles;  
Locate and apprehend individuals subject to arrest warrants or otherwise lawfully sought by law 
enforcement;  
Locate witnesses and victims of violent crime;  
Locate missing children and elderly individuals, including responding to Amber and Silver Alerts; 
Support local, state, federal, and tribal public safety departments in the identification of vehicles 
associated with targets of criminal investigations, including investigations of serial crimes;  
Protect participants at special events; and  
Protect critical infrastructure sites.  
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RESTRICTIONS ON COLLECTION OF ALPR DATA AND USE OF ALPR SYSTEMS

NCRIC ALPR units may be used to collect data that is within public view, but may not be used for the sole 
purpose of monitoring individual activities protected by the First Amendment to the United States 
Constitution.  

ALPR operators may not contact occupants of stolen, wanted, or subject-of-investigation vehicles unless 
the ALPR operators are sworn law enforcement officers. ALPR operators must rely on their parent agency 
rules and regulations regarding equipment, protection, self-identification, and use of force when stopping 
vehicles or making contact.  

ALPR operators must recognize that the data collected from the ALPR device, and the content of 
referenced hotlists, consists of data that may or may not be accurate, despite ongoing efforts to maximize 
the currency and accuracy of such data. To the greatest extent possible, vehicle and subject information 
will be verified from separate Law enforcement information sources to confirm the vehicle or subject’s 
identity and justification for contact. Users of ALPR Data must, to the fullest extent possible, visually 
confirm the plate characters generated by the ALPR readers correspond with the digital image of the 
license plate in question.  

All users of NCRIC ALPR equipment or accessing NCRIC ALPR Data are required to acknowledge that 
they have read and understood the NCRIC ALPR Policy prior to use of the ALPR System. 

In no case shall the NCRIC ALPR system be used for any purpose other than a legitimate law 
enforcement or public safety purpose.  

TRAINING  

Only persons trained in the use of the NCRIC ALPR system, including its privacy and civil liberties 
protections, shall be allowed access to NCRIC ALPR Data. Training shall consist of:  

 Legal authorities, developments, and issues involving the use of ALPR Data and technology  
 Current NCRIC Policy regarding appropriate use of NCRIC ALPR systems;  
 Evolution of ALPR and related technologies, including new capabilities and associated risks;  
 Technical, physical, administrative, and procedural measures to protect the security of ALPR 

Data against unauthorized access or use; and  
 Practical exercises in the use of the NCRIC ALPR system  

Training shall be updated as technological, legal, and other changes that affect the use of the NCRIC 
ALPR system occur.  

AUDIT  

Access to, and use of, ALPR Data is logged for audit purposes. Audit reports will be structured in a format 
that is understandable and useful and will contain, at a minimum:  

 The name of the law enforcement user;  
 The name of the agency employing the user;  
 The date and time of access;  
 The activities executed, including any license plates searched for;  
 The supplied authorized law enforcement or public safety justification for access; and  
 A case number associated with the investigative effort generating the ALPR data query.

Audit reports will be provided periodically and on request to supervisory personnel at t the NCRIC and 
partner agencies.  

In addition, no less frequently than every 12 months, the NCRIC will audit a sampling of ALPR system 
utilization from the prior 12 month period to verify proper use in accordance with the above authorized 

Item A Page 180

Town Council Meeting June 14, 2022



2016-2017 San Mateo County Civil Grand Jury 24

uses. Any discovered intentional misconduct will lead to further investigation, termination of system 
access, and notification of the user’s parent agency for appropriate recourse. In addition, the auditing 
data will be used to identify systemic issues, inadvertent misuse, and requirements for policy changes, 
training enhancements, or additional oversight mechanisms.  

These ALPR audits shall be conducted by a senior NCRIC official other than the person assigned to 
manage the NCRIC ALPR function. Audit results shall then be reported to the Director of the NCRIC. 

DATA QUALITY AND ACCURACY 

The NCRIC will take reasonable measures to ensure the accuracy of ALPR Data collected by NCRIC 
ALPR units and partner agency ALPR systems. Errors discovered in ALPR Data collected by NCRIC 
ALPR units are marked, corrected, or deleted in accordance with the type and severity of the error in 
question. Errors discovered in ALPR Data collected from partner agencies’ ALPR systems are 
communicated back to the controlling agency to be addressed as deemed appropriate by that agency or 
in accordance with the agency’s own ALPR data policies.  

As the downstream custodian of “hotlists”, the NCRIC will provide the most recent versions of these lists 
available and ensure the lists are refreshed from state or federal sources on a daily basis. 

The NCRIC acknowledges that, in rare instances ALPR units may inadvertently capture information 
contrary to the collection guidelines set forth in this policy. Such records will be purged upon identification. 
Any discovered notable increase in frequency of these incidents from specific ALPR units or agencies will 
be followed up with for equipment repairs, camera realignment, or personnel training as necessary.  

PHYSICAL AND ELECTRONIC SECURITY OF ALPR DATA: 

Data collected by ALPR systems is stored in a secured law enforcement facility with multiple layers of 
physical security and 24/7 security protections. Physical access is limited to law enforcement staff in good 
standing who have completed background investigations and possess an active security clearance at the 
“SECRET” or higher level.  

NCRIC will utilize strong multi-factor authentication, encrypted communications, firewalls, and other 
reasonable physical, technological, administrative, procedural, and personnel security measures to 
mitigate the risks of unauthorized access to the system.  

RETENTION OF ALPR DATA: 

ALPR Data collected by NCRIC ALPR units or shared from partner agencies’ ALPR units shall not be 
retained longer than 12 months, or the length of time required by the partner agency who is custodian of 
the record – whichever is shorter. Once the retention period has expired, the record will be purged entirely 
from all active and backup systems unless a reasonable suspicion has been established that the vehicle 
identified by the ALPR read is connected to criminal activities.  

ALPR records matching an entry in a current law enforcement hotlist will trigger an immediate notification 
to the officer operating the ALPR unit, the active dispatch officer at the agency owning the ALPR unit, the 
NCRIC, and the custodial agency of the hotlist. Such notifications are also subject to a maximum 
retention of 12 months.  

ALPR Data obtained with license plate information not appearing on hotlists, and with no immediate 
reasonable connection to criminal activity, will be retained in secure systems so as to only be made 
accessible to authorized personnel for a maximum period of twelve months, then purged entirely from all 
systems. If during the specified retention period there is information which supports a legitimate law 
enforcement purpose (see above section enumerating AUTHORIZED PURPOSES, COLLECTION, AND 
USE OF ALPR DATA) as to a license plate or partial license plate which was recorded and is retained in 
these systems, then limited access will be permitted for predicate-based querying for potential matches 
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against the parameters specific to the legitimate law enforcement purpose. Such events shall be recorded 
in an access log showing date, time, name of person seeking access, agency of employment, reason for 
access, and tracking identifiers such as an agency case number.  

NCRIC Automated License Plate Reader Policy 5 ALPR records of vehicles having been identified and 
linked to criminal investigation will be entered into the relevant NCRIC database(s) and retained for a 
period of no more than five years. If during the fiveyear period NCRIC personnel become aware that the 
vehicle license plate information is no longer associated with a criminal investigation, it will be purged 
from the NCRIC’s databases.  

CUSTODIAN OF RECORDS AND RECORDS REQUESTS 

Each agency operating ALPR technology retains control and ownership as the official custodian of its 
records, and must independently verify all external information obtained via NCRIC Information Systems. 
To the extent permitted by law, requests for information under the California Public Records Act or 
Freedom of Information Act or similar applicable laws will be directed back to the owner of the requested 
data.

SYSTEM MANAGEMENT AND ACCOUNTABILITY

The NCRIC shall assign a senior officer who will have responsibility, and be accountable, for managing 
the ALPR Data collected and ensuring that the privacy and civil liberties protection and other provisions of 
this ALPR Policy are carried out. This individual shall also be responsible for managing a process for 
maintaining the most current and accurate hotlists available from NCRIC law enforcement sources. This 
individual shall also have the responsibility for the security of the hotlist information and any ALPR Data 
which is maintained by the NCRIC. It remains, however, the personal responsibility of all officers with 
access to ALPR Data to take reasonable measures to protect the privacy and civil liberties of individuals, 
as well as the security and confidentiality of ALPR Data.  

COMMERCIALLY CREATED ALPR DATA 

Except as explicitly authorized below with regard to critical infrastructure, the NCRIC will not share NCRIC 
or partner agency ALPR Data with commercial or other private entities or individuals.  

DISSEMINATION

The NCRIC may disseminate ALPR data to any governmental entity with an authorized law enforcement 
or public safety purpose for access to such data. The NCRIC assumes no responsibility or liability for the 
acts or omissions of other agencies in making use of the ALPR data properly disseminated. Though the 
NCRIC will make every reasonable effort to ensure the quality of shared ALPR Data and hotlists, it cannot 
make absolute guarantees of the accuracy of information provided.  

ALPR Information may be disseminated to owners and operators of critical infrastructure in circumstances 
where such infrastructure is reasonably believed to be the target of surveillance for the purpose of a 
terrorist attack or other criminal activity. In these situations, the NCRIC also will make notification to 
appropriate local, state, and federal law enforcement agencies.  

Information collected by the ALPR system shall not be disseminated to private parties, other than critical 
infrastructure owners or operators, as limited above, unless authorized, in writing, by the Director of the 
NCRIC or his designee. ALPR information shall not be disseminated for personal gain or for any other 
non-law enforcement purposes.  
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POLICY REVISIONS 

NCRIC ALPR Policies will be reviewed, and updated as necessary, no less frequently than every 12 
months, or more frequently based on changes in data sources, technology, data use and/or sharing 
agreements, and other relevant considerations.  

The most current version of the ALPR Policy may be obtained from the NCRIC website at 
http://www.ncric.org/  
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APPENDIX B 
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APPENDIX C 

This table shows the verbatim responses to this question from the Grand Jury’s survey of police 
departments and the Sheriff’s Office: “Before purchasing the technology, did you inform 
residents of your intention to acquire surveillance tools?” 

City How Cities Responded 

Atherton The projects and expenses were approved by the Town 
Council and divulged as part of the public agenda in staff 
reports.

Belmont Belmont did respond “Yes” to the question but did not 
provide details. 

Broadmoor N/A (no surveillance technology in use). 

Brisbane Law enforcement did not reach out to the community 

Burlingame Body Worn Cameras we responded to the Grand Jury’s 
recommendation to implement and went before our City 
Council for approval. 

GPS we did not notify our community 

Police Department Cameras we did not notify our 
community

Colma N/A (no surveillance technology in use).

Note: The Police Department will reach out to residents at 
council meetings and social media if the Department does 
plan to acquire surveillance technology. 

Daly City Staff report to City Council for approval 

East Palo Alto ShotSpotter: This was installed during Chief Ronald Davis 
tenure and I believe there was involvement with community 
and the matter was approved by the City Council. 
Additionally, each year that I renew the contract, it goes 
before the City Council and the community has the 
opportunity to comment on the use of the system. 

Foster City Law enforcement did not reach out to the community 

Hillsborough The ALPR mobile unit purchase was introduced over the 
course of several council meetings and approved by City 
Council.  We also hosted a number of community forums on 
the topic of crime prevention and discussed the ALPR 
technology prior to and after it was approved. Additionally, 
we regularly update our council with details and statistics 
from our ALPR program.  
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City How Cities Responded 

Menlo Park City council meetings, social media, community meetings 

Millbrae N/A (no surveillance technology in use)

Pacifica Regarding the implementation of patrol vehicle cameras in 
the mid 1990’s, it is unknown what methods were used to 
inform residents. 

The police department’s body camera implementation plan 
was announced at a City Council meeting. When body 
cameras are deployed, the department plans to announce this 
vial social media and press release. 

Redwood City We did community outreach and held a community meeting 
regarding the placing of surveillance cameras on a 
pedestrian footbridge.  

Redwood City Police Department began using the ALPR 
technology in 2012. On October 6, 2015, Governor Edmund 
G. Brown Jr. signed SB 34, which added provisions to the 
California Civil Code regarding the use of ALPR systems, 
including requiring government agencies using ALPRs to 
maintain reasonable security procedures and practices, to 
implement a privacy policy, to keep records of access to 
records created through use of ALPR system, and to prevent 
unauthorized access to the system. In addition, the agency 
must disclose any security breaches and cannot sell, share, 
or transfer ALPR information, except to another public 
agency and only as permitted by law. Under Section 
1798.90.55

(a), the new law requires: A public agency that 
operates or intends to operate an ALPR system shall 
provide an opportunity for public comment at a 
regularly scheduled public meeting of the governing 
body of the public agency before implementing the 
program. 

The Police Department has updated its Policy Manual to 
comply with the new provisions of the law. The updated 
policy regarding Automated License Plate Readers has been 
posted to the City Website as required by California Civil 
Code Section 1798.90.51 (b)(1). Because the department 
began using ALPR technology prior to the passage of SB 
34, compliance with the requirement that an opportunity for 
public comment at a regularly scheduled public meeting of 
the governing body of the public agency before 
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City How Cities Responded 

implementing the program was not possible. The 
Department is in compliance with SB34 and is now 
providing an opportunity for public comment at a regularly 
scheduled public meeting of the governing body of the 
public agency before implementing new ALPR technology.  

San Bruno A staff report regarding the ALPR was made available on 
the city's web page. The project was also presented in a 
televised public forum at a city council meeting. 

San Carlos The decision to deploy ALPR technology was made by the 
City Council; not by the Police Bureau.  An open, “noticed” 
public meeting was held to discuss the item and take public 
comment on the issue. At the conclusion of that very public 
process, the city Council voted and directed the Police 
Bureau to deploy the ALPRs 
We also discussed the issue during Police Town Hall 
Meetings and Neighborhood Watch events. 

San Mateo (city) Depends—ALPRs are required by law to be noticed to our 
city council and we posted the privacy policy on our internet

San Mateo 
County Sheriff 

Open, noticed public meetings were held to discuss the 
items and take public comment on the issue. The meetings 
were held to help educate and inform the community. 

During the community meetings, we provided facts and also 
discussed the benefits during Town Hall Meetings and 
Neighborhood Watch events. 

South San 
Francisco

Our intention to acquire body cameras was addressed at a 
public City Council meeting. Once the body cameras are 
implemented, we will make a public announcement by 
means of a press release and social media 

Issued: July 12, 2017 
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Q1 The Town Council is considering implementing automated license plate
readers (ALPRs) within the Town of Woodside.  ALPRs capture images of
license plates and potentially other vehicle characteristics, as well as the

precise time, date, and place it was encountered.  ALPRs are investigative
tools used by law enforcement to compare vehicles against those

suspected of being involved in criminal activities.  ALPRs are not a tool
that can be used for traffic enforcement.Please select the statement that

best captures your opinion about implementation of ALPRs within the Town
of Woodside

Answered: 117 Skipped: 0

42.74%
50

5.98%
7

4.27%
5

5.98%
7

41.03%
48 117

I strongly support the implementation of ALPRs within the Town of Woodside.

I support the implementation of ALPRs within the Town of Woodside.

I do not have an opinion about the implementation of ALPRs within the Town of Woods

I am opposed to the implementation of ALPRs within the Town of Woodside.

I am strongly opposed to the implementation of ALPRs within the Town of Woodside.

(no label)

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

I STRONGLY
SUPPORT THE
IMPLEMENTATION
OF ALPRS WITHIN
THE TOWN OF
WOODSIDE.

I SUPPORT THE
IMPLEMENTATION
OF ALPRS WITHIN
THE TOWN OF
WOODSIDE.

I DO NOT HAVE
AN OPINION
ABOUT THE
IMPLEMENTATION
OF ALPRS WITHIN
THE TOWN OF
WOODSIDE.

I AM OPPOSED
TO THE
IMPLEMENTATION
OF ALPRS WITHIN
THE TOWN OF
WOODSIDE.

I AM STRONGLY
OPPOSED TO
THE
IMPLEMENTATION
OF ALPRS WITHIN
THE TOWN OF
WOODSIDE.

TOTAL WEIGH
AVERA

(no
label)

ATTACHMENT B
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Q2 Regardless of your response to Question 1, do you have concerns
about the use of ALPRs that you would like to see mitigated through a

privacy and usage policy?
Answered: 100 Skipped: 17

# RESPONSES DATE

1 n/a 9/22/2021 2:31 PM

2 Lack of trust in security. 9/22/2021 9:22 AM

3 I need more discussion on the topic 9/21/2021 1:56 PM

4 Yes. However, I do not see the need for ALPRs in Woodside. The primary benefit appears to
be id of stolen cars.

9/20/2021 10:48 AM

5 I would hope the data can be securely stored and maintained and that the use of the data be
limited to identification of suspects of crimes that mean a certain level of severity. Would also
want some way for residents to know where surveillance is being used, whether it's posted in
the physical location or online.

9/19/2021 8:29 AM

6 No. A privacy and usage policy can easily be abused. I do not support the deployment of
ALPRs in Woodside.

9/19/2021 1:47 AM

7 Can we have one for Redwood City & Sam Carlos not just Woodside?? 9/18/2021 4:55 PM

8 Yes 9/18/2021 8:16 AM

9 Do not install them. If you install them, all data should be encrypted during communication,
and storage. The encryption system should be implemented with two-party (not just two-factor,
two humans) keys. The design, implementation, maintenance, and handling of all data
(capture, communication, storage, searching, computation) should not be outsourced. Use
best practices of computer security for all systems that can touch this data. Institute and
maintain policies of use of the data that are strictly for law enforcement, with specific queries
and limited responses (no query is answered that returns more than 100 responses). Use
differential privacy and other measures to ensure only the minimum amount of information is
released to any party (law enforcement, government officials) for the purposes allowed by the
(very limited) policy. Audit the security and privacy of the system regularly. This will be
expensive, and still be subject to potential abuse, so best is to just not institute ALPRs.

9/17/2021 5:34 PM

10 The data collection and analysis should not be outsourced to a private company or to a
governmental agency without strong legal obligation to maintain privacy and not use it for other
purposes than compare vehicles against those suspected of criminal activities

9/17/2021 5:29 PM

11 Not confident. 9/17/2021 10:46 AM

12 If the US Gov't and private data corporations can't keep our data safe, how is an ALPR
helping, as it collects even more data.

9/17/2021 9:22 AM

13 It will be key to define: 1) how, where and how long the data is preserved and what is the
process to retrieve this information (who has access , who can it be shared with and for what
purpose? How is access granted/restricted (specific users/specific devices/machine IDs/IP 2)
Is the data accessible in real time? If so, same as above.

9/16/2021 3:50 PM

14 We do not trust Woodside to keep this data safe. 9/16/2021 11:37 AM

15 No. Our phones track us, and I understand that Portola Valley has ALPRs. Since I don't plan to
engage in criminal activity, I'm not really worried about this.

9/16/2021 8:19 AM

16 No 9/16/2021 7:34 AM

17 No to increased automated policing 9/15/2021 8:12 PM
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18 I would be in favor of data being removed after a fixed time period (30 days) 9/15/2021 1:25 PM

19 The Electronic Frontier Foundation has helped us make sense of the ALPR vendor-drive
strategy: they are not transparent about how the data is used or shared, and violate their
covenants with local municipalities. From their website: "Through years of research spanning
California (and beyond), EFF has discovered that agencies that access ALPR data are often
ignorant or noncompliant when it comes to the transparency and accountability requirements of
state law. Furthermore, their agreements with the vendor Vigilant Solutions often include “non-
disparagement” and “non-publication” clauses that contractually bind them to Vigilant Solutions’
“media messaging” and prevent agencies from speaking candidly with the press. Meanwhile,
training materials created by Vigilant Solutions explicitly recommend that police leave ALPR
out of its reports whenever possible." This is not unique to Vigilant solutions. If we are going to
install cameras (which is a ridiculous invasion of privacy for local residents), let's at least
make it more difficult for anyone to abuse the access: all data must be used and stored locally
and accessed locally. Once we allow it to be sent over the cloud, we are not in control of it as
a city.

9/15/2021 9:20 AM

20 Yes it's not the town's business who comes and goes from the town 9/14/2021 8:05 PM

21 No useage policy would allay my concerns. 9/14/2021 6:50 PM

22 A privacy and usage policy won't be enough and the Town probably won't comply. These are
being used to collect large amounts of sensitive data on us!

9/14/2021 4:32 PM

23 we are already living in a surveillance society that is invasive and its data subject to nefarious
uses. Enough is enough

9/14/2021 2:52 PM

24 We are opposed due to privacy issues. If these are addressed, we might then approve the use
of ALPRs

9/14/2021 1:16 PM

25 I have concerns about no evidence of need for it. 9/14/2021 9:54 AM

26 None at all 9/13/2021 7:52 PM

27 No 9/13/2021 7:43 PM

28 The police should be defunded, not given more opportunities to persecute and harm citizens. 9/13/2021 7:14 PM

29 Of course. 9/13/2021 3:09 PM

30 no 9/13/2021 12:49 PM

31 I have NO CONCERNS at all . Let's have a safe community! People have no expectation of
privacy in a license plate. Driving is a privilege, and so is living in our community. Period.

9/13/2021 11:32 AM

32 No 9/13/2021 9:21 AM

33 No I don't assuming the data will be collected, stored and used responsibly by the Sheriff. 9/13/2021 8:11 AM

34 Just to be sure the data is not public. Police should have full access and no one else. 9/13/2021 8:09 AM

35 STRONGLY OPPOSE ANY USE OF THIS TECHNOLOGY, AND STRONGLY OPPOSE
TOWN COUNCIL EVEN TRYING TO FIND 'MITIGATION' MEASURES THAT MIGHT
ADDRESS ONE OR TWO CONCERNS, BECAUSE THERE ARE MANY, MANY ISSUES,
such as: privacy in general, giving police blanket photography rights that the citizens
themselves don't have, extent of followup to ensure that false "matches" don't inadvertently or
purposefully or negligently harm any citizens' lives, police and Council's liability for false
"matches," police and Council's transparency and accountability for the data and its precisely
proper use, absolute right for a private suit if there is any misuse or if there is any disclosure of
the photos or records publicly or to any other agency, the council and police relying on non-
government 3rd parties or companies to warranty accuracy or process the data for the police or
collect and transmit the data for the police, assurance that personal counsel and defense
counsel have unquestionable and immediate right to any surveillance data or surveillance
evidence collected on a citizen, honest publid disclosure to the Council of any party that police
share this data with ... and many others. THIS IS NOT AS SIMPLE AS SOME LITTLE
"PRIVACY GUIDELINE" OR SOME VAGUELY-STATED "USAGE POLICY." DON'T DO THIS.

9/12/2021 10:48 PM

36 One problem with creating such a powerful surveillance system is that experience tells us it
will inevitably be abused. There are five ways that surveillance-camera systems are likely to
be misused: Criminal abuse Surveillance systems present law enforcement "bad apples" with

9/12/2021 7:30 PM
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a tempting opportunity for criminal misuse. In 1997, for example, a top-ranking police official in
Washington, DC was caught using police databases to gather information on patrons of a gay
club. By looking up the license plate numbers of cars parked at the club and researching the
backgrounds of the vehicles' owners, he tried to blackmail patrons who were married. Imagine
what someone like that could do with a citywide spy-camera system. Institutional abuse
Sometimes, bad policies are set at the top, and an entire law enforcement agency is turned
toward abusive ends. That is especially prone to happen in periods of social turmoil and
intense conflict over government policies. During the Civil Rights movement and the Vietnam
War, for example, the FBI - as well as many individual police departments around the nation -
conducted illegal operations to spy upon and harass political activists who were challenging
racial segregation and the Vietnam War. This concern is especially justified since we are in
some respects enduring a similar period of conflict today. Abuse for personal purposes
Powerful surveillance tools also create temptations to abuse them for personal purposes. An
investigation by the Detroit Free Press, for example, showed that a database available to
Michigan law enforcement was used by officers to help their friends or themselves stalk
women, threaten motorists after traffic altercations, and track estranged spouses.
Discriminatory targeting Video camera systems are operated by humans who bring to the job
all their existing prejudices and biases. In Great Britain, camera operators have been found to
focus disproportionately on people of color. According to a sociological study of how the
systems were operated, "Black people were between one-and-a-half and two-and-a-half times
more likely to be surveilled than one would expect from their presence in the population."
Voyeurism Experts studying how the camera systems in Britain are operated have also found
that the mostly male (and probably bored) operators frequently use the cameras to
voyeuristically spy on women. Fully one in 10 women were targeted for entirely voyeuristic
reasons, the researchers found. Many incidents have been reported in the United States. In
one, New York City police in a helicopter supposedly monitoring the crowds at the 2004
Republican Convention trained an infrared video camera on an amorous couple enjoying the
nighttime "privacy" of their rooftop balcony.

37 Yes, I have serious concerns. the sheriffs department should not have access to the data
without a warrant approved by a judge and by a citizen's oversight board.

9/12/2021 7:24 PM

38 No 9/12/2021 5:12 PM

39 No I don't support them in any form 9/12/2021 4:36 PM

40 No, I don’t support them in any form 9/12/2021 4:36 PM

41 Access to the footage should be limited to appropriate people like law enforcement but not
open to the public.

9/12/2021 11:12 AM

42 Do not understand this question. Don't need more legislation to mitigate - just don't start this
program

9/12/2021 10:58 AM

43 I am concerned about racial/socioeconomic profiling in the use of the cameras. 9/12/2021 9:54 AM

44 yes 9/12/2021 9:29 AM

45 I think the ALPRs should be managed by San Mateo County Sheriff office, not the Town of
Woodside.

9/11/2021 10:36 PM

46 No 9/11/2021 7:01 PM

47 Yes 9/11/2021 4:46 PM

48 Definitely -- I'd want to understand best practices for avoiding undue surveillance, and make
sure Woodside does at least that well.

9/11/2021 2:51 PM

49 I do not. It's a reasonable trade off to help us when we need it. 9/11/2021 1:37 PM

50 please install these for our safety 9/11/2021 11:02 AM

51 Yes 9/11/2021 9:31 AM

52 I have significant privacy concerns with ALPRs and additional concerns with how that data will
be stored and used. I would follow the laws of states such as New Hampshire or Montana with
regards to use of data and length of storage.

9/11/2021 8:10 AM

53 No 9/11/2021 7:52 AM
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54 I don’t trust policies that are supposed to insure privacy, because generally they cannot. What
if the database is hacked?

9/11/2021 6:14 AM

55 I am concerned that once the data is collected is can be stolen by hackers and disclosed. 9/10/2021 10:10 PM

56 no. 9/10/2021 6:04 PM

57 To me the benefits far outweigh any privacy concerns. The town must have high standards for
how data is used (for safety and policing) and keep the data secure.

9/10/2021 5:28 PM

58 no 9/10/2021 5:24 PM

59 I would like Woodside to provide clear and concise reasons for implementing ALPRS and how
it will incorporate the recommendations of the Brennan Foundation as to privacy.

9/10/2021 2:44 PM

60 I would like to see it not implement. It is a gross invasion of privacy. 9/10/2021 12:06 PM

61 I just do not see that they would be necessary in Woodside regardless of policy 9/10/2021 9:54 AM

62 Yes. To date there is no technology that can ensure ALPRs are only used for their intended
purpose only by authorized people. Instead, data is often shared between agencies and control
over it becomes impossible. Citizens should have privacy as a right, and uncontrolled
databases recording their location violate that right.

9/10/2021 9:48 AM

63 Major concerns. Data provided of what constitutes "criminal activity". Data that proves that the
data is not kept over 60 days per CA law. Notification to the person of the collected data and
any selling or sharing to different government agencies. Data defined of what is being
collected, how they are using it to cross reference background checks. Data about what times
of day these are being utilized.

9/10/2021 9:33 AM

64 I want the ALPRs to also work for traffic enforcement. Canada rd is used as a 280 bypass and
people do NOT drive safely. This is the main road for our children to ride bikes and walk to and
from school. People need to drive slower and they won’t unless there are consequences to
speeding. I also support lowering the speed limit in town to 25 max on all roads.

9/10/2021 9:30 AM

65 I have many concerns about privacy and usage, but the fundamental issue here is one of
class division - rich people trying to police those who "don't belong". Is crime so rampant in
Woodside that this is necessary? We should not be wasting time on this and should focus on
other more important civil service activities like fire prevention and water conservation.

9/10/2021 8:36 AM

66 No 9/10/2021 8:03 AM

67 Yes 9/10/2021 7:45 AM

68 Yes. No sharing, selling or use of any personal data collected by the camera except for stated
usage purpose.

9/9/2021 8:50 PM

69 No-- let's support the Sheriff's job protecting us from increasing crime 9/9/2021 8:04 PM

70 No 9/9/2021 7:43 PM

71 Nothing would mitigage my concern. This is completely unjustifiable. 9/9/2021 7:12 PM

72 No privacy concern. We need the ALPRs. 9/9/2021 7:07 PM

73 I would like to see careful thought put in to the placement of these ALPR's. My thinking is that
they should be mostly at major arterials that potential criminals would have to use, not in
among neighborhood streets if at all possible.

9/9/2021 6:58 PM

74 Every company/organization/government promises that they keep your data secure - until they
don't.

9/9/2021 6:54 PM

75 Obviously access to and use of the data needs to be controlled by policies and procedures
that make sense.

9/9/2021 5:53 PM

76 Mass data collection like this needs to be controlled very carefully and thoughtfully. I visited
the website of one of the prospective vendor who was at the previous Council meeting where
this was discussed and they had lots of testimonials about recovery of stolen cars, but it didn't
make sense since the system was explained as a data collection system, not a real-time
surveillance system. It should be very clear if this is being monitored all the time (either by

9/9/2021 4:29 PM
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person or AI) or if it's just a repository that can be accessed after the fact to investigate
possible crimes

77 No comment 9/9/2021 4:11 PM

78 No 9/9/2021 3:07 PM

79 not unless it is used in a discriminatory way 9/9/2021 2:55 PM

80 Victims of crimes should be able to access and receive the data collected by the ALPRs
related to their case. They can save it and have it should the DA decide to prosecute -- this is
in addition to law enforcement receiving the information. Having been the victim of a stalker for
four years. I kept the evidence longer than the sheriff. When it came to prosecution the DA had
to ask me for my copies of the evidence.

9/9/2021 2:53 PM

81 no cameras 9/9/2021 2:32 PM

82 Privacy and usage policies do not work. That trust has been stomped on too many times. 9/9/2021 1:35 PM

83 no 9/9/2021 1:23 PM

84 I would like to not have them. I would be irritated by "enter at your own risk" style signs in front
of my town. It gives a bad impression

9/9/2021 10:20 AM

85 They should be strictly used for criminal activity prevention/active cases. As your flyer states,
NOT for traffic enforcement.

9/9/2021 9:25 AM

86 No 9/9/2021 9:19 AM

87 no 9/9/2021 7:20 AM

88 I have no concerns. I assume if ALPRs is implemented in Woodside, it would be similar to how
it is used in Portola Valley.

9/8/2021 9:27 PM

89 No 9/8/2021 8:09 PM

90 Policy? Hah. 9/8/2021 7:37 PM

91 No 9/8/2021 7:20 PM

92 Yes 9/8/2021 6:49 PM

93 Do not believe abusive use of ALPR can be prosecuted. 9/8/2021 5:31 PM

94 What need is driving the requierment to implement ALPR in woodside? Is our crime rate out of
control. Are there an abundance of stolen cars on the roads in Wopodside. Why is this a
priority for the Town Council? Aren't there more pressing issued to address?

9/8/2021 5:30 PM

95 No 9/8/2021 4:18 PM

96 None 9/8/2021 3:59 PM

97 No 9/8/2021 2:20 PM

98 no 9/8/2021 2:08 PM

99 None whatsoever. 9/8/2021 1:42 PM

100 Privacy and usage policies cannot stop bad actors from using this technology for purposes it
was not intended for.

9/8/2021 12:25 PM
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Q3 Please provide any comment that you would like the Town Council to
receive regarding ALPRs.

Answered: 91 Skipped: 26

# RESPONSES DATE

1 Provides an extra set of eyes 24 hrs that will help law enforcement to be more effective in
crime fighting.

9/22/2021 2:31 PM

2 Makes no sense. 9/22/2021 9:22 AM

3 I want to know why this is being considered, what the cost will be, what benefit is expected
and what measures would be used to protect privacy. Enormous amounts of data are collected
by ALPR's which is used primarily to identify stolen vehicles.

9/20/2021 10:48 AM

4 It seems there would be a slippery slope with "profiling" certain cars as suspicious and others
as not unless there was a particular description of a vehicle or license plate reported by
someone on the scene. I hope the Council will research and implement guidelines to help
monitor these activities if it's something the technology might allow.

9/19/2021 8:29 AM

5 ALPRs are an invasion of privacy. I am concerned that innocent people will be investigated
simply due to the fact the drove a vehicle into Woodside. I have family and friends who visit
me from Oakland, East Palo Alto and other parts of the Bay Area. If a crime occurs while my
family or friends happen to have driven a vehicle into Town and the police discover from the
ALPR that their license plate shows that they are from Oakland or East Palo Alto, cause me to
pause and wonder if they will be targeted for investigation. I strongly do not support the
implementation of ALPRs within Woodside.

9/19/2021 1:47 AM

6 We need them in all the cities especially Redwood City & San Carlos!! A lot of crimes are
happening in these 2 cities

9/18/2021 4:55 PM

7 All a criminal has to do is remove their license plates to bypass this crime prevention tactic. If
someone drives into town without license plates, will law enforcement respond immediately?

9/18/2021 8:16 AM

8 Consider the long term costs, including legal defense if the data or system is misused.
Consider the predictable risks of outsourcing to a company that will not have aligned interests
with the city of Woodside. Consider the potential of "unpredictable" risks of such a system, as
other government authorities institute policies or serve warrants that lead to abuse or misuse
or leak of data that the city of woodside collected with good intentions, but then becomes a
liability for the citizens of woodside and the city of woodside.

9/17/2021 5:34 PM

9 Why are you looking at this? 9/17/2021 10:46 AM

10 What's the reasoning for having them in place? Has there been such an increase in crime?
Have they been shown in other neighborhoods to drastically reduce crime? From what I've read
they haven't at all. Seems like a waste of $$ and an invasion of privacy.

9/17/2021 9:22 AM

11 We're very much in favor of such an initiative with the proper privacy "balance" in place.
Thanks for putting this on the agenda. We would like the following to be discussed: 1) Does
this need to be a town-wide initiative? Could specific neighborhoods implement such an
initiative if there is no town-wide support? 2) If such an initiative is approved (whether at the
town or neighborhood level), could residents fund the purchase of additional units, similar to
what took place in Atherton? Thank you.

9/16/2021 3:50 PM

12 We do not want to be spied on just for diving in and out of Woodside! 9/16/2021 11:37 AM

13 See response to #1. 9/16/2021 8:19 AM

14 Support 9/16/2021 7:34 AM

15 No to increased automated policing 9/15/2021 8:12 PM

16 ALPR vendors are known to misrepresent facts. They have said they were not allowing 9/15/2021 9:20 AM
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agencies to collect and use data in certain ways, while allowing access. The Electronic
Frontier Foundation has made it clear why we should not allow these vendors in our
communities. I urge the town council to read their analysis:
https://www.eff.org/deeplinks/2019/03/heres-why-you-cant-trust-what-cops-and-companies-
claim-about-automated-license

17 You have not made it clear what problem you're trying to solve. This seems like a highly
unnecessary expense that is prone to being exploited by the wrong people. For example, some
years ago I remember one Woodside home hosted the Republican presidential candidate, and
on the same night, a different resident hosted the Democrat presidential candidate. No one
should ever be able to subpoena our records to learn who is going to each of those homes.

9/14/2021 8:05 PM

18 As a general rule, I'm pro police enforcement, etc. But I find the suggestion of using an ALPR
system crosses my comfort zone because of concerns about useage abuse by the police. I
can't monitor that so the best way to deal with it is to leave the status quo as is. It's worked
for, what???, 75 years now? Thank you.

9/14/2021 6:50 PM

19 These will be used by law enforcement to collect private and sensitive data they shouldn't be
on everyone. Privacy policies won't be enforced and from my understanding the data is shared
with other law enforcement agencies. It's a huge violation of our privacy and the information
could be used inappropriately. These are being installed under the guise of catching criminals
but the information collected is for everyone. This is Big Brother surveillance and is very
dangerous.

9/14/2021 4:32 PM

20 Don't implement ALPRs. don't enable the surveillance state 9/14/2021 2:52 PM

21 We are opposed due to privacy issues. If these are addressed, we might then approve the use
of ALPRs

9/14/2021 1:16 PM

22 Are criminals so rampant in the town of Woodside? Don't play us for chumps. What's the
evidence of the need for this? Where are the statistics for what such intrusion would
accomplish? What is the cost? What have been the results of other towns using ALPR? I
resent your playing on our fears. What are the facts? Do the work! Thank you.

9/14/2021 9:54 AM

23 This is a wonderful tool - there is no expectation of privacy when driving on a public street -
and we welcome any crime fighting tool.

9/13/2021 7:52 PM

24 I have heard of these systems being used elsewhere with great effectiveness to discourage
crime and identify offenders. We strongly support the implementation here in Woodside.

9/13/2021 7:43 PM

25 It’s a bad idea. 9/13/2021 7:14 PM

26 Seems like overreach, unwise expenditure, and brow-raising time to be suggesting this
intrusion.

9/13/2021 3:09 PM

27 these have proven very effective in Atherton and there has been an increase in crime in
Woodside Heights. we need these here too!

9/13/2021 12:49 PM

28 We have too many people coming into Town and breaking into homes -- we need better
community security. without the rule of law, and without safety and security, society breaks
down.

9/13/2021 11:32 AM

29 Make our Town safer. Do this. 9/13/2021 9:21 AM

30 Please don't debate forever...just approve and install. Will make our community safer! 9/13/2021 8:11 AM

31 Please install at all "ins and outs" of our community. If there are smaller and better looking
ones please get those

9/13/2021 8:09 AM

32 (Repeating previous objections above): STRONGLY OPPOSE ANY USE OF THIS
TECHNOLOGY, AND STRONGLY OPPOSE TOWN COUNCIL EVEN TRYING TO FIND
'MITIGATION' MEASURES THAT MIGHT ADDRESS ONE OR TWO CONCERNS, BECAUSE
THERE ARE MANY, MANY ISSUES, such as: privacy in general, giving police blanket
photography rights that the citizens themselves don't have, extent of followup to ensure that
false "matches" don't inadvertently or purposefully or negligently harm any citizens' lives,
police and Council's liability for false "matches," police and Council's transparency and
accountability for the data and its precisely proper use, absolute right for a private suit if there
is any misuse or if there is any disclosure of the photos or records publicly or to any other
agency, the council and police relying on non-government 3rd parties or companies to warranty

9/12/2021 10:48 PM
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accuracy or process the data for the police or collect and transmit the data for the police,
assurance that personal counsel and defense counsel have unquestionable and immediate
right to any surveillance data or surveillance evidence collected on a citizen, honest publid
disclosure to the Council of any party that police share this data with ... and many others.
THIS IS NOT AS SIMPLE AS SOME LITTLE "PRIVACY GUIDELINE" OR SOME VAGUELY-
STATED "USAGE POLICY." DON'T DO THIS.

33 While it is hard to predict what benefits will result from this system, one thing that can be
certain is that operators will abuse it. The ACLU has a website detailing how the operators of
these systems consistently and illegally use them for crime and voyeurism:
https://www.aclu.org/other/whats-wrong-public-video-surveillance

9/12/2021 7:30 PM

34 The only way I would agree to the use of ALPRs would be if only a citizen's oversight board
was the only group permitted to review the captured data. And only the district attorney could
request information from the system, specifically in association with a specific case against a
suspect. The oversight board would be authorized to accept or reject requests from the DA
based on the completeness or likelihood that the information would provide useful information
in an investigation or indictment.

9/12/2021 7:24 PM

35 License Plate readers should act as a deterrent to crime and if a crime should occur the
availability of car and license plate images may help law enforcement solve the crime.

9/12/2021 5:12 PM

36 This is an encroachment on privacy by the local government and could lead to more
encroachment with time.

9/12/2021 4:36 PM

37 I strongly impose privacy violating measures by the local government and think current tools
are sufficient for the safety of our community.

9/12/2021 4:36 PM

38 I hope it is only used for responsible purposes like planning in addition to stopping criminal
activity.

9/12/2021 3:39 PM

39 This is exceedingly important to our security. Keeping the perimeter of our town safe is a huge
priority. And the threat is not just academic - mail theft, license plate theft, and home break-ins
are happening. This is a cost effective and efficient addition to our town and can go a long way
toward restoring basic town safety.

9/12/2021 11:12 AM

40 This should be up to law enforcement - if this tool is required. It seems to be unnecessarily
invasive. Do not become Big Brother Woodside! Money could and should be spent on much
more pressing areas - like mitigating congestion at Town Square.

9/12/2021 10:58 AM

41 This is not a high crime area. ALPRs would be a total invasion of privacy and unnecessary.
We have ENOUGH of Big Brother already. No Thanks.

9/12/2021 9:29 AM

42 We support this program which should cover all major access roads to Woodside: including
Woodside Road, Sand Hill Road, Canada Road and Portola Road.

9/11/2021 10:36 PM

43 My car was broken into on Canadá rd by the 280 entrance. Pls put cameras there! 9/11/2021 7:01 PM

44 I believe they can be implemented with the proper policies and practices plan to respect the
privacy of residents and visitors and still help public safety.

9/11/2021 4:46 PM

45 Please share more information on the motivation for considering the use of ALPRs in
Woodside, how they're currently used by other communities with good and bad outcomes, and
on what technical and policy measures would be implemented to protect against misuse.

9/11/2021 2:51 PM

46 Please don't drag your heals on this - we need it here in Woodside. Other councils are way
ahead of you guys in realizing the need for this additional level of security for our town.

9/11/2021 1:37 PM

47 great idea thanks 9/11/2021 11:02 AM

48 I would like to understand how other communities have benefitted from installing these
systems.

9/11/2021 9:31 AM

49 I realize that we have some very wealthy and highly visible residents who might feel “safer”
with ALPR’s, however I believe that for Woodside, ALPR’s are a misuse of public funds. I
would rather see my tax dollars allocated to making the town more accessible AND SAFE for
walking with better paths which connect the ENTIRE town. Let’s develop better drop off and
walking/biking strategies for Woodside Elementary rather than track each and every vehicle.
Let’s also think toward the future, over time, Woodside residents will likely be using more on-

9/11/2021 8:10 AM
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demand and autonomous vehicles, so this seems to be a dead end investment with limited
utility in the long run.

50 The potential costs of digital surveillance — the loss of personal privacy that would result from
this information techonology system being hacked by outsiders or exploited by insiders —
outweigh the benefits.

9/11/2021 6:14 AM

51 Why do we need ALPRs in the first place? Is there a crime wave going on? 9/10/2021 10:10 PM

52 If this helps our sheriff to keep the community safe, I am in support. 9/10/2021 6:04 PM

53 Please approve ASAP and let’s protect our community. 9/10/2021 5:28 PM

54 I do not see a down side in The Town of Woodside installing ALPRs. I understand the concern
for privacy but believe the safety and resources provided by ALPRs mitigates any concern. If
Woodside chooses to not install ALPRs and most other (PV and LAH) have ALPRs then
thieves will target Woodside. Thank you for installing ALPRs.

9/10/2021 5:24 PM

55 See above. Clear and concise reasons that ALPRs should be implemented in Woodside and
which Brennan Foundation recommendations are being followed.

9/10/2021 2:44 PM

56 If you start spying on my private vehicle, I will lead a class-action lawsuit against the City of
Woodside. TJ Rodgers

9/10/2021 1:23 PM

57 I think the main question is what is the motivation for its implementation; Has there been an
increase in crime in the area? Are there particular crimes this is supposed to mitigate? Is it to
actually solve rather than mitigate? If so how many crimes are actually occurring that it would
help solve? Or is this simply the big brother approach to policing where they want access to
stuff, because they just want access and control? What is actually driving the issue? Why is it
really needed? Without good reason, I believe that residents should be really worried ad
concerned about the erosion of their right to privacy.

9/10/2021 12:06 PM

58 Many homes in Woodside already have security... cameras.. gates etc etc ... it feels a little
like an invasion of privacy

9/10/2021 9:54 AM

59 Woodside has crime rates significantly below state and national averages. The privacy
concerns around ALPRs are unsolved. I firmly believe this money would be better used
elsewhere.

9/10/2021 9:48 AM

60 I strongly oppose the use of ALPRs. The information provided is vague, at best. What are the
perimeters of criminal activity. Are ALPRs going to be expanded to stop signs? Do they trigger
with every passing vehicle? To what extent is the plate being cross-referenced and with what
agencies? How are residents assured that the PD is following the law to only hold data for 60
days? Will cars that are scanned by ALPRs be put collected into a pool of how many hits they
got?

9/10/2021 9:33 AM

61 I want the ALPRs to also work for traffic enforcement. Canada rd is used as a 280 bypass and
people do NOT drive safely. This is the main road for our children to ride bikes and walk to and
from school. People need to drive slower and they won’t unless there are consequences to
speeding. I also support lowering the speed limit in town to 25 max on all roads.

9/10/2021 9:30 AM

62 This will probably be a huge waste of time anyway given the sheer number of people that pass
through Woodside (via hwy84) to places OTHER than Woodside, like LaHonda or the Coast.
This is a complete waste of time and money to make rich people "feel" safe and keep out
"undesirables". Class warfare at its finest and is frankly disgusting. Don't waste time or money
on this, and do something more important please.

9/10/2021 8:36 AM

63 This is a great idea. Please install the systems ASAP 9/10/2021 8:03 AM

64 No ALPR’s!!! 9/10/2021 7:45 AM

65 Law enforcement agencies naturally want every possible tool at their disposal. If Council has
data that supports a rising crime rate in Town that requires this additional tool, I would support
your approval, with the strong caveat to protect our privacy rights and specifically lock down
any other use of our data. I trust all the Council members to do a thorough, diligent
examination of this proposal and come to an informed, reasonable conclusion, spending as
much time you need. Good luck, and thank you for your volunteer service to our Town. Best,
Alexis Bartlo 638 Woodside Way

9/9/2021 8:50 PM

66 Unfortunately, crime is considerably increasing. Any tools our excellent Sheriff's Dept. can 9/9/2021 8:04 PM
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employ, to help protect us, is welcome news

67 Provide operational status reports quarterly. 9/9/2021 7:43 PM

68 There is absolutely no justification for doing this and even if there was, the privacy concerns
would still make it unacceptable.

9/9/2021 7:12 PM

69 In the last 2 weeks, there has been one break-in and one prowler in homes on either side of my
home. ALPRs could have helped catch the perpetrators and would provide a much needed
sense of security that is increasingly diminishing in our neighborhood (Woodside Heights).

9/9/2021 7:07 PM

70 See #2 9/9/2021 6:58 PM

71 Has there been an increase in crime that we are unaware of? Why are you doing this? What is
the need?

9/9/2021 6:54 PM

72 We have more and more people who live out of the area coming into our neighborhoods. This
is fine, to a point, provided non-resident intentions are good. Unfortunately they aren't always.
ALPRs are one tool that can help us deal with the outliers.

9/9/2021 5:53 PM

73 Councilman Shaw (i think) made a very astute comment that if you look at the total number of
crimes in Woodside, very few would be impacted by the existence of an ALPR. the vast
majority were traffic citations which cannot be issued via camera in California. I believe
ALPR's are a system that make people feel good that something is being recorded, but the
data in Woodside does not support that it would have any actual net positive impact. It seems
like a solution in search of a problem, with the added downside of another corporation gathering
huge amounts of data on town residents and visitors.

9/9/2021 4:29 PM

74 1. What constitutes "the Town of Woodside" where ALPRs will be used? Downtown? The
Glens? Woodside Hills? i.e., who benefits? 2. What are the relevant crime statistics in
Woodside, by neighborhood/subdivision, for each of the last three years? 3. Identify five other
similar communities (California, ±5000 population, suburban, with a similar economic profile)
and provide a comparison of dollars spent on their ALPRs with values of recovered, stolen
property for each of the past three years. 4. What is the cost of ALPRs? 5. Will residents or
businesses be assessed for the costs by neighborhood or will everyone's taxes be used to pay
even if the system does not benefit the tax payers' neighborhood? 6. I am not aware of a crime
wave that would warrant this, or is the council just doing a "me too" because Portola Valley
considered it.?

9/9/2021 4:11 PM

75 I think using ALPRs is an invasion of privacy and a bad idea! 9/9/2021 3:07 PM

76 The cost benefit of the system 9/9/2021 2:55 PM

77 This data can be used and abused both by law enforcement in the public. Reasonable checks
need to be put in place to protect against abuse but from a law enforcement angle. It is
essential that victims have immediate access to the data and not solely within the province
and 'care' of law enforcement.

9/9/2021 2:53 PM

78 no cameras 9/9/2021 2:32 PM

79 Please do not implement ALPRs in our town. It feels like Big Brother is watching 9/9/2021 10:20 AM

80 We should put this ALPR usage to a opt-in vote every X years. 1 9/8/2021 8:25 PM

81 This is an invasion of privacy. 9/8/2021 8:09 PM

82 There’s enough surveillance around for all of us. 9/8/2021 7:37 PM

83 N/a 9/8/2021 7:20 PM

84 Mixed feelings on this 9/8/2021 6:49 PM

85 Define an existing problem in the town of Woodside that can only be solved by using APLRs 9/8/2021 5:31 PM

86 Why is the towwn council considering the addition of ALPRs in Woodside. Where did this
requirement come from? Is this a priority for the town Council? What problem will be solved by
implementing ALPRs in Woodside?

9/8/2021 5:30 PM

87 Please install ALPRs in Woodside. Our town needs them. Thank you. 9/8/2021 3:59 PM

88 I live here in Woodside and am a member of NextDoor that also includes Atherton, Menlo 9/8/2021 2:20 PM
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Park, Emerald Hills and parts of Redwood City and 85% of posts on ND involve break-ins and
thefts in people's homes, garages and cars. It's completely out of control and when these
towns finally get it together and do something like ALPR's, they will just move in to areas like
Portola Valley and Woodside to continue their actions so I strongly support this idea.

89 is there a study somewhere that proves ALPRs are an effective deterrent to crimes or
substantially aids in solving crimes committed in the area they are meant to protect?

9/8/2021 2:08 PM

90 We read about more and more break-ins in Nextdoor Woodside and the Almanac. Anything we
can do to deter or track down the bad actors should be implemented.

9/8/2021 1:42 PM

91 I don't agree with increased surveillance of citizens. 9/8/2021 12:25 PM
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CITY COUNCIL STAFF REPORT – STUDY SESSION AGENDA 

TO: HONORABLE MAYOR AND CITY COUNCIL 
GEORGE RODERICKS, CITY MANAGER 

FROM: STEVEN D. MCCULLEY, CHIEF OF POLICE 

DATE: SEPTEMBER 1, 2021

SUBJECT: AUTOMATED LICENSE PLATE READER (ALPR) 
EFFECTIVENESS / EFFICIENCY REVIEW AND BURGLARY 
ACTIVITY UPDATE AND STATISTICS  

RECOMMENDATION 

Continue to maintain, operate, and monitor the effectiveness of the current twenty-one (21) Town 
leased Automated License Plate Reader (ALPR) cameras and the twenty-six (26) privately funded 
ALPR cameras.  Continue proactive burglary suppression and resident crime prevention education 
to assist in the prevention and reduction of burglaries in Town. 

BACKGROUND 

At the March 6, 2019, Study Session, staff provided the City Council with an overview of ALPR 
security camera technology. At the October 2, 2019, Study Session, staff engaged the City Council 
in additional discussion about whether the Town might benefit from having its own fixed ALPR 
cameras at various locations.  At the November 20, 2019, City Council meeting, Council approved 
the lease of two (2) fixed ALPR units, which were installed in January 2020, at the entrance and 
exit to Holbrook Palmer Park. At the May 6, 2020, Study Session, staff provided the City Council 
with an approximate location description for sixteen (16) ALPR cameras and ALPR warning signs. 

At the September 2, 2020, Study Session, staff provided the City Council with an authorization 
request for the lease of sixteen (16) ALPRs), and customized ALPR warning signs.  The Council 
ultimately approved the lease of nineteen (19) ALPR cameras and warning signs, in addition to the two 
(2) current ALPR cameras located in Holbrook Palmer Park, for a total of twenty-one (21) ALPR 
cameras.  These cameras were installed and became operational in mid-December 2020. 

Since the original APLR installations, because of a successful public/private partnership, twenty-six 
(26) additional privately funded ALPR cameras have been installed for a total of forty-seven (47) 
ALPR cameras in our ALPR network (for details refer to Attachment 1, List of ALPR Cameras by 
Location and Attachment 2, Map of the ALPR System Camera Locations). 

ATTACHMENT C
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ANALYSIS  

The placement of ALPR cameras at strategic locations around Town have proven to be a very 
valuable and effective crime detection and investigative tool.  The devices have helped solve/deter 
crime in Atherton’s neighborhoods (for details refer to Attachment 3, Effectiveness of the ALPR 
Camera Hits with Associated Crimes, and Investigations).   

The placement of ALPR cameras at strategic locations adds a significant investigative option that 
assist the Department in solving and deterring crime in Atherton’s neighborhoods.  ALPRs provide 
law enforcement with a pointer system that can help identify vehicles associated with suspects, 
witnesses, or victims, and develop exculpatory information that assists with focusing investigative 
resources.  The data allows law enforcement to connect serial criminal activities that may have 
occurred in disconnected law enforcement jurisdictions. 

On average, the overall ALPR system of 43 installed cameras is reading approximately 2,516,355 
license plates per month for an average approximate annual total of 30,196,260 plates per year. 
This number will dramatically increase with the installation of four (4) previously approved and 
privately funded ALPR cameras monitoring both directions of El Camino Real within Town limits.  
It is anticipated these four (4) cameras will be installed in September 2021.  The volume of plate 
reads by camera is one method of tracking and monitoring camera efficiency and effectiveness.   

The overall ALPR system works proactively to create a security and crime detection fence in and 
around the Town of Atherton. (for details refer to Attachment 4, Efficiency of the License Plate 
Reads ALPR System Wide and by each ALPR Camera). 

BURGLARY ACTIVITY UPDATE AND STATISTICS 

To date in 2021, the Police Department has investigated a total of 37 burglaries (34 residential, 2 
commercial, and 1 automobile). The total amount of financial loss from these burglaries is 
$278,395.  In 2020, the Police Department investigated a total of 50 burglaries (31 residential, 2 
commercial, and 17 automobile).  The total financial loss from these burglaries is $1,003,905.  
Unfortunately, there have been no burglary suspect arrests in 2020 or to date in 2021 (for specific 
burglary details refer to Attachment 5, Atherton Burglary Analysis 2020 and 2021 to Date). 

Across the United States, on average, there are over 10,000 burglaries each day.  A typical burglary 
last less than 10 minutes with thieves targeted items of value for quick sale on the black market. 
Burglaries are particularly frustrating to law enforcement to investigate and solve due to very 
limited evidence or leads.  The Police Department’s efforts to detect and reduce burglaries include 
increased burglary suppression patrols, use of unmarked surveillance patrol cars, coordination and 
collaboration with other San Mateo County law enforcement agencies, and community outreach 
to include Crime Prevention Through Environmental Design (CPTED) review with residents. 
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Engaging our residents in the fight to prevent burglaries is critical. The key component of a 
residential burglary prevention and reduction program is the education of our residents on the 
effective methods to help reduce and precent burglaries.  Important elements of this education 
include advising residents to be vigilant and proactive in securing their homes and their valuables. 
These burglary prevention tips include use of locks, lighting, security alarms, safes, and any other 
means necessary.  Building this strong parentship with our residents through continued outreach, 
community meetings, information, and education will result in a safer and more secure Town.  

RECOMMENDATIONS 

Staff recommends the City Council continue to support and fund the twenty-one (21) Town leased 
ALPR cameras annually, after the initial two-year lease for each Town ALPR camera.  It is also 
recommended to continue to leverage the support of our residents through the ALPR public/private 
partnership for the continued funding of the current twenty-six (26) resident funded ALPR 
cameras.  

As mentioned, our residents are the key to preventing residential burglaries.  The Police 
Department will continue to make all efforts to educate our residents on effective methods and 
means to help prevent burglaries.  This will be conducted proactively through community outreach, 
town hall meetings, letters from the Chief, Newsflashes, social media, burglary info graphics, and 
using Crime Prevention Through Environmental (CPTED) reviews of resident’s homes and 
property. 

POLICY FOCUS 

The investment in additional ALPR cameras will ensure that the Town is equipped with technology 
that can help to identify vehicles associated with criminal activity, thus deterring, and helping to 
proactively suppress criminal misconduct in Town. 

FISCAL IMPACT 

The cost to fund the initial two-year lease and installation of the twenty-one (21) Town ALPR 
cameras was $2,250 per camera for a total of $47,250.  The future annual lease of the current 
twenty-one (21) Town cameras will be $2,500 per camera for a total of $52,500.  The cost of the 
two-year lease of the twenty-six (26) privately funded ALPR cameras plus installation was $2,750 
per camera for a total of $71, 500.  The future annual lease of the twenty-six (26) privately funded 
cameras will be $2,500 per camera for a total of $65,000. 

The Public/Private partnership between residents and the Police Department funding the placement 
of ALPR cameras has been very successful.  However, we have not yet reached the 2-year mark 
for the agreements where the residents must commit to additional funding. At present, the private 
resident funds single or multiple ALPR cameras under the Town’s vendor contract and the Police 
Department assumes the administrative responsibilities associated with the camera’s operation. At 
the conclusion of the initial two-year agreements for privately funded camera locations, the Town 
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can elect to remove the camera if private financial support is withdrawn. The annual cost to fund 
all forty-seven (47) cameras would be $117,500. 

PUBLIC NOTICE 

Public notification was achieved by posting the agenda, with this agenda item being listed, at least 
72 hours prior to the meeting in print and electronically.  Information about the project is also 
disseminated via the Town’s electronic News Flash and Atherton Online.  There are approximately 
1,200 subscribers to the Town’s electronic News Flash publications.  Subscribers include residents 
as well as stakeholders – to include, but not limited to, media outlets, school districts, Menlo Park 
Fire District, service providers (water, power, and sewer), and regional elected officials. 

COMMISSION/COMMITTEE FEEDBACK/REFERRAL 

This item ____ has or __X___ has not been before a Town Committee or Commission. 

____ Audit/Finance Committee (meets every other month) 
____ Bicycle/Pedestrian Committee (meets as needed) 
____ Civic Center Advisory Committee (meets as needed) 
____ Environmental Programs Committee (meets every other month) 
____ Park and Recreation Committee (meets each month) 
____ Planning Commission (meets each month) 
____ Rail Committee (meets every other month) 
____ Transportation Committee (meets every other month) 
____ Tree Committee (meets each month) 

ATTACHMENTS 

1. List of ALPR Cameras by Location

2. Map of the ALPR Camera System Locations

3. Effectiveness of the ALPR Camera Hits with Associated Crimes, and Investigations

4. Efficiency of the License Plate Reads ALPR System Wide and by each ALPR Camera

5. Atherton Burglary Analysis 2020 and 2021 to Date
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List and Location of the Atherton PD ALPR Cameras as of August 2021 

1. Holbrook Palmer Park Entrance

2. Holbrook Palmer Park Exit

3. Northbound Middlefield Road at Ravenswood Avenue

4. Westbound Fair Oaks Avenue at Middlefield

5. Southbound Middlefield Road at Jennings Lane

6. Westbound Marsh Road at 91 Marsh Road

7. Eastbound James Avenue at Heather Drive
(Privately Funded by Jill and Michael Latham, Michael@ymail.com, 650-291-1470) 

8. Eastbound Linden Avenue at Heather Drive
(Privately Funded by Jill and Michael Latham, Michael@ymail.com, 650-291-1470) 

9. Northbound Frederick Avenue at Ringwood Avenue

10. Eastbound Oak Grove Avenue at Manzanito Road
(Privately Funded by the Gaertner’s, Gaertner@gmail.com, 650-291-2285) 

11. Westbound Oak Grove Avenue at Encino Road
(Privately Funded by the Gaertner’s, Gaertner@gmail.com, 650-291-2285) 

12. Eastbound Glenwood Avenue at Laurel Street

13. Northbound Lloyden Drive at Fair Oaks Lane
(Privately Funded by Lloyden Park Group, Jason Chang, 52 Wilburn Ave) 

14. Eastbound Watkins Avenue at El Camino Real

15. Eastbound Lloyden Drive at Lloyden Park Lane
(Privately Funded by Lloyden Park Group, Jason Chang, 52 Wilburn Ave) 

16. Eastbound Wilburn Avenue at El Camino Real
(Privately Funded by Lloyden Park Group, Jason Chang, 52 Wilburn Ave) 

17. Westbound Selby Lane at Gresham Lane just North of El Camino Real

18. Westbound Stockbridge Avenue at El Camino Real
(Privately Funded by Jared Stahl, Jared@immobiliare.org, 650-313-7898) 
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19. Westbound Almendral Avenue at El Camino Real
(Privately Funded by Jared Stahl, Jared@immobiliare.org, 650-313-7898) 

20. Westbound Tuscaloosa Avenue at El Camion Real
(Privately Funded by Jared Stahl, Jared@immobiliare.org, 650-313-7898) 

21. Westbound Atherton Avenue at El Camino Real

22. Westbound Winchester Drive at El Camino Real
(Privately Funded by the Goodstein’s, egoodstein524@gmail.com, 650-464-7449) 

23. Westbound Isabela Avenue at El Camino Real

24. Westbound Alejandra Avenue at El Camino Real

25. Westbound Valparaiso Avenue at El Camino Real

26. Eastbound Stockbridge Avenue at Alameda De Las Pulgas

27. Southbound Alameda De Las Pulgas at Stockbridge Avenue
(Privately Funded by Jared Stahl, Jared@immobiliare.org, 650-313-7898) 

28. Westbound Fletcher Drive at Alameda De Las Pulgas
(Privately Funded by Jared Stahl, Jared@immobiliare.org, 650-313-7898) 

29. Eastbound Polhemus Avenue at Alameda De Las Pulgas
(Privately Funded by Jared Stahl, Jared@immobiliare.org, 650-313-7898) 

30. Westbound Atherton Avenue at Alameda De Las Pulgas
(Privately Funded by Jared Stahl, Jared@immobiliare.org, 650-313-7898) 

31. Eastbound Atherton Avenue at Alameda De Las Pulgas

32. Northbound Alameda De Las Pulgas at Walsh Road

33. Westbound Walsh Road at Alameda De Las Pulgas
(Privately Funded by Jared Stahl, Jared@immobiliare.org, 650-313-7898) 

34. Eastbound Camino Al Lago at Barney Avenue

35. Southbound Oakwood Boulevard at Selby Lane

36. Eastbound Selby Lane at West Selby Lane

37. Northbound Camino Por Los Arobles at Valparaiso Avenue
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38. Northbound Elena Avenue at Valparaiso Avenue
(Privately Funded by Jared Stahl, Jared@immobiliare.org, 650-313-7898) 

39. Northbound Santiago Avenue at Valparaiso Avenue
(Privately Funded by Jared Stahl, Jared@immobiliare.org, 650-313-7898 ) 

40. Eastbound Alejandra Avenue just East of Britton Avenue
(Privately Funded by Freund/Grais Trust, 86 Alejandra Ave, 
john@skylineventures.com, 917-705-1219) 

41. Eastbound Emilie Avenue at Park Lane
(Privately Funded by Freund/Grais Trust, 86 Alejandra Ave, 
john@skylineventures.com, 917-705-1219) 

42. Eastbound MacBain Avenue at Emilie Avenue
(Privately Funded by the Goodstein’s, egoodstein524@gmail.com, 650-464-7449) 

43. Westbound Alejandra Avenue at Brittany Meadows
(Privately Funded by Freund/Grais Trust, 86 Alejandra Ave, 
john@skylineventures.com, 917-705-1219) 

44. Southbound El Camino Real at Selby Lane on the West Side of El Camino Real
Still Waiting for Installation  
(Privately Funded by Jared Stahl, Jared@immobiliare.org, 650-313-7898) 

45. Southbound El Camino Real at Selby Lane on the West Side of El Camino Real
Still Waiting for Installation  
(Privately Funded by Jared Stahl, Jared@immobiliare.org, 650-313-7898) 

46. Northbound El Camino Real between Isabella Avenue and Walnut Avenue on the East Side
of El Camino Real  

Still Waiting for Installation  
(Privately Funded by Jared Stahl, Jared@immobiliare.org, 650-313-7898)  

47. Northbound El Camino Real between Isabella Avenue and Walnut Avenue on the East Side
of El Camino Real 

Still Waiting for Installation  
(Privately Funded by Jared Stahl, Jared@immobiliare.org, 650-313-7898) 
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ALPR Success Stories 

• On 12/08/20, a residential burglary occurred in the 200 block of Greenoaks Drive.
Officers viewed surveillance cameras from the property, which showed a dark colored
vehicle park in the area of the burglary.  Officers searched the ALPR system and were
able to identify the suspect vehicle.  Officers learned the suspect vehicle was used in
multiple crimes throughout the area.  The vehicle had false registration and the driver was
never located.  The case is pending identification of the driver. The vehicle was added to
the “hot-list” in the ALPR system so officers will be notified if the vehicle returns to the
area.

• On 02/15/21, officers responded to an ALPR stolen vehicle activation at Middlefield
Road and Jennings Lane.  Officers located the occupied stolen vehicle and arrested the
driver for possession of a stolen vehicle, DUI, DUI with a prior DUI and no ignition
interlock device, and two misdemeanor warrants.

• On 02/21/21, a resident was followed home in a vehicle and when the resident exited his
vehicle, the suspects attempted to forcibly rob the resident of his wristwatch.  The
resident fought back.  The resident’s family heard the commotion and exited their home.
One of the suspects fired one round from a pistol at the direction of the family and one of
the family members was struck by shrapnel.  The suspects fled the are after the pistol
round was fired.  Officers used the ALPR system to identify the suspects’ vehicle, which
ultimately led to the identification of the suspects and an arrest.  The suspects are being
charged with attempted murder, attempted robbery, elder abuse, felon in possession of a
firearm, and battery.

• On 03/28/21, officers responded to an ALPR stolen vehicle activation at Holbrook-
Palmer Park.  Officers located the occupied stolen vehicle and arrested the driver for
possession of a stolen vehicle, possession of a controlled substance, and possession of
drug paraphernalia.

• On 04/15/21, officers responded to an ALPR stolen vehicle activation at Marsh Road and
Middlefield Road.  Officers located the occupied stolen vehicle and arrested the driver for
possession of a stolen vehicle, vehicle tampering, possession of a controlled substance,
possession of drug paraphernalia, and a felony warrant.

• On 05/12/21, officers responded to an ALPR stolen vehicle activation at Alameda de las
Pulgas at Walsh Road.  Officers located the occupied stolen vehicle and arrested the
driver for possession of a stolen vehicle.

• On 05/24/21, a suspect exposed his genitals and masturbated in front of an 11-year-old
child in the area of Encinal Avenue and Middlefield Road.  Officers used the ALPR
system to place the suspect’s vehicle in the area of the crime, which helped confirm the
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identity of the suspect and his association with the crime.  The suspect was arrested and is 
being charged with indecent exposure. 

• On 08/17/21, officers responded to a missing person at risk call involving an elderly
person who was already missing for almost five hours.  Officers used the ALPR system
to track the missing person’s vehicle as it left the area.  The ALPR system captured a
photograph of the missing person’s vehicle showing the driver’s arm and wristwatch.
Officers were able to show the family the ALPR photograph and they confirmed the
missing person was driving the vehicle, which ruled out the missing person being a
victim of a criminal offense.  The missing person was later located unharmed and
reunited with family.

• On 08/25/21, officers respond to an ALPR stolen vehicle activation on Glenwood
Avenue and Laurel Avenue.  Officers located and stopped the vehicle.  The driver was
arrested for possession of a stolen vehicle.  The suspect was on parole for vehicle theft,
possession of stolen property, and burglary.

• Multiple other vehicles were recovered, returned to their owner, and removed from the
Stolen Vehicle System through use of the ALPR system.
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CAMERA PLATES READ FROM 07/26/21 - 08/24/21 NOTES
Holbrook Palmer Park Enterance 12,712
Holbrook Palmer Park Exit 8,715
N/B Middlefield Rd at Ravenswood Av 253,313
E/B Watkins Av at El Camino Rl 66,656
W/B Fair Oaks Av at Middlefield Rd 58,963
S/B Middlefield Rd at Jennings Ln 151,256
N/B Alameda de las Pulgas at Walsh Rd 235,978
N/B Fredrick Av at Ringwood Av 21,837
W/B Selby Ln at Oakwood Blvd 2,559 Camera went out of service on 07/30/21, Flock notified of issue
W/B Alejandra Av at El Camino Rl 17,042
N/B Camino por los Arobles at Valparaiso Av 16,838
E/B Atherton Av at Alameda de las Pulgas 59,107
W/B Atherton Av at El Camino Rl 122,512
W/B Selby Ln at El Camino Rl 72,120
E/B Selby Ln at West Selby Ln 115,864
E/B Camino al Lago at Alameda de las Pulgas 12,119
W/B Isabella Av at El Camino Rl 10,596
E/B Glenwood Av at Laurel St 35,207
E/B Britton Av at Alejandra Av 9,054
N/B Emilie Av at Park Ln 17,314
W/B Alejandra Av at Brittany Meadows 23,815
W/B Marsh Rd at Middlefield Rd 357,452
E/B Stockbridge Av at Alameda de las Pulgas 61,148
W/B Winchester Dr at El Camino Rl 2,071
E/B MacBain Av at Emilie Av 3,737
E/B James Av (Inbound) 35,399
E/B Linden Av (Inbound) 13,947
E/B Oak Grove Av at Manzanita Rd 19,567
W/B Oak Grove Av at Encino Rd 18,192
W/B Alejandra Av at Brittany Meadows 14,952
E/B Wilburn Av at El Camino Rl 4,825
E/B Lloyden Dr at El Camino Rl 7,901
W/B Lloyden Dr at Fair Oaks Ln 23,398
S/B El Camino Rl at Selby Lane 0 Pending Intallation
S/B El Camino Rl at Selby Lane 0 Pending Intallation
N/B El Camino Rl betw. Isavella Av/Walnut Av 0 Pending Intallation
N/B El Camino Rl betw. Isavella Av/Walnut Av 0 Pending Intallation
W/B Stockbridge Av at El Camino Rl 35,471
W/B Almendral Av at El Camino Rl 14,382
W/B Tuscaloosa Av at El camino Rl 13,901
W/B Fletcher Dr at Alameda de las Pulgas 10,001
W/B Walsh Rd at Alameda de las Pulgas 36,386
W/B Atherton Ave at Alameda de las Pulgas 17,912
S/B Alameda de las Pulgas at Stockbridge Av 17,800
E/B Polhemus Av at Alameda de las Pulgas 11,606
N/B Elena Av at Valparaiso Av 0 Camera out of service, Flock notified of issue
N/B Santiago Av at Valparaiso Av 5,093
Total Plate Reads 2,516,355

Stolen Vehicle Hits from 12/01/20-08/24/21 47
Stolen Vehicle Recoveries from 12/01-08/24/21 9
Unable to Locate Stolen Vehicle Hits 38
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2018‐2020 Residential Burglaries
Atherton Police Department

Year: 2018

Case # Address: Date and Time Reported MO Alarm Cameras Total Loss Notes Take

18‐27 Wilburn Avenue 1‐17‐18 / 0327 to 0630 1‐17‐18 / 1804 Unlocked Garage Door No Yes Unknown Bottle of Soda

18‐101  Laburnum Road 2‐14‐18 to 2‐15‐18 / 1130 to 0730 2‐15‐18 / 0730 First Floor Door Glass Smash Yes, On, Not Activated $5,196 $5,196 Jewelry, Purse

18‐168 Irving Avenue 3‐17‐18 / 1700 to 2330 3‐17‐18 / 2359 First Floor Door Glass Smash No $54,716.31 $54,716.31 Safe, Jewelry, Purse, ID Docs

18‐441 O'Dell Place 7‐20‐18 to 7‐21‐18 / 1900 to 0930 7‐21‐18 / 1118 First Floor Window Yes, On, Not Activated $44,000 $44,000 Jewelry, Bank Card

18‐444 Isabella Avenue 7‐20‐18 to 7‐23‐18 / 1430 to 0745 7‐24‐18 / 1012 First Floor Window No $4,370 $4,370 Jewelry

18‐461 Middlefield Road 7‐31‐18 / 0738 7‐31‐18 / 0738 Entered Rear Door of Residence Caretaker Home ‐ Suspect Arrested

18‐477 Camino Por Los Arboles 8‐2‐18 to 8‐6‐18 / 1545 to 1030 8‐6‐18 / 1044 Opened Second Floor Double Doors No 14290 14290 Electronics, Jewelry

18‐484 Alta Vista Drive 8‐8‐18 / 2130 to 2136 8‐8‐18 / 2136 First Floor Door Glass Smash Yes, On, Activated Gate Camera Unknown

18‐600 Lilac Drive 9‐26‐18 / 1930 to 2230 9‐26‐18 / 2355 Open Second Story Window No No 12250 12250 Jewelry, Phone, Coin

18‐642 Polhemus Avenue 10‐17‐18 / 1510 to 2315 10‐17‐18 / 2327 First Floor Unlocked Exterior Door $23,141 $23,141 Jewely, Watches, ID Docs

18‐697 Alta Vista Drive 11‐21‐18 / 1650 to 1813 11‐21‐18 / 1813 First Floor Door Glass Smash Yes, On, Activated No Unknown

18‐699 Camino Al Lago 11‐16‐18 to 11‐23‐18 / 0600 to 2356 11‐23‐18 / 2347 First Floor Glass Smash Yes, Off $1,750 $1,750 Jewelry

18‐704 Broadacres Road 11‐23‐18 to 11‐25‐18 / 1700 to 1418 11‐25‐18 / 1418 First Floor Door Glass Smash No $225,020 $225,020 Jewelry, Watches

18‐705 Greenoaks Drive 11‐25‐18 to 11‐26‐18 / 1500 to 0900 11‐26‐18 / 0917 First Floor Door Glass Smash Yes, Off $197,600 $197,600 Purses, Watches, Luggage

18‐710 Catalpa Drive 11‐27‐18 / 0945 11‐27‐18 / 0945 Suspect Walking in Backyard Homeowner Home ‐ Suspect Arrested

18‐730 Melanie Lane 12‐5‐18 to 12‐6‐18 / 1715 to 0915 12‐6‐18 / 0926 Unlocked Rear Sliding Glass Door Yes, Off $35,224.61 $35,224.61 Furniture, Household Items

18‐734 James Avenue 12‐2‐18 to 12‐7‐18 / 1300 to 1645 12‐7‐18 / 1733 Second Floor Door Glass Smash Yes, On, Not Activated $13,172 $13,172 Money, Jewelry, Purse

18‐739 Barry Lane 12‐9‐18 / 1515 to 2015 12‐9‐18 / 2030 Second Floor Door Glass Smash Yes, Off Yes, Off $190,910.85 $190,910.85 Watches, Jewelry, Purses

18‐747 Greenoaks Drive 12‐6‐18 to 12‐13‐18 / Unknown Time 12‐13‐18 / 1049 First Floor Door Glass Smash Yes, On, Not Activated $15,887 $15,887 Watches, Purses, Gift Cards

18‐759 Knoll Vista Avenue 12‐19‐18 / 0900 to 2205 12‐19‐18 / 2215 First Floor Door Glass Smash Yes, On, Not Activated No Unknown Unknown

18‐760 Monte Vista Avenue 12‐19‐18 / 1853 to 1902 12‐20‐18 / 1348 First Floor Door Glass Smash Yes, On, Not Activated Yes $175,554 $175,554 Watches, Jewelry, Purses

Total Loss =  $1,013,082

Residential Residential 21

Commercial Commercial 6

Auto Automobile 9

Year: 2019

Case # Address: Date and Time Reported MO Alarm Cameras Total Loss Notes Take

19‐5 Shearer Drive 12‐20‐18 to 1‐3‐19 / 0000 to 1117 1‐3‐19 / 1117 Second Story Door Glass Smash No Yes $1,154,750 $1,154,750 Jewelry, Shoes, Watches, Purses

19‐54 Tuscaloosa Avenue 1‐25‐19 to 1‐27‐19 / 1745 to 1830 1‐27‐19 / 1332 Second Story Door Glass Smash No Yes $3.00 $3.00 Watches, Clothing

19‐56 James Avenue 1‐25‐19 to 1‐28‐19 / 1400 to 1731 1‐28‐19 / 1731 First Floor Window Smash Yes, Off Yes $2,003 $2,003 Purse, Jewelry, Clothing, Cash

19‐58 Almendral Avenue 1‐28‐19 to 1‐29‐19 / 2200 to 0730 1‐29‐19 / 0831 Entered Unlocked Side Door Yes, Off Yes $200 $200 Homeowner Home Cash

19‐66 Santiago Avenue 1‐31‐19 / 2030 to 2033 1‐31‐19 / 2033 Second Story Door Glass Smash Yes, On, Activated Unknown Unknown

19‐93 Snowden Avenue 2‐11‐19 to 2‐13‐19 / 0630 to 2130 2‐14‐19 / 1541 Unlocked Rear First Floor Door No $13,806 $13,806 Jewelry, Medical Items

19‐99 Fletcher Drive 2‐18‐19 / 1907 to 1909 2‐18‐19 / 1909 First Floor Door Glass Smash Yes, On, Activated Broken Unknown Unknown Costume Jewelry

19‐109 Greenoaks Drive 2‐24‐19 / 0303 to 0000  2‐24‐19 / 0810 Unlocked Garage Side Door Yes $465 $465 Theft From Vehicles Electronics, Medication

19‐145 Deodora Drive 3‐8‐19 to 3‐11‐19 / 0600 to 1130 3‐11‐19 / 1142 First Floor Window Smash Yes, On, Activated (Alarm Co) No $0 $0 No Loss No Loss

19‐165 Mulberry Lane 3‐15‐19 to 3‐17‐19 / 1513 to 1552 3‐17‐19 / 1601 First Floor Window Smash No Yes $200 $200 Safe

19‐237 Greenoaks Drive 4‐20‐19 / 1820 to 2144 4‐20‐19 / 2144 First Floor Door Glass Smash Yes, On, Not Activated Ring Doorbell $27,823 $27,823 Jewelry, Football

19‐241 McCormick Lane 4‐20‐19 to 4‐22‐19 / Unknown Time 4‐22‐19 / 0741 First Floor Door Glass Smash Yes, Off $46,123 $46,123 Jewelry

19‐251 Serrano Drive 4‐8‐19 to 4‐25‐19 / Unknown Time 4‐25‐19 / 1354 Many People in House ‐ For Sale $188,021 $188,021 House for Sale ‐ Numerous People Jewelry

19‐267 Lane Place 4‐30‐19 to 5‐2‐19 / Unknown Time 5‐2‐19 / 1613 First Floor Door Glass Smash No $1,450 $1,450 Electronics

19‐538 Bassett Lane 9‐4‐19 to 9‐5‐19 / 2300 to 0620 9‐5‐19 / 0653 Entered a Carport Yes, Off $600 $600 Bicycle

19‐540 Watkins Avenue 9‐2‐19 to 9‐5‐19 / 0700 to 1000 9‐5‐19 / 1035 Entered a Garage No $1,130 $1,130 Unknown Entry to Garage Bicycles

19‐556 Almendral Avenue 9‐13‐19 to 9‐14‐19 / 1430 to 1036 9‐14‐19 / 1036 First Floor Door Glass Smash Yes, Off $8,050 $8,050 Watches, Jewelry

19‐557 Almendral Avenue 9‐13‐19 to 9‐16‐19 / 1600 to 0800 9‐16‐19 / 0814 First Floor Door Glass Smash Yes, Off Yes $50 $50 Tequila Bottle

19‐706 Atherton Avenue 11‐16‐19 / 1952 to 2007 11‐16‐19 / 2100 First Floor Door Glass Smash No Yes $20,000 $20,000 Jewelry, Safe

19‐789 Fenwood Drive 12‐19‐19 to 12‐20‐19 / 2000 to 1000 12‐22‐19 / 1037 Second Story Window Smash No Yes $10,000 $10,000 Unknown Jewelry in Safe Safe (Containing Jewelry)

19‐791 Jennings Lane 12‐23‐19 / 1552 12‐23‐19 / 1552 Entered Unlocked Garages $703 $703 Homeowner Home ‐ Suspect Arrested Household Items

Total Loss =  $1,475,377

Residential Residential  21

Commercial Commercial 10

Auto Automobile 4

Year: 2020

Case # Address: Date and Time Reported MO Alarm Cameras Total Loss Notes Take

20‐19 Camino Por Los Arboles 1‐10‐2020 / 1916 to 1923 1‐10‐2020 / 1923 First Floor Door Glass Break Yes, On, Activated Yes Unknown Safe (left at scene)

20‐49 Camino Al Lago 1‐31‐2020 / 1930 to 2048 1‐31‐2020 / 2100 Second Floor Door Glass Break Yes, On, Activated Unknown Unknown

20‐52 Irving Avenue 1‐31‐2020 / 1915 2‐1‐2020 / 1511 First Floor Door Glass Break Yes, Off Yes $75,120 $75,120 Jewelry, Wallet, Gift Cards

20‐142 James Avenue 3‐12‐2020 / 1029 3‐12‐2020 / 1029 Walked Into Home No $521 $521 Suspect Arrested ‐ Homeowner Home Phone, Keys, Gate Opener

20‐146 Belbrook Way 3‐13‐20 to 3‐15‐2020 / 0830 to 1500 3‐15‐2020 / 1525 Unlocked Rear Patio Door Yes, Off No $30,000 $30,000 Jewelry, Purses

20‐164 Fair Oaks Lane 3‐31‐2020 / 1100 to 1300 3‐31‐2020 / 1307 Open Garage Door $1,500 $1,500 Power Tools

20‐308 Palmer Lane 7‐12‐2020 / 1949 7‐12‐2020 / 1949 Unlocked Rear Door $150 $150 Homeowner Home Power Tool 

20‐311 Middlefield Road 7‐9‐2020 to 7‐13‐2020 / 1430 to 1700 7‐14‐2020 / 1659 Unknown Point of Entry No No $40,000 $40,000 Jewelry

20‐343 Gresham Lane 7‐28‐2020 / 0233 7‐28‐2020 / 0233 Unlocked Bathroom Window No $96 $96 Homeowner Home Credit Cards, Cash, ID Docs

20‐361 Atherton Avenue 7‐31‐2020 to 8‐3‐2020 / Unknown Time 8‐3‐2020 / 1757 First Floor Door Glass Break No No $3,219.95 $3,219.95 Watches

20‐368 Austin Avenue 8‐4‐2020 / 1355 to 0000 8‐5‐2020 / 1809 Open Garage No Yes $2,600 $2,600 Bicycle

20‐371 Parker Avenue 8‐6‐2020 / 1355 8‐6‐2020 / 1424 Bathroom Window No Yes $500 $500 Suspects Arrested  Necklaces

20‐489 Belbrook Way 10‐1‐2020 to 10‐2‐2020 / 1700 to 1500 10‐2‐2020 / 1603  First Floor Door Glass Break Yes, On, Not Activated Broken $155 $155 Safe (Unknown Contents)

20‐507 Fair Oaks Lane 5‐31‐2020 to 10‐14‐2020 / Unknown Time 10‐14‐2020 / 1852 First Floor Door Glass Break Unknown House Unoccupied Unknown

20‐572 Juniper Drive 11‐17‐2020 / 1745 to 1811 11‐17‐2020 / 1811 Second Floor Door Glass Break No Ring Doorbell $30,693 $30,693 Watches, Money, Car Remote

20‐575 Euclid Avenue 11‐18‐2020 / 1843 to 1850 11‐18‐2020 / 1850 First Floor Window Break No None No Loss ‐ Attempt Only

20‐578 Marymont Avenue 11‐9‐2020 / 0255 to 0258 11‐19‐2020 / 0953 Detached Garage Yes $1,500 $1,500 Bicycle

20‐579 Edwards Lane 11‐19‐2020 / 0054 to 0110 11‐19‐2020 / 1900 Unlocked Garage No Yes $7,000 $7,000 Bicycle

20‐582 DeBell Drive 11‐19‐2020 to 11‐22‐2020 / 1500 to 1400 11‐22‐2020 / 1417 Unlocked Detached Garage $1,850 $1,850 Bicycle

20‐592 Ashfield Road 11‐30‐2020 to 12‐1‐2020 / 1800 to 1600 12‐1‐2020 / 1859 Unlocked Detached Shed No Ring  $689.90 $689.90 Bicycles

20‐602 Heritage Court 12‐5‐2020 / 2305 to 2351 hours 12‐6‐2020 / 0009 Open Garage Door No Ring  $179 $179 Bicycle

20‐606 Greenoaks Drive 12‐8‐2020 / 1540 to 1900 hours 12‐8‐2020 / 2100 Second Floor Door Glass Break Yes, On, Not Activated Yes $791,397 $791,397 Jewelry, Watches

20‐616 Serrano Drive 12‐9‐2020 to 12‐12‐2020 12‐12‐2020 / 1553 Second Floor Window Break Yes, On, Not Activated No Unknown Unknown

20‐622 Atherton Oaks Lane 12‐7‐2020 to 12‐14‐2020 12‐14‐2020 / 1432 Second Floor Door Glass Break Yes, On, Activated No Unknown 12‐9‐20 / 1812 / Alarm Cancelled

20‐624 Polhemus Avenue 12‐14‐2020 to 12‐15‐2020 / 1330 to 0900 12‐15‐2020 / 0950 Second Floor Door Glass Break No Unknown Unknown

20‐631 Rosewood Drive 12‐17‐2020 to 12‐18‐2020 / 0615 to 1600 12‐18‐2020 / 1604 First Floor Door Glass Break No No Unknown Power Turned Off to Home Unknown

20‐640 Middle Gate 12‐27‐2020 to 12‐28‐2020 / 2000 to 0830 12‐28‐2020 / 1134 Unlocked Garage $1,100 $1,100 Bicycles

20‐641 Placitas Avenue 12‐27‐2020 to 12‐28‐2020 / 1700 to 0000 12‐28‐2020 / 1231 Locked Backyard Workshop Door $10.00 $10.00 Checkbooks

20‐644 Tuscaloosa Avenue 12‐17‐2020 to 12‐29‐2020 / 1130 to 1130 12‐29‐2020 / 1135 Locked Backyard Storage Shed Yes $14,624.74 $14,624.74 Bicycles

20‐646 Fredrick Avenue 12‐29‐2020 to 12‐30‐2020 / 2035 to 0815 12‐30‐2020 / 0843 Unlocked Detached Garage Ring $1,000 $1,000 Bicyclces

20‐647 Tuscaloosa Avenue 12‐13‐2020 to 12‐27‐2020 / 1200 to 2400 12‐30‐2020 / 0959 Rear Sliding Glass Door No Unknown Combined with Forgery Case Checks

Total Loss =  $1,003,905.59

Residential Residential 31

Commercial Commercial 2

Auto Automobile 17

Year: 2021

Case # Address: Date and Time Reported MO Alarm Cameras Total Loss Notes Take

21‐9 Bergesen Court 1‐9‐2021 / 1321 hours to 0000 hours 1‐9‐2021 / 1321 Unlockled Detached Garage No $2,000.00 $2,000.00 Bicycles

21‐11 Heather Drive 1‐9‐2021 / 1755 to 1823 hours 1‐9‐2021 / 1833 First Floor Door Glass Break Yes $40,000.00 $40,000.00 Jewelry

21‐21 Atherton Avenue 1/16/2021 1‐16‐2021 / 1713 Suspects Living on the Property No One Suspect Cited at Scene Credit Cards and Bill

21‐22 Fair Oaks Lane 1‐17‐2021 / 0305 hours 1‐17‐2021 / 0308 Unlocked Garage Side Door Yes $3,530.00 $3,530.00 Bicycle and accessories

21‐46 Selby Lane 1‐25‐2021 to 1‐29‐2021 / Unknown 1‐29‐2021 / 1410 Unlocked Guesthouse Door No Yes $7,549.95 $7,459.95 Main House was Tented Televisions

21‐58 Snowden Avenue 2‐4‐2021 / 2324 to 2336 2‐4‐2021 / 2336 Unlocked Front Door Yes Unknown Residents at home Shoes

21‐59 Tuscaloosa Avenue 2‐1‐2021 to 2‐2‐2021 / Unknown 2‐5‐2021 / 1512 Unlocked Pool Building No No $9,450.00 $9,450.00 Bicycles

21‐64 Selby Lane 2‐6‐2021 to 2‐8‐2021 / Unknown 2‐8‐2021 / 0858 Unsecured Shed No $2,000.00 $2,000.00 Bicycle

21‐75 Maple Avenue 2‐3‐2021 to 2‐10‐2021 / Unknown 2‐10‐2021 / 1303 Side Garage Door Forced Open No No $1,000.00 $1,000.00 Silverware, Coins, Jewelry

21‐77 Maple Avenue 2‐6‐2021 to 2‐11‐2021 / Unknown 2‐11‐2021 / 1626 Unlocked Bathroom Window No $20,023.00 $20,023.00 Home Being Fumigated Jewelry, Light. Safe Damaged

21‐105 Stockbridge Avenue 2‐21‐2021 to 2‐24‐2021 / Unknown 2‐26‐2021 / 0948 Unattached Garage / Unlocked Door No $900.00 $900.00 Bicycle

21‐125 Queens Court Unknown 3‐10‐2021 / 0700 Unlocked Shed $3,700.00 $3,700.00 Bicycle, Surfing Equipment, Backpack

21‐215 Placitas Avenue 4‐19‐2021 to 4‐20‐2021 / 2230 to 0700 4‐20‐2021 / 0838 Unlocked Garage Sliding Door No Unknown Nothing Appeared Missing

21‐262 Patricia Drive 5‐9‐2021 to 5‐10‐2021 / 1330 to 1045 5‐10‐2021 / 1224 Unlocked Detached Structure Door No $200.00 $200.00 Tool boxes and misc. tools

21‐264 Selby Lane 5‐9‐2021 to 5‐10‐2021 / 1400 to 1200 5‐11‐2021 / 0943 Unlocked Garage Door and Vehicle No $7.00 $7.00 Credit Cards, Wallet, Driver's License

21‐283 Jennings Lane 5‐21‐2021 to 5‐22‐2021 / 1730 to 1130 5‐22‐2021 / 1304 Unlocked Detached Garage No $4,000.00 $4,000.00 Electric Bicycle

21‐291 Deodora Drive 5‐25‐2021 to 5‐26‐2021 / 1600 to 0730 5‐26‐2021 / 0916 Construction Site / Pried Locks No $6,036.00 $6,036.00 Construction Tools

21‐293 Tuscaloosa Avenue 5‐25‐2021 to 5‐26‐2021 / 1700 to 1000 5‐26‐2021 / 1141 Detached Garage / Unsecured Door No $2,000.00 $2,000.00 Bicycle

21‐297 Faxon Road 5‐30‐2021 / Unknown 5‐30‐2021 / 2158 First Floor Door Glass Break Yes No Unknown Unknown

21‐304 Cebalo Lane 6‐1‐2021 to 6‐2‐2021 / 1915 to 1500 6‐2‐2021 / 1705 First Floor Door Glass Break No Yes Unknown Unknown

21‐313 Stockbridge Avenue 5‐30‐2021 / 2111 6‐7‐2021 / 1021 First Floor Door Glass Break Yes Yes Unknown Unknown

21‐314 Selby Lane 5‐31‐2021 to 6‐7‐2021 / Unknown 6‐7‐2021 / 1417 Second Story Door Glass Break No Yes Unknown Unknown

21‐317 Irving Avenue 6‐9‐2021 / 1500 to 1530 6‐9‐2021 / 1545 Garage Door $1,000.00 $1,000.00 Bicycle

21‐323 Greenoaks Drive 6‐11‐2021 / 2210 to 2218 6‐11‐2021 / 2218 First Floor Door Glass Break No Unknown Unknown Resident Home at the Time

21‐352 Middlefield Road 6‐24‐2021 to 6‐25‐2021 / 1900 to 0600 6‐25‐2021 / 0618 Detached Garage / Unlocked Door No $10,356.04 $10,356.04 Bicycle

21‐353 Placitas Avenue 6‐25‐2021 / 0553  6‐25‐2021 / 1010 Unlockled Rec Room in Garage No Yes Unknown Unknown

21‐354 Placitas Avenu 6‐25‐2021 / 0545 6‐25‐2021 / 1101 Garage ‐ Unknown if Locked Yes Yes Unknown Unknown

21‐361 Mount Vernon Lane 6‐27‐2021 / 0648 to 2137 6‐27‐2021 / 2137 Unlocked Garage Side Door No Yes $803.00 $803.00 Bicycles, Shoes, Purse, Sunglasses

21‐366 Selby Lane 6‐29‐2021 / 1202 6‐29‐2021 / 1202 Open Garage Door No $2,250.00 $2,250.00 Att Veh Theft from Garage Sunglasses

21‐369 Serrano Drive 5‐18‐2021 to 5‐28‐2021 / Unknown 7/1/2021 / 1759 Unlocked Garage Door  $2,800.00 $2,800.00 Electric Skateboards

21‐374 Atherton Avenue 7‐4‐2021 to 7‐5‐2021 / Unknown 7‐5‐2021 / 1404 Raised Dining Room Window Yes Yes Unknown Unknown Safety Deposit Boxes

21‐377 Lloyden Drive 6‐18‐2021 to 6‐19‐2021 / 0900 to 0900 7‐7‐2021 / 1354 Garage Door ‐ Unknown if Locked Yes (not on) No $1,299.99 $1,299.99 Bicycle

21‐381 Atherton Avenue 11‐1‐2019 to 7‐1‐2021 / Unknown 7‐9‐2021 / 1433 Garage ‐ Probably Unlocked No Yes (Don't work) $139,120.90 $139,120.90 Radio Equipment

21‐411 Selby Lane 7‐4‐2021 to 7‐18‐2021 / Unknown 7‐18‐2021 / 1355 Unlocked House Front Door No $1,500.00 $1,500.00 Computer

21‐413 Austiin Avenue 6‐21‐2021 to 7‐19‐2021 / Unknown 7‐19‐2021 / 1447 Detached Unlocked Garage No $2,500.00 $2,500.00 Bicycle

21‐451 Encinal Avenue 8‐13‐2021 to 8‐14‐2021 / 2000 to 0800 8‐14‐2021 / 0858 Gymnasium at Encinal School No $14,460.00 $14,460.00 Unknown if Gym was locked Wagon and iPads

21‐469 Park Lane 8‐23‐2021 / 1745 to 1944 8‐23‐2021 / 1944 Side Door Window Glass Break Yes (not on) Yes  Unknown Unknown

Total Loss =  $278,395.88

Residential Residential 34

Commercial Commercial 2

Auto Automobile 1
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Automated License Plate Readers (ALPRs)
420.1   PURPOSE AND SCOPE
The purpose of this Policy is to establish policy and procedures for the use and oversight of the San
Mateo County Sheriff's Office Automated License Plate Reader (ALPR) technology.

420.1.1   DEFINITIONS
Automated License Plate Reader (ALPR): A device that uses cameras and computer technology
to compare digital images of license plates to existing law enforcement inquiries and/or
investigations lists.

Detection: An ALPR read of a license plate within public view, including potential images of the
plate and vehicle on which it was displayed, and information regarding the location of the ALPR
at the time the data was obtained.

Hit: An alert from the ALPR system that a scanned license plate number may be in the National
Crime Information Center (NCIC) or other law enforcement database for a specific reason
including, but not limited to, being related to a stolen vehicle, wanted person(s), missing person(s),
domestic violence protective order, registered sex offender or terrorist-related activity.

Hotlist: License plate(s) associated with existing law enforcement investigations.

Plate of Interest:  A license plate appearing on a hotlist or that has been entered into the ALPR
database and is believed to be associated with criminal activity and/or a vehicle/person of interest.

420.2   POLICY

It is the policy of the San Mateo County Sheriff’s Office (SMCSO) to utilize ALPR technology only
for official and legitimate law enforcement purposes, with the goal being to increase the efficiency
and effectiveness of its public safety efforts in a manner that safeguards the legitimate privacy
concerns of law abiding citizens. Consistent with Civil Code 1798.90.55, the Sheriff’s Office shall
provide the opportunity for public comment at a regularly scheduled meeting of the governing body
of any area prior to the installation of any fixed ALPR camera.

Office personnel may use the ALPR system for official use only.  Any matches received from the
ALPR must be verified before enforcement action is taken unless exigent circumstances exist.
ALPR data that is not considered intelligence and investigative information shall be retained for a
maximum of one (1) year unless the information is from an ALPR device deployed within an area
wherein the local government has requested a different retention period.

420.3   GENERAL

(a) ALPRs shall be used only by authorized employees of this Office who have
been trained and certified in the use of the equipment pursuant to SMCSO

ATTACHMENT E
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requirements. Training shall consist of policy review and an examination via the
Learning Management System (LMS).

(b) No civilian or sworn member shall use or authorize the use of any ALPR system or
any ALPR database information for any reason other than official law enforcement
purposes.

(c) A positive Hit within the ALPR Program does not establish probable cause unless
other significant factors for a detention exist. Absent exigent circumstances, or other
information that helps to establish probable cause for a detention, the Hit information/
data must be confirmed prior to taking any related law enforcement action.

420.4   ROLES AND RESPONSIBILITIES

(a) General Use

1. ALPR systems shall be deployed solely for official law enforcement purposes,
including, but not limited to:

A. Locating stolen vehicles, carjacked vehicles, stolen license plates, wanted
or missing persons, or vehicles on the Hotlist;

B. Canvassing areas surrounding recent crimes to capture license plates that
may be connected to the crime event; and

(b) ALPR Administrator

1. The ALPR Administrator duties and Official Custodian duties are the
responsibility of the Administrative Sergeant or designee for the applicable area.

2. The ALPR Administrator shall ensure all ALPR system equipment is inspected,
at a minimum, on a quarterly basis.

3. The ALPR Administrator shall coordinate all training for use of the ALPR systems
and related technologies.

A. No member of the Office shall operate ALPR equipment or access ALPR
data without first completing department-approved training.

B. The following classifications are authorized to be trained in the use of the
ALPR system:

i. Duly sworn peace officers.

ii. Professional staff whose duties require or call for the use of the
system or data, for example, Community Service Officers assigned
to investigative positions or Crime Analysts.

C. Training in the use of the system shall consist of:

i. Privacy and civil liberties protections.

ii. Legal authorities, developments and issues involving the use of
ALPR data and technology.

iii. Current Office policy regarding appropriate use of ALPR systems.
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iv. Technical, physical, administrative and procedural measures to
protect the security of ALPR data against unauthorized access or
use; and

v. Practical exercises in the use of the ALPR system.

4. The ALPR Administrator shall submit an ALPR quarterly report to the Area
Commander of any deployment of ALPR technology:

(a) The report will include at a minimum, total detections and hits generated
from the ALPR equipment and a confirmation that there is no data in the
system older than is permitted by this policy.

5. The Sheriff’s Office will give an annual report to the Governing Bodies on the
number of license plates captured in any given time period, number of times
the data was accessed by law enforcement, including but not limited to, a
report from the law enforcement agency as to how many of the license plates
included in the data accessed were Hits on an active wanted list, the number of
inquiries made by law enforcement personnel by agency relative to the data, the
justification(s) for those inquiries, and information on any data retained beyond
retention periods (maximum of 12 months) and the reasons for such retention.

6. The ALPR Administrator shall conduct periodic audits of user queries as well
as update access to the database.  This includes eliminating access to persons
separated from the organization for any reason.

(c) ALPR Operators

1. Shall ensure the ALPR cameras are properly affixed to the assigned Sheriff’s
patrol vehicle prior to starting their shift; inspecting units for damage or excessive
wear.

2. Upon discovery of any ALPR equipment that is inoperable or damaged in any
way, the Operator shall:

(a) Immediately notify the ALPR Administrator in writing.

(b) Document the damage/issue on the County Vehicle Damage form.

3. Shall start the ALPR system software to activate the system and receive the
automatic updated Hotlist at the beginning of each shift.

A. ALPR units installed on marked Sheriff’s patrol vehicles shall be activated
and used at all times unless the operator of the vehicle has not been
trained and certified to use the system.

B. Staff assigned unmarked Sheriff’s vehicles equipped with an ALPR system
may use their discretion on removing the external ALPR cameras based
on mission needs.

4. Shall ensure that the ALPR system software, hardware, and GPS are fully
operational.

5. Shall not attempt to repair defective or inoperable ALPR equipment.

(d) ALPR Hits
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1. When an alarm is received alerting operators of a positive Hit from the Hotlist
database, a digital image of the license plate will be displayed on the mobile
data computer screen.

2. Absent exigent circumstances, or other information to establish probable cause
for a detention, ALPR operators shall compare the digital image of the license
plate to the Hotlist information to verify the Hit for both the state in which the
license plate was issued and characters on the plate.  ALPR systems will alert
based on the alpha numeric characters displayed for license plates issued and
false positives are possible based on license plates with the same numbers
from other states.  ALPR systems may also misread letters and numbers of
similar shapes.  This is the primary reason that, absent exigent circumstances,
all positive Hits must be confirmed prior to taking law enforcement action.

3. Absent exigent circumstances, or other information to establish probable cause
for a detention, ALPR operators shall confirm the ALPR information by radio or
mobile data computer to immediately confirm the Hit prior to taking enforcement
or any other type of action.

420.5   ALPR DATA

(a) Internal Data

1. All ALPR data downloaded to the server will be stored for one year or the length
of time approved by the jurisdiction in which it is deployed.  After that time has
elapsed, the data will be purged.  If the applicable data has become, or it is
reasonable to believe will become, evidence in a criminal or civil action, or is
subject to a lawful action to produce records, it should be downloaded from the
server onto portable media and booked into evidence.

(b) Sharing Data

1. Detection data generated from SMCSO ALPR systems will be shared with
requesting law enforcement agencies only after it is determined that the request
is for official and legitimate law enforcement purposes.

(c) Hotlists

1. State and/or national standing Hotlists will be automatically downloaded into the
ALPR database a minimum of once a day with the most current data overwriting
the old data.

A. The Hits from these data sources should be viewed as informational;
created solely to bring to law enforcement’s attention the specific license
plates that have been, or may have been, associated with criminal activity.

(d) Plates of Interest

1. License plate data added to the database will have an expiration date of no
longer than 30 days.

2. Plates entered into the ALPR database will contain the following information as
a minimum:
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A. Entering Deputy’s name and contact information.

B. Corresponding SMCSO event number.

C. Short synopsis of the reason why the plate has been entered into the
system.  This information should be as descriptive as reasonable under
the circumstances.

420.6   PROHIBITED USE

(a) ALPR usage is prohibited from invading the privacy of individuals or looking into private
area or areas where a reasonable expectation of privacy exists, nor shall they be
used to harass, intimidate or discriminate against any individual or group, nor for any
purpose not specifically authorized by this policy.

(b) Unauthorized access, possession or release of data is a violation of policy and
various federal and state criminal statutes. Any employee who accesses, possesses
or releases data from the ALPR database without authorization or in violation of this
policy and such additional policies established by this Office, may face discipline up
to and including termination, criminal prosecution and/or civil liability.

420.7   REFERENCES

(a) Vigilant Solutions Car Detector User Manual

(b) Civil Code § 1798.90.51; Civil Code § 1798.90.53

420.8   REVISIONS

Adopted January 13, 2017
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Automated License Plate Readers (ALPRs)
438.1   PURPOSE AND SCOPE
The purpose of this policy is to provide guidance for the capture, storage and use of digital data
obtained through the use of Automated License Plate Reader (ALPR) technology.

438.2   ADMINISTRATION
The ALPR technology, also known as License Plate Recognition (LPR), allows for the automated
detection of license plates. It is used by the Piedmont Police Department to convert data
associated with vehicle license plates for official law enforcement purposes, including identifying
stolen or wanted vehicles, stolen license plates and missing persons. It may also be used to
gather information related to active warrants, homeland security, electronic surveillance, suspect
interdiction and stolen property recovery.

All installation and maintenance of ALPR equipment, as well as ALPR data retention and access,
shall be managed by the Administration Operations Commander. The Administration Operations
Commander will assign members under his/her command to administer the day-to-day operation
of the ALPR equipment and data.

438.2.1   ALPR ADMINISTRATOR
The Administration Operations Commander shall be responsible for developing guidelines and
procedures to comply with the requirements of Civil Code § 1798.90.5 et seq. This includes, but
is not limited to (Civil Code § 1798.90.51; Civil Code § 1798.90.53):

(a) A description of the job title or other designation of the members and independent
contractors who are authorized to use or access the ALPR system or to collect ALPR
information.

(b) Training requirements for authorized users.

(c) A description of how the ALPR system will be monitored to ensure the security of the
information and compliance with applicable privacy laws.

(d) Procedures for system operators to maintain records of access in compliance with
Civil Code § 1798.90.52.

(e) The title and name of the current designee in overseeing the ALPR operation.

(f) Working with the Custodian of Records on the retention and destruction of ALPR data.

(g) Ensuring this policy and related procedures are conspicuously posted on the
department’s website.

438.3   OPERATIONS
Use of an ALPR is restricted to the purposes outlined below. Department members shall not use,
or allow others to use the equipment or database records for any unauthorized purpose (Civil
Code § 1798.90.51; Civil Code § 1798.90.53).

(a) An ALPR shall only be used for official law enforcement business.
ATTACHMENT G
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(b) An ALPR may be used in conjunction with any routine patrol operation or criminal
investigation. Reasonable suspicion or probable cause is not required before using
an ALPR.

(c) While an ALPR may be used to canvass license plates around any crime scene,
particular consideration should be given to using ALPR-equipped cars to canvass
areas around homicides, shootings and other major incidents. Partial license plates
reported during major crimes should be entered into the ALPR system in an attempt
to identify suspect vehicles.

(d) No member of this department shall operate ALPR equipment or access ALPR data
without first completing department-approved training.

(e) No ALPR operator may access department, state or federal data unless otherwise
authorized to do so.

(f) If practicable, the officer should verify an ALPR response through the California Law
Enforcement Telecommunications System (CLETS) before taking enforcement action
that is based solely on an ALPR alert.

438.4   DATA COLLECTION AND RETENTION
The Administration Operations Commander is responsible for ensuring systems and processes
are in place for the proper collection and retention of ALPR data. Data will be transferred from
vehicles to the designated storage in accordance with department procedures.

All ALPR data downloaded to the server should be stored for a minimum of one year
(Government Code § 34090.6) and in accordance with the established records retention
schedule. Thereafter, ALPR data should be purged unless it has become, or there is a reason to
believe it will become, evidence in a criminal or civil action or is subject to a discovery request
or other lawful action to produce records. In those circumstances the applicable data should be
downloaded from the server onto portable media and booked into evidence.

438.5   ACCOUNTABILITY
All data will be closely safeguarded and protected by both procedural and technological means.
The Piedmont Police Department will observe the following safeguards regarding access to and
use of stored data (Civil Code § 1798.90.51; Civil Code § 1798.90.53):

(a) All ALPR data downloaded to the mobile workstation and in storage shall be accessible
only through a login/password-protected system capable of documenting all access
of information by name, date and time (Civil Code § 1798.90.52).

(b) Members approved to access ALPR data under these guidelines are permitted to
access the data for legitimate law enforcement purposes only, such as when the data
relate to a specific criminal investigation or department-related civil or administrative
action.
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(c) The Support Services Division Commander will be responsible for directing and
ensuring that ALPR system audits are conducted on a regular basis.

For security or data breaches, see the Records Release and Maintenance Policy.

438.6   AUTHORIZED DESIGNEE FOR CERTAIN ALPR SERVICES
The Chief of Police may enter into an agreement with another law enforcement agency or authority,
through contract or memorandum of understanding, to receive, provide, or share ALPR services
that meet the minimum standards of this policy.

438.7   TRAINING
Only persons trained in the use of the ALPR system, including its privacy and civil liberties
protections, shall be allowed access to the ALPR data.  Training shall consist of:

• Legal authorities, developments, and issues involving the use of ALPR data and
technology

• Current policy regarding appropriate use of ALPR systems

• Evolution of ALPR and related technologies, including new capabilities and associated
risks

• Technical, physical, administrative, and procedural measures to protect the security
of ALPR data against unauthorized access or use

• Practical exercises in the use of the current ALPR system

Training shall be updated as technological, legal, and other changes that affect the use of the
ALPR system occur.  In no case shall a person utilitze the ALPR system if he/she has not
completed training in more than a year.

438.8   POLICY
The policy of the Piedmont Police Department is to utilize ALPR technology to capture and store
digital license plate data and images while recognizing the established privacy rights of the public.

All data and images gathered by the ALPR are for the official use of this department. Because
such data may contain confidential information, it is not open to public review.

438.9   RELEASING ALPR DATA
The ALPR data may be shared only with other law enforcement or prosecutorial agencies for
official law enforcement purposes or as otherwise permitted by law.

Any requests for ALPR data by non-law enforcement or non-prosecutorial agencies will be
processed as provided in the Records Maintenance and Release Policy (Civil Code § 1798.90.55).

Department personnel who receive requests for ALPR data will accept the request in accordance
with our Records Maintenance and Release Policy and forward the request to the Support
Services Division Commander.
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438.10   TRAINING
The Training Sergeant should ensure that members receive department-approved training for
those authorized to use or access the ALPR system (Civil Code § 1798.90.51; Civil Code §
1798.90.53).
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